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Peface
Welve in a world where advancement in technol
and innovative mind has led to the design of safer and better performing infrastructures
(nuclear power plants, chemical process plants, high speed trains, spacegiahes,
which areneededfor a modern society. However, due to the interconnected -socio
economic and technological landscape that is rapidly evolving, safety continues to have
many new challenges (known unknowns, unknown unknowns) that add onto changed
variants of the old challenges (e.g. modified knownknowrs). Additionally,
governance and legislation can be slow to catch up with this dynamic pace of change.
At times, overregulation can occur, resufing in a significant resource investment
towards compliace for existing infrastructure operators or for aspiring -sast that
would like to enter the market, but end up struggling or even abandoning the sector.

Inspired by this backgroundhe EuropeanSafety andRdiability DataAs s o cisat i o n 0
Foresight inSafetyProject Group preparettie 53rd ESReDA seminaxith a purpose

to launch an open dialogue withtakeholders in the safety arena. Thus, by providing

an open forum where experiences in foresight in safety appro&ohesdiffere nt
sectorscould be shad crossfertilisation ofideas such ashow foresight could be
mainstreamed into safety practice in a more consistent maswdd be discussed

The seminar offered a technical programme with four keynote speeches from:

A Fabiana Scapolo, European Cadsiom Joint Reserach Centre, Belgium;

A Ana Afonso, European Food Safety Authority, Parma, ltaly;

A Antonio d'Agostino, European Union Agency for Raiways, Valenciennes, France;
A Lorenzo Fiamma, European Mariime Safety Agency, Lisbon, Portugal.

There vere also 23 other presentatons made by stakeholders from universities,
research centres, industry, government service and safety authorities. The topics
addressed wereelated toforesight from various perspectives: safety, risk assessment,
scenarios, rdience, horizon scanning, early warning signals, database management,
whistle-blowers, knowledge management, big data, data visualisation, etc., and from
various industries: nuclear, chemical, electricity, food, maritime, rairoad and aviation.

There wee 57 participants from 15 countries (Belgium, Czech Republic, Finland,
France, Greece, Italy, Lithuania, the Netherlands, Norway, Poland, Portugal, Romania,
Switzerland, United Kingdom and United States).

After the seminar,as a part of a feedback prosggsarticipants were asked to provide
some keywords about the seminar. The organisers used these keywords to obtain a
word cloud shown on the figure belowhe project groupwil buid on the seminar

result, along with theich compendium of experienceganed throughout the entire
process building towards the seminar. It wdke stock of these results andestigate

how they could beselin its future endeavours.
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Transferring foresightapproachesto the safety domain
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A tool to support policymaking a
safety marExgemartd Abstract

Fabiana Scapolo

Europein Commission Joint Research Centre, Foresight, Behavioural Insight & Design
for Policy Untt

Rue du Champ de Mars, 21

B-1050 Brussels/Belgium

Extended Abstract

The presentation will start with a brief introduction on why thinking about the future
is becoming more and more a necessary activity for many organisations and domains.
From there, definition and key characteristics of foresight will be provided together
with an overview on what Foresight is and how and when it should be applied to policy
making An illustration on features, requirements and capabilities needed for foresight
in a policymaking context to deliver will be delivered.

The presentation will also illustrate a number of possible foresight activities and
methods. These include horizonamscing, trend analysis, visions, scenarios,
technology assessment. Some examples on how these methods are applied will be
provided.

The presentation aims also at reflecting on how foresight could be applied to safety
management and risks assessment. It wiliggest some practical ways of
implementation.

Keywords:Foresight, horizon scanning, trend analysis, visions, scenarios
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Uncertain future. Unsafeil futur

t heori es, traditions and t he

Sverre Rged.arsen
SRL SHE Consulting
Lassonsgate 1

NO-0270 Oslo, Norway

John Stoop
Kindunos Safety Consultancy Ltd
P.O.Box 218

NL-4200 AE Gorinchen, The Netherlands

Abstract

Foresight is a relatively new research discipline, established in the 1960s especially i
Japan and United States, and later further developed in many research environments
in other countries. The purpose of the use of foresight techniques is to employ a
participantbased process for the systematic collection of forvihiking knowledge

and develop visions and future perspectives in a medium and in atdomgy
perspective. Based on a holistic approach and making use of knowledge of former
events- such as results from the investigations of accidents and near misses and
knowledge of the presesituation- one can improve the current decisions and promote
better prevention and harm reduction measures. Unfortunately, foresight methodology
has so far been used only to a small degree in a safety context.

The paper will briefly review the evolati of foresightheories and outline its
historical background. It will describe the characteristic elements in foresight and give
an overview of the most important methods used. In this context, the basic
comprehension forms within the safety thinkingaaralysed, and it will be argued for
changes in the moral and ethical values within safety for technological changes and
improvements, as well as for the developing safety as a societal value. It is emphasized
that the recognition of a necessary systenft shiist take place on two levels: as an
incremental shift with derivative solutions for known problems, and as a substantial
change with disruptive solutions for new problenrs. addition to comparative
examples of release of energy during aviation andivegi accidents, and nuclear

8
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disasters, also the characteristics of-called "weak signals” are discussed. The
necessity of a paradigm shift is underlined.

The paper ends with a brief description of the ESReDA PGs approach to foresight
methodology within lte safety area, and examples of challenges are given, and
recommendations proposed for a new holistic safety management based on feed

forward as well as on feedback information and insights.

Keywords: foresight, safety, ESReDA, accident investigaticumefut

1. Basic attitudes to the future

The human being has always been concerned about its place in existence: the past,
present, or future. Many have been especially concerned about the future that lay in
front of them as a single man, in front of the fgmin front of the genus or in front of

the local society. Today we include also the nation, the major regions such as EU and
the global community.

The attiude of the future has varied according to which point of view one had:
religious, poltical, socla economic, demographic, commercial and other variables
such as ethnicity, age, gender, status, sexual orientation. Some main sections can be:

The future as fear and threat (religion, but as heaven in a new life!)
The future as happiness and joy (ideojoggiigion, social engineering)
The future as unimportant and immaterial (determinism)

The future as characterized by risks, probabiities and possibilities (science)

= =/ =2 =4 =4

The future as adaptive and prosperous (technology andtscbicical engineering)

The tme horizon may for analytical reasons be divided between short term, middle and
long term.

Each of these approaches have been described in relgious literature (the Bible), in
many philosophical books, in scientific works, in technical papers and boaks/els

and poetry, in science fiction etc. Many conceptions about our future destiny form part
of our oral traditons. Famous persons who have contributed to futuristic thinking,
include i.e. Leonardo da Vinci, Jules Verne, H.G. Wels, Herman Kahm Jadfung,
Stephen Hawkin, Aldous Huxley, Robert Jungk, George Orwell, Avin Tofédc,

Some recent examples of global treats include studies made by OECD, studies about
opportunities and trends in technology (South by Southwest 2016) and severtd clima
reports. S ams ungé aboutSFotare lving hisi am g@xample ef @ veryt

L http://www.samsung.com/uk/pdf/smartthings/futliving -report.pdf
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long-time horizon (till 100 year) and how the digital revolution can have massively
implications on our lifestyles by changing our homes, our cites and countries.

2. The origins of the foresight scientific approacthi the theories and
the history

The systematic approach to Foresight Thinking as a science may be dated back to
1950/60ies with the start of Technology Assessment and Forecasting. Today, modern
safety thinkig has elaborated in many directions and is used in different connections.
Foresight includes the use of a variety of methods and techigpesding (e.g. 25
methods). The actual notion "foresight in safety” is analyzed and defined in a separate
chapter.

The scientific approach labelled as fAfore
discipline which was named future research
studieso was often disputed withiwmchscienti
was not based on theories and hypotheses and tested against empirical data, be included

as Areal scienti fi c?Alhoegh afnal ageerfent Bas stiwvats it a
been reach, it is clear that the studies of futures (possible, probaplefeyable), has

neither the traditional characteristics from natural sciences nor the methodology from

some social sciences. However, futures studies are now both an academic branch (e.g.
environmental/climate sector and dedicated research centres, vattenscientific

programs) and much more widespread semicommercial (think tanks) or pure

commercial bureaus offering a broad repertoire of techniques, such as trend
studies/trend analysis, which are widely used in many connections and markets.

As futures studies, strategic foresight studies had many early authors and scientists that
initiated or anticipated the more systematic and knowidxdged understanding which
were established after the WWII. Strategic foresight studies developed mainly from
defence planning as part of the military complex and expanded later to the public sector
(state/regional innovation), to large regional organisations (such as EU) to the private
sector (such as mdliational companies).

3. Foresighttraditionsi the middle term and long-term perspective

The foresight approach is part of a wider scientific tradition: to use analyses about the

past, about the present situation (diagnosis), to identify future objects and the

possibility to reach them (prognosis), and how to lighe future goals (prescription).

But here again, the actual studies differ in many ways between the two extremes: on
one side pure basic scientific research about the future, and on the other side pure
business studies, e.g. in the context of strategiesight management.

Luke Georghiou (PREST, Manchester University) has defined foresight as an approach
overlapping three other disciplines: future studies, strategic planning and policy
analysi s. Al t hough 6foresightrdied maother been c
research fields, the foresight traditon as a whole has some unique elements.

2 https://en.wikipediarg/wiki/Futures _studies
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Some characteristics of the foresight approach are

Process: crossdisciplinary and crossectorial/participation and actien
oriented

Time: medium to long ternperspectives (often 550 years) in contrast to
07 5 years for risk assessment (short perspective).

Goal: aimed at presemay decisions and mobilty/joint actions by
identifying Apossible future develo
technologies, bagir s , threats and opportunit.

Results AOQutl ooks, proposals of future dev
roadmaps, actiono

Prerequisite:  the world is mulidimensional and basic uncertain

Scientists that use future techniques in their research (futuastsvell thinks tanks and
similar institutions may use a wide range of forecasting methods, which include:

1 Anticipatory 1 Back casting 1 Social network|
thinking protocols (ecchistory) analysis

1 Causal layere( 1 Crossimpact 1 Systems
analysis (CLA) analysis engineering

1 Environmental 1 Futures 1 Trend analysis
scanning workshops 1 Morphological

1 Scenario method 1 Faiure mode ang aralysis

1 Delphi method effects analysis 1 Technology

1 Future history 1 Futures wheel forecasting

1 Monitoring 1 Technology road 1 Theory U

mapping

Both individuals (researchers, authors, scintstc., see part 1), university institutes
and organizations (Foresight professional networks, psbétor foresight
organisations, and negovernmental foresight organisations) have allocated resources
in order to develop and implement foresight swid@nd results in many sectors. As
examples may be mentioned as networks World Future Society and World Futures
Studies Federation, as organizations in the public sector National Inteligence Council
and NASA /both US), The Institute for Prospective Tedgiohl Studies (EU),
Government Office for Science (UK) and Norwegian Research Council (Norway), as
NGOs Rand Corporation, Hudson Institute, Copenhagen Institute for Future Studies,
Strategic Foresight Group and Project 2049 Institute. The reports anddinchay be
published in journals like Futures, Journal of Future Studies, Technological Forecasting
and Change, and the magazine The Futurist.

Safety seems to be at the edge of a paradigm shift, both from a theoretical and a
practical perspective. InghEuropean safety science community, a wide array of new
approaches is studied. Some challenge the valdity of safety science as a science (Safety
Science 2014), whie others proclaim new safety concepts and notions, such as
Resiience Engineering, a Newew on Human Error or Safety | and Safety Il. Such

8 Partly based on op.cit and Raija Koivisto (2009) Integrating futuiented technology analysis and
risk assessment methodologies in Technology Forecasting & Social Change 76 (2009) 75163
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developments challenge and redefine commonly shared notions such as precaution,
causeconsequence relatons, human performance, cognition and culture with
sometimes far reaching consequences for theilicappn. ESReDA advocates the
generic value and applicability of safety investigations across industrial domains and
scientific disciplines. ESReDA foresees a predictive Foresight on Safety and its
integration in a system engineering perspective. In abvadustrial sectors with a
high-tech nature, safety is considered a shared responsibility, superseding a single actor
or monadisciplinary perspective. Life Cycle Analysis seems indispensable for an
assessing safety throughout the lfe cycle of comgégacy systems, addressing
specific characteristics of transport, process and nuclear power applications.

4. Safety, investigations and the modern system approach

Within the safety area methods and approaches, such as safety investigation, scenarios,
risk analysis and assessment, the measurement of "weak signals” and other indicators,
may be useful. Future thinking may be in use in different industrial sectors (such as
energy production, the production of chemical substances and products, consumable
prodiction, transportation and to some extent also in the congaemice sector), but

often restricted to a short or mediderm time horizon.

Such new thinking is accompanied by a change in moral and ethical values on safety.
Recent developments focus amadditional approach to technical design notions such
as failsafe and safe lfe, crash worthiness, damage tolerance, compartmentation,
redundancy and reliability. With the introduction of ICT as a fundamental new
technology, new ethical notions such aslu¥aSensitive design and Responsible
Innovation principles have been developed. They deal with complexity, system design
and integration of safety assessment by Encompassing Design and Multidisciplinary
Design Optimization methods, Knowledge Based Engingeand Value Engineering.

New legal definitions dealing with safety assessment and liability have been introduced
such as Corporate Manslaughter and Corporate Homicide, shiting social
responsibilities for unanticipated consequences back to manufacam@rdesigners.

The consequences of application of new materials such as composites, technological
innovations in ICT, food, systewf-system networks and Internet of Things cannot be
predicted and assessed by todayflesnmval uat i c
from feedback and feed forward is not yet developed and valdated. New thinking such

the ESReDA Cube has indicated several opportuntties to tackle such quests.

Since safety of innovative complex and dynamic systems cannot be assessed based on
their past performance, new approaches and notions should be developed. A distinction
between socimrganizational and socikechnical system categories becomes
inevitable, dealing with their intrinsic, inherent and emergent properties as specific
classesf hazard, threats and consequences. A distinction between high energy density
systems and dynamic network concepts is necessary to deal with massive instantaneous
outbursts of energy of a mechanical, chemical or nuclear nature and the way
consequences puagate through networks. A new distinction should be made between
normal, undisrupted performance which is highly predictable and controllable, and
nonnormal situations, emerging from drit, natural growth, aging and exceedance of
designed performance efvpes. New mental representations of human performance

12
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become necessary, since Tayloristic models of compliant behavior and rational
decision making theories do not provide satisfactory explanations of abnormal behavior
in normal situations or normal behor in abnormal situations. A Good Operatorship
notion dealing with competence rather than compliance is under development in several
high-tech sectors such as in aviation and the maritime counterbalancing prospects of
ful automation towards unmanned espted transport systems.

In assessing their safety performance, we can not only deal with new systems and
technological innovation. Existing systems in their full maturity have along and lasting
past performance and have gone through a series of decisgssumptions and
modifications that are hardly fully known, let alone documented. The notion of
transiion management in matured, complex systems with a high level of technological
change potential is in its early phases of development. A distinctitwede disruptive

and derivative technology is crucial to understand its dynamic behavior. Due to the
very highperformance levels such catastrophic consequences can manifest themselves
as very high consequence and very low probability events beyond plensipdity of
individual actors and entties. Interferences may occur due to unknown interrelations
between components that have been forgotten, neglected or unexplored. In practice,
such dynamics are referred to as Unknown Unknowns, but are actuayndisle as

design induced consequences during operations. Foresight is also knowledge and
operational experience based hindsight.

The role of accident and incident investigations can gain a new dimension if such
aspects are incorporated in the investigatimethodology. A common investigation
methodology across industries and disciplines should lay the basis for such a new
approach. Supported by a legal recognition and procedural embedment in practice, such
as the ICAO Annex 13 approach.

In other articles,these approaches are described and discussed.

Traditonally, many industrial companies have concentrated on learning from past
events, such as accidents, production problems, distribution and usage problems, and
developed internal safety polcies and usiily norms after that. Many safety
authorities, including regulatory agencies, have also folowed this pattern. Feedback to
the design of technology and organizations and managing safety during operations have
greatly benefited from such learning. Weigesd, created and proclaimed a category

of Non-PlusUltra-Safe systems, such as aviation. There are however, necessities and
opportunities to combine feedback and feed forward learning, integrating safety as a
social value at all systems levels and ligcle phases.

Safety management based on a systematic combination of learning of past events and
issues and analysis and methods for insight into the future challenges seems stil not
very widespread within several key higbk areas. This working group na at
reinforcing feedback and feed forwards loops between hindsight and foresight
experiences and expertise.

Safety is to be revalued as a strategic societal value, instead of the presently preferred
notion as a Key Performance Indicator within orgaioises, to be assessed against
other operational aspects such as economy and eficiency. Safety is a public value, not
only a corporate value within an ETTO decision making context on an operator level.
A shit back from control to comprehension is ineviéabih dealng with modern,
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complex and dynamic soetechnical and sociorganisational systems in their
operating environment.

Only by readdressing the context of such systems, a credible foresight on their nature
and safety performance can be established

In safety thinking a transition is taking place from reactive, to proactive, to predictive
thinking. Such thinking is twofold:

1 in technological developments with respect to technological innovation and
disruptive applications

1 in sociceconomic and sodiadevelopments with respect to risk awareness,
perception, risk acceptance and management.

A Zero Vision paradigm is emerging: no risk is acceptable and lethal accidents are
intolerable. At the same time, systems become more embedded, complex and dynamic.
The scale is increasing with respect to the volumes, numbers and sizes of the transport
means and the energies that can be released from them, whie the systems safety
performance has achieved a N@lis UliraSafe level. The law of diminishing returns

seem to become dominant with respect to conventional solutions. A preference is
noticeable towards new notions that deal with foresight during operations such as Early
Warnings, or recovery from namormal situations, such as Resiience Engineering.
Both deelopments erode the need to remain vigilant and proficient with respect to
safety. Investments in road safety have dramatically been reduced. As a consequence,
the death toll in Europe is increasing again. Safety in aviation is jeopardized by the
imits to growth due to the capacity of the infrastructure, both airside and landside.
Such system related developments can be foreseen by analysing their architecture and
exploring higher order drivers for change and efficiency, such as business models,
polcy makng and governance.

With respect to socitechnical systems with a ngoius ultrasafe performance level,
aviation, raiways, maritime, nuclear and process industry can be considered as
belonging to a specific category of high energy density systemspleapiacreating
catastrophic consequences of a physical nature. Preventing accidents of an
unprecedented magnitude remains a prime reason for existence for safety
investigations.

There is no Golden Bulet with respect to one encompassing safety perfermanc
indicator. An analysis of the safety performance in aviation indicates a complex
interaction between airworthiness requirements and passenger service performance
indicators. Rather than aiming at a further decrease of the overal accident rate as
perfornrance indicators, safety enhancement efforts could be invested in a better
understanding of the system principles and properties. Safety investigations are a
pivotal approach to this purpose.

Recognition of a necessary system change can be acquired lewdiso

1 anincremental shit with derivative solutions for known problems
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1 asubstantial shit with disruptive solutions for new problems.

In the second case however, innovation processes and adaptations cannot be
implemented by a single actor or from ag&e perspective or discipline. The concept

of Cyclic Innovation needs to be mobiized to achieve sustainable effects, which are if
not predictable, atleast are descriptive or comprehensible.

The magnitude of energies that are to be controlled duringiahasperations and can
be released during accidents is comparable between aviation, raiway and the nuclear
sector (see Table I):

Table | Comparison of energy magnitudes across railway, aviation and nuclear sectors

Weight Speed Altitude Energy
High Speed Train | 430 tons 250 km/h ground level 1053 MW
320 km/h ground level 1740 MW
A380 Jumho jet MTW 575 900 km/h 10.000 m 75 000 MW
at takeoff 260 km/h ground level 1500 MW
MTOW 575 tons
at landing 260 km/h 200m aboveg 1252 MW
MLW 386 tons ground level
Nuclear power | Average size 800 MW
plant Borsele (Neth) Sea level 450 MW
Chernobyl Sea level 600 MW
Fukushima Sea level 784 MW

Weak signals are not weak by definition. Based on signal theory, there are several
reasons for a weakness of sign

strong signals can be suppressed to weak signals
the can be misinterpreted by distortion during transmission
a signal can be missed in the spectrum at the receiving end

a signal can be overruled by a signal of another nature

= =/ =4 =4 -4

the frequency of transmiss can fall beneath a perception threshold level.

In practice such weak signal debates are dealing with either a technical, behavioural or
social nature of signals, with primary production processes or secondary processes,

whie the diversity across act and stakeholders may create confusion and

di sagreement of their validity as service
reliability.

A simultaneous use of feedback and feed forward mechanisms can be underpinned by
the Ful Information Paradignof Klir (see fig). According to this paradigm, the
acquired body of knowledge and experience collected over decades in a system
provides a basis for safety and risk considerations. Such a body of knowledge is
overwhelming for legacy systems with a worldevi impact such as energy, process
industry and transport, making the NPUS safe, but also reluctant to change. Their
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abiity to adapt is hampered by vested mental constructs, assumptions and
simplifications, expertise and consensus on scientific paradigethods, notions and
techniques, both theoretical and practical.

Feedforward information:

Designrequirements N
Systemobjectives Inltlal_ §ystem
Scientificknowledge conditions
A N
Body of design > Systemunder
knowledge design

N

N

Feedback iformation:

Useconditions Adaptedsystem
Past performance configuration
Provendeficiencies L

N

Figure 1.Hierarchical ordered controlloops.

00ld viewsd have to be discarded and aboli
thinking, similar t o S omaconprictthearyd Qthendliser e at i v e
an opaque blending is created by mixing old and new views into a hybrid concept. In

the past, we have seen a stall of such a dialectic process by proclaiming A versus B
concept of safety, to be replaced by another versidd warsus D. Such a debate does

not restrict itseff to an academic discourse, but may hamper progress. A fall back on

old views and repetition of debates across domains and disciplines frequently occurs,
allocating public, corporate and personal respoitgsil for safety, emphasizing the

roles of whistle blowers and regulators.

We advocate the abolition of three obsolete notions:

1 replace the application of predefined, simplified accident models by the scenario
concept as a consensus basis for reconsiguthe course of the event,

1 replace the notion of 'human error' by a new view on human behaviour,

1 reconsider the notion of 'cause' in the perspective of mulilinear interactions.
Abolition of the use of accident models is likely to meet resistance tgeldue to:

1 a lack of understanding of system engineering theory bytewmical scientists
and practitioners

1 monodisciplinary paradigmatic perspectives in psychology on human performance
and cognition

1 disciplinary demarcation lines between technical amwhab sciences and
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1 cognitive stubbornness and resistance to change at both an individual, corporate
and governance level.

5. Foresightin safety; an epilogue

OForesightd has developed as geasandbast i fi c
beenmore elaborated concerning theories, hypothesis and concepts. Many universities

around the world have now foresight research on their research agenda, and some have

also established scientific degrees and education programmes. Outside universities, the
foresight approach has been used by several public and private institutions, enterprises

(esp. multinational companies) and consuttancy firms/think tanks etc. The main
implementation is connected to change management, strategic analysis and policy
development Corporate foresight has been defined as:

Ai..an ability that includes any structur
the company to detect discontinuous change early, interpret the
consequences for the company, and formulate effective responses to
ensue thelongg er m survival and¢®?#success of the

5.1 Preliminary conclusions

1 The foresight approach seems to have high potential utiitarian value for exploring
safety enhancement on the short term.

1 The use of foresight notions and methods haveasorily to a small degree been
incorporated in systematic safety management at a governance and corporate level

1 More research is needed on both national and EU level to identify adequate and
appropriate methods and to investigate the utiitarian valugmiyiag foresight in
safety in a medium and lorigrm perspective.

1 More emphasise should be laid down on exploring the possible value of transferring
experiences and knowledge from the use of foresight methods in other societal
sectors in different courts and EU to the safety arena.

Safety is an indispensable strategic value in the transiton process from derivative to
disruptive solutions in developing innovative as wel as legacy systems. The main
challenge for safety professionals is to develop netoms, methods, tools and
techniques to cope with the challenges that accompany such a transiton. These efforts
could beneft from unexplored and so far unchartered domains and disciplines.
Foresight is a promising prospect.

To paraphrase Richard Bodathhis inaugural lecture in 197Safety is too important
a matter to be left to futurologists.

4 Rohrbeck, Rene (2010) Corpordferesight: Towards a Maturity Model for the Future Orientation of
a Firm. Springer Series: Contribution to Management Science, Heidelberg and New York.
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Abstract

Aviation has been recognized as one of the ultimate safetsatinical systems. This
contribution discusses ¢hconditions and context that moulded the system safety to its
present level by applying integral safety, a sectoral approach and safety as a strategic
value. At present the aviation system consists of institutional arrangements at the
global level, a shard repository of knowledge and operational experiences, feedback
from reality, the notion of Good Airmanship, together with the choice of technology as
the flywheel for progress. This architecture made aviation a-Rlas Ultra-Safe
system characterized laysafety performance level of beyond7l8ccident rate. To
cross this mythical boundary in legacy systems like aviation, it is imperative to apply
game changers such as setazhnical systems engineering, disruptive technologies
and innovation transitio management. In such a transition, a shift in focus occurs
from performance to properties, from hindsight to foresight, highlighted by the case
study of the stall recovery device, the Kestrel concept.

Keywords:aviation, system safety, foresight, engimegidesign, safety investigation

1. Introduction

A NonPlus UlraSafe performance is no reason for complacency. In view of the

oncoming growth and expansion in aviation, a further increase of safety is required to

maintain the present performance levet &massure public confidence in the system.

The size of the o6City in the Skyé at 30. 00
1 million inhabitants to 2 milion in 2030 (Boosten, 2017).

To cope with this prognosed growth, aboltion of obsoleteetgatonstructs is
inevitable. New safety notions are required in a transition from accident contributing
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factors to state/space modeling with safety Eigenvectors and multiple solution
domains. Despite their low frequency, prevention of physical consexpiasficmajor
events in such high energy density systems remain pivotal due to their catastrophic and
disruptive potential. Application of systems control theoretical approaches should
enable a transition from reactive and proactive towards predictive lisgsabiEarly
interventions in the design process enable identification of intrinsic hazards and
inherent safety properties that have to be dealt with during normal ardonol
operations and system states.

Incorporation of higher system orders, eeginng design principles and innovative
and disruptive change enable a combination of both reactive, proactive and predictive
responses which facilitate foresight in safety. Because in aviation, we must continue to
innovate and improve to safely defy gtgpviomorrow.

2. How did aviation become so safe?
2.1 Engines for change

Four engines for enhancing foresight and predicting safe behaviour at a systems level
are identified which, each by themselves, are a necessary but insufficient condition for
safety @hancement. In addition, they have to occur simultaneously in order to
implement a new concept in the aviation sector on a sustainable basis. These engines
are:

These engines are:

1 Institutional arrangements at the level of the state and its sovereigrap in
supranational context of negovernmental organisations

1 feedback from realty, based on precaution and independence of investigations

1 system engineering principles, technological innovation and system state
transitions

1 Knowledge Based Engineering, bgderstanding empirical and experimental
data.

As these engines coincide, a structural need for timely adaptations and system change
occurs. Impulses for change can be explained based on internal, structural needs of the
sector itself, not only by a publiconcern on the credibility of a sector. In case of an
external impulse, such as with an aviation disaster, sometimes several similar events
have to occur before a sector responds. A worldwide implementation of each these
engines has not only lead to gn#ficant increase in safety, but also contributed to
developing expertise and knowledge about the actual safety performance of the sector.
They served as foresight, designed into the system from the start on. A vital issue has
been maintaining public codénce in the sector in order to develop a worldwide
aviation industry (Kahan, 1998). On one hand, in passenger transport, the public is the
customer who puts fath in a safe, eficient and smooth performance of the services
rendered. Once this faith issip the sector will have to face the fear of going out of
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business. On the other hand, the performance of the transport sector is in the public
domain. Accidents are visible in the publc eye, being bystanders and potential risk
bearers in case of a disastsuch as an air crash in an apartment building, a release of
hazardous materials or a tunnel fre. Rescue and emergency in incident and disaster
handling are public duties in case of a disaster. Independent Transport Safety Boards
make publc governanceat the State level a direct stakeholder in transportation
accidents atthe systems level in contrast to corporate management of fixed installations
in other hightech sectors such as process industry and nuclear power supply (Vuorio,
Stoop and Johnson, 20). Due to the complexity and higgchnology nature, aviation

has additional specific characteristics, which necessitate a technical investigation into
unexplained failure of such transportation systems. These characteristics are based on
the precautiorprinciple, creating a common body of knowledge in aviation.

2.1.1 Institutional arrangements

The first international aviaton conference in 1889 raised four fundamental juridical
guestions with regard to national sovereignty of the airspace and safatyatdn
(Freer 1986.1):

1 Should governments license civil aviation?

1 Should there be special legislation to regulate responsibility of aviators towards
their passengers, publc and owners of the land where descent is made?

1 Should the salvage of aerial wkscbe governed by maritime law?
1 Should there be new rules for establishing the absence or death of lost aviators?

Establishing rules for uncontrolled fights in airspace or above territorial waters led to
the frst international aerial congress amongstsiies in 1910 in Paris. The First
World War spurred aviation technology, leading in 1919 to the International Air
Convention on technical, judicial, and miitary aspects of aviaton and the
establishment of the International Commission for Air navigat@@AN) (Freer,
1986.2). The answers to these questions firmly establish safety and the investigation of
accidents as a distinguishing feature of the aviation sector.

During the early development of public transport systems, the precaution principle has
been applied as the most sophisticated engineering design approach of the 19th century
(Mclintyre, 2000). This precaution principle is defined in aviation as: first comprehend
then control, create foresight by gaining insight. It combines atimely resmofadere

with an indepth analysis in order to understand the failure mechanisms. It was only
during the Second World War that a probabilistic component in safety thinking was
added as a second school of thinking to this approach. Due to a lack ofadnutaia,
probabilistic approaches should reduce uncertainty on new concepts and configurations
to facilitate prioritization and cogffectiveness estimates of safety enhancement
measures. After the Second World War, corporate risk management was iatr@suce

a third school in thinking, evoling into a public safety and governance between all
actors involved in safety in the transportation area (Mcintyre, 2000).
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As the fiywheel for progress, the level of technical harmonization has been selected
focusing @ navigation, communication and reliability. The precaution principle and a
timely feedback of findings are pivotal. Annex 13 set the terms for cooperation between
states which are involved in an aviation accident, namely the States of occurrence,
operatims, registry and manufacturing (ICAO, 2001). The lessgale introduction of

cvil aviation required a change in aircraft design. Before the war, civil aircraft were
derivatives of military aircraft with respect to their design concepts as wel to their
construction and materials. After the war, large civil aircraft became disruptive designs
because they had to transport great numbers of passengers over long distances, based
on regular timetables, putting high demands on endurance, range and comfort. In
cortrast to these requirements, military aircraft were designed for relative lyrainge
combat performance, serving as airborne battle stations.

2.1.2 Feedback from realty, separated from blame and state interference

Even before the Second World War, tencept of learning from deficiencies was
promulgated in aviation. Safety was viewed as an indugttg problem, rather than

one for any single operator, manufacturer or State. The concept was further developed
in wartime aviation. Flanagan et al. (B)4conducted possibly the first study of
incidents and "near misses" in aviaton when he surveyed U.S. Army Air Corps crews
to determine what factors influenced mission success and faiure. Anticipating modern
insights, he found that the critical factorere to be found more in human performance
than aircraft technology. In order to keep publc faith in the aviation industry, a
common process of learning without allocating blame was deemed necessary. In order
to provide a timely feedback to all stakehoklen the sector, accident investigations

had to be separated from judicial procedures, which focus on individual responsibilities
and liability.

This blamefree approach has clearly borne frut. Technical investigations into the

failure of designing andperating aircraft have seen an impressive development. Based

on a |imted number of O&édshowcases@afedesign ¢
safe lfe, damage tolerance, crash worthiness, situation awareness or graceful
degradation. Several famoasses such as the De Haviland Comet, Tenerife; 282

Mount Erebus, TWAB00, Valuejet and Swissair 111 have identified deficiencies in the

aviation system, sometimes at some remote from the proximal cause of the triggering

event. They have led to manyaptical changes as well as new expertise on specific

academic areas varying from as metal fatigue to human failure, crew resource
management or lifeycle maintenance.

During the 1960s, the issue of independence was raised in order to relieve
investigatios from a dominant influence of the State. During investigations, the
inluence of State interests, secondary causal factors and circumstantial influences
should also be addressed. The debate on this matter can be traced to around 1937, after
a series of mar air crashes. Arriving at such independence, however, proved to be a
long process, and stil is not completed. In responding to specific European needs in
harmonizing practices current in the States of the Community, an additional procedural
arrangementon ICAO Annex 13 has been developed. This development led to the EU
Directive 94/56/EC on Accident Investigation, despite fundamental differences
between legal systems in the various countries of the Community (Cairns 1961, Smart
2004). Conflicts of intexst linked to the issue of double inquiries by technical
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permanent bodies and by judicial authorities were recognized, but nevertheless lead to
a Community strategy to adaptation of the existing legal and institutional framework,
harmonizing national ledmtion and strengthening cooperation between Member
States (ETSC, 2001). As a consequence of the notion that incident investigation and
analysis could be a source for safety recommendations, the EU has issued a Directive
2003/42/EC on mandatory incidentgegration in aviation. So far, the aviation sector

has been unique in issuing mandatory, governmental investigations of systemic
incidents from its conception on beyond the corporate level of investigations (Vuorio,
Stoop and Johnson, 2017).

2.2 System engineering principles

22.1 Muliple safety performance indicators

Historically, safety in aviation is not only expressed in institutional arrangements and
policy targets, but also in international, technical airworthiness requirements. Taking
into accountthat zero risk is unachievable in any human actity, acceptable safety
target levels had to be establshed in the perspective of an unbalance between safety
and expected growth (Hengst, Smit and Stoop, 1998). An array of potential units for
measuring ris can be used, discriminating relative safety related to the traffic volume
and absolute safety, related to the annual number of fatalities. Differences across fleet
segments and services, scheduled,-sweduled fights and general aviation, accident
rates per aircraft class and world region, as well as life expectancy of aircrafts have to
be taken into account. Risk acceptance by the general public and personal appreciation
of risk depends on convenience and pleasure in the various types of privatgbbnd p

risk taking actwvities. For each activity, a unit of measurement has to be selected since
it makes alarge difference whether safety is related to the absolute number of fatalties,
a critical fight phase or the distance and time flown. For airicesyyv as the criterion

for safety performance the fatality rate per passenger km is used, whie for
airworthiness the level of safety is expressed per aircraft hour of fight. These two
criteria are related by the number of passengers per aircraft, Walsility rate per

aircraft and the blockspeed of the aircraft (Wittenberg, 1979).

This relation can be derived from statistics of air transportation quantitative data by:

1 Number of passengers kr®

1 Aircraft flying hours U

1 Aircraft fiying kiometres S
)l

Assuming K passenger fatalties in R fatal accidents, the fatalty rate per
passenger km is K/P and the fatal accident rate per fight hour R/U.

For the relation between these quantities holds:
K/P=R/U* K/IR* U/P (1)

In this expression are introduced:

25



Enhancing Safety: the Challenge of Foresight

k = K/R = average number of fatalties per fatal accident
p = P/S = average number of passengers per aircraft
VB = S/U = average block speed
Then for equation (1) can be written:
K/P =R/U* k/ip*1/VB (2)

Or in words: Pass.fatalties/pass.km = fatal acc./fight hours *fatal per acc./pass per
aircraft*1/blockspeed. This dimension analysis shows that the introduction of long haul
fights, increased survivabilityrate per accident, increase in blockspeed and larger
aircraft have had a major influence on the decrease of the fatality rate per passenger
km. Surprisingly, this dimension analysis indicated that these safety performance
parameters are based on air s&wi and airworthiness design parameters and not on
safety design principles such as faisafe, safe lfe, damage tolerance, graceful
degradation and crash worthiness.

This dimensions analysis refers to an aircraft design and certification perspectiee, whi
later developments applied an operational perspective. Safety management systems and
maintenance, repair and overhaul established safety performance indicators for normal
situations throughout the operational life of aircratt.

2.2.2 Towards a systemsngneering perspective
In addressing the issue of acceptable safety levels, two assumptions are made:

1 With the expected increase of trafic volume, safety levels may not fal below
the achieved levels for reasons of public acceptance

1 The level of growth idinear related to the number of accidents.

Consequently, the percentage of the total growth of the trafic volume expressed in
passenger km must be compensated by an equivalent decrease in percentage of the
fatalty rate per passenger km. In the pastietgaimprovements have been
accomplished by pragmatic changes in technology, aircraft operations and ground
equipment. These achievements have been a combined effort of all parties involved:
manufacturers, airline operators, authorities and researchtéestit

Advocating a more rational tool for establishing a safety leseth as codbenefit
analysis such approaches are confronted with hardly comparable costs for value of
life, operating costs and cost for safety investments. While costs of indivédaile nt

are relative low on a sectoral level of costs, the overall safety enhancement measures
following from such accidents may be excessive for the sector. A target safety level for
aviaton based on a rational cdstnefts approach seems hardly achide
(Wittenberg, 1979).

More rational approaches had to be develope
jet aircraft and new technologies such as the supersonic Concorde and Automated
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Landing System development. The allowable probabilty lofés is inversely related

to their degree of hazard to the safety of the fight. No single faiure or combination of
failures should result in a Catastrophic Effect, unless the probability can be considered
as Extremely Improbable, in effect lower thad@’ accident rate. Interesting in this
approach is the total amount of fight hours per year that are produced by the aviation
industry as such. Only a few aircraft types can surmount thereb@ireme nt,
accumulating sufficient flying hours. Consequentgccomplshment to the overall
safety target of the airworthiness caomb never be proved by actual flight dadat

should be settled by a System Safety Assessment approach. Due to the effect of the
increase of aircraft speed and aircraft size, the pgsseatalty rate expressed per
passenger km has decreased in the past far more than the fatal aircraft accident rate per
fight hour. Inthe coming decades, the favourable effect of aircraft speed wil not occur
and only the effect of aircraft size magnmmain. This parameter analysis demonstrates
that changes in aircraft size and long range fights wil consequently have an important
impact on the improvement factor required for the fatality ratpassenger kiversus

the fatal accident rate based oe dircraft flying hours.

2.3 Knowledge BasedEngineering (KBE) design

In assessing the fuffilment of the societal values and acceptance of designs, the
prediction of tolerable loads and acceptable behaviour of designs is not so simple and
welldefined ast seems. In the striving for excellence, the concept of failure is central

to understanding engineering, for engineering design has as its first and foremost
objective the obviation of failure (Petrosk©92). As stated by Petroski, to understand
what engineering is and what engineers do, is to understand how failures can happen
and how they can contributmore than successesadvance technology (Italics added).

As a challenge in the Science, Technology and Society debate on Human Values,
engineering &s as its principal objective not the given world, but the world that
engineers themselves create. BEdngineering motives and considerations of these
values result in a continuous change that arises from these challenges. This means that
there are manynore ways in which something can go wrong than in the given world.

In his analytical study on aerospace engineering methodology, Vincenti indicates the
transiton from craftsman thinking in experimental progression towards knowledge
based design of artefac(Vincentf 1 990) . I n the 193006s the empi
design of aerofoils was gradualy replaced by analytical and mathematical
understanding of the mechanisms that ruled aerofoil design. Such transition towards a
knowledge based design wagpgarted by wind tunnel testing of scale models and
fight tests. Scientific research focused on the role of viscosity, transition between
laminar and turbulent flow, laminar flow aerofois and eliptic It distribution. This
application of scientific resech in order to reduce uncertainty in the attempts to
achieve increased performance created a growth in knowledge. Increased knowledge
in turn acts as a driving force to further increase knowledge. As defined by Constant
(quote by Vincenti, 1990) the premme non of O6presumptive anoma
better understanding of the behaviour of an artefact.

APresumptive anomaly occurs in technology,
any absolute or objective sense, but when assumptions derived fesmoestidicate

either that under some future conditions the conventional system will fail (or function
badly) or that a radically different syste
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Vincenti concludes that presumptive anomaly, functional failure and the neatiite re
uncertainty in design act as driving forces to a growth of engineering design
knowledge.

In aviation engineering design, safety investigations have been providing feedback
from realty by exploratory reconstructions and analytical interpretatiorfactsf and
findings derived from accident investigations. Challenging design assumptions, model
simplifications and operational restrictions in examining the validity of this knowledge
store have contributed to the growth of design knowledge. Through y safet
investigations, systemic and knowledge deficiencies were identified, leading to novel
safety principles in engineering design. Eventually, this has led to Knowledge Based
Engineering as a specific school of design thinking (Torenb2@k3).

The searcHor performance optimization and reduction of uncertainties has created a
continuous exploration of design variations and selection of better performing design
solutions. This has created generations of commercial and military aircraft designs with
similar morphology, configurations and properties. Such solutions can either have a
derivative or disruptive nature. Vincenti elaborates on the role ofvthisation
selectionprocess in the innovation of aerospace design (Vincés®4). Developing

0 a n o mashoilee bedconsidered in a historical context of design requireme nts,
gradual changes in the operating context and consequences of desigoff¢rade
Al't hough o6anomaliesd may temporarily deviat
specific concerns mafprce to deviate from this mainstream in exploring innovations.
The variatiorselection model of Vincenti takes it for essential and unavoidable that
any search for knowledge that is new, that is not attained before, must involve an
element of what is cald ounforesightednesso. The outc
predicted when the variant is proposed. Foresight on performance has been both tested
at the component and subsystem level prospectively by modeling and simulation and
retrospectively by fight tési n g and operational feedback.
comes with balancing gains as well as costs. The outcomes of such a balancing may
favour specific design tradeffs, but should be considered in their historical context
and operational demands. Asesp increased, drag became dominant in the design
tradeoffs in designing retractable gears. The generalized knowledge that retractable
gears were favourable, was the product of an unforesighted vasaiection process

and was vald for a specific c&f aircraft designs (Vincentil994). Simiar trade

ofts in context can be observed in the design of modern commercial aircraft in
balancing weight and fuel consumption versus structural integrity and dynamic stability
(Torenbeek 2013). Flight envelopgorotection was introduced to refrain the pilot from
entering the margins of the operational envelope at the cost of loss of pilot situation
awareness in critical sittuations (De Kroes and Stdifi?). The application of
automation in cockpits has a proverack record of substantial gains in safety,
eficiency and accuracy, but comes at a cost of loss of pilot situation awareness in
critical situations, increased cognitive task loads and loss of basic fying skils. The
notion of &6unf oryetsbéeg bxpamdibch fom $hé confpanent to the
systems level.

3. Sociotechnical systems engineering challenges

The driving forces for enhancing safety foresight come from both within a sector and
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without. From within, improvements in technology and a ne&edawareness of
potential negative effects of technology drive the need to understand the causes of
accidents. From without, public trust, poltical pressure and international coordination
drive the need to prevent and mitigate accidents. For commengation, all of these

came together at the same tirras the need for interoperability, punctuality and
reliability, international determination of responsibility and responding to the inherent
human fear of being in the skand converged to demand thighest standards of
proactive safety. Such safety foresight had to cope with system properties of both a
legal, social and technical nature.

31 Legacy systems and oO6early warningsod of s

In designing complex soci@chnical systems, du#o their legacy nature and

dependences on other systems, there is no opportunity for real time and full scale testing

during introduction and adaptation. Apart from their complexity, there are
unacceptable consequences of fault and faiure propagatiaisroptions through a

global network that operates on a 24/7 basis. The wvulnerability of such systems is a

critical parameter in assessing the consequences of change and adaptation. Such
vulnerability is assumed to be caused by unpredictable and unnatiteszdctions

bet ween system components. According t o De
incremental decline into disaster driven by environmental pressure, unruly technology

and social processes that normalize growing risk (Dekker, 2011).

However due to a lack of wunderstanding of 1its
makes a conventional trial and error approach inapplicable in high technology network

systems. Such a trial and error approach should be replaced by a predictive approach

on a systems |evel of performance. Applying
odr i ft into failured during final phases o
operations is too late an intervention. Huge costs wil occur for control and
modification after detection of unacceptable deficiencies and deviations. Consequently,

odr i ft into failureo i's an obsolete constr
propertieso i n hi gh technology syst ems. '
structurirg  system development and positioning of safety assessment tools and
techniques at specific points in each phase of the design, development and operations

of such systems. In creating new solutions with predictive potential on safety foresight,

several withrespect to safety so far unchartered scientific domains and disciplines have

to be mobiized. Based on aerospace engineering experiences serious candidates are
simulation and prototyping, forensic engineering, value operations methodology and
state/spaceector modeling (Vincenti, 1990; Torenbeek, 2013).

Analysing the complexity of socb e c hni c a | syst ems, the notio
is frequently used as an explanation of 0
underlying notiiooon mdr itohde6 o6oifncabah a dri ft
unanticipated property, remains undefined, unmeasurable and does not cover the
dynamics of such a drift. This o6drift i nto
of a triggering event and conditiorthat sets a sequence of events in motion. The

margins and boundaries that separate regular performance from emergent failure

remain undefined and hence, uncontrollable. The concept of state/space vectoring of

safety events has been conceptually formulasd potential answer to these issues of
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safety margins (Stoop and Van der Burg, 2012). Sjpsee modeling serves the
identification of performance boundaries and dissimilarity distances between safe and
unsafe performance by introducing wvulnerabili;md margins to system boundaries
under specific conditions (Van Kleef, 2017). To communicate about safety, actors have
to agree on system states and margins to boundaries, using design requirements and
specifications as starting points. Introduction oftlirstates, operating envelopes and
viable envelopes facilitate understanding of margins for prevention and recovery. Such
a state/space modeling approach defines safety as a social construct within physical
boundaries and operational conditions. Simekeusly, such an approach defines the
resiience margins for system recovery and complies with the European codes for
technical safety directives and safety integrity levels (Van Kleef, 2017). This
state/space vector approach enables quantification ofedufiy margins to operating

imits and a measurable comparison between various system states. Such an approach
does neither rely on a normative judgement on acceptability of risks, nor on qualty of
design or performance.

An adequate defintion oftheont i on of O0stated6 is given by
a vector@ O in its present situation can be described, based only on the information

and control based on the previous situation. We only need this information to predict

the future state of the vector. The dynamics of the system can be described with a state
space equation:

—®0 Qaoho@omM and®™Q p Q& Qh QMR QRQS8

In this equation®is the control vector anfthe disturbance. This first equation is the
continuous time version, whie the sedois the discrete or event based version, in
which kis the actual event.

Rather than just statingafety factorsve now have a concept of real system safety
related eventshaving an impact magnitude and a directional bias relative to the
dimensions ofttie system model. The model suggests -vetitorial design solution
spaces which have meaning relatve to the dimensions of safety in terms of the
contribution or impact within each dimension and the overall resulting orientation or
direction of the safetyissue being considered. Consequently, safety is significantly
elevated from the very basic consideratias afactor, to a new level where it is being
quantified as a muldlimensional quantity with a resulting orientation that defines the
choice of the dsigner or operator relative to their values regarding safety. With
reference to the Value Operations Methodology, this leads us to the position where
safety can be integrated into the general design approach of the air transport system
according to an eation relatihg KPIto some delta value of the form:

qV = e(C1/Co)+ W(U1/Uo) + Un(M1/Mo) + UE(E1/Eo) + Ub(P1/Po) + Ls(S1/So) + U

where Cost efficiencyis represented byC (revenue/cost), Utilization by U,
Maintainability by M, Environmental Qualitypy E, Passenger Satisfactiday P, Safety

by Sand finally including arerror U) consideration. Consequently, safety as a function
of. safety = fn (context, culture, content, structure, time), can be characterised with the
individual drivers associated withaeh dimension so that safety in its vectorial and

30



Enhancing Safety: the Challenge of Foresight

most realistic form can be integrated into the overall integrated system of systems
design solution spacén shiting from factor towards vector, safety critical behaviour

of open and dynamic systems canamalysed by identifying inherent properties during
design before they manifest themselves as emergent properties during operations. By
doing so, safety can be assessed and optimizechgively as a critical strategic value
against other system valuea & dynamic and complex systems perspective. This
approach substantiates the notion of foresight.

3.2 High energy density systems

Sociotechnical systems must be safeguarded by design due to their specific
characteristics as a distinct category of highergyn density complex systems.
Management of the operational energy that is stored in the system is a challenge that
must be controled proactively throughout all system states, mission phases and
operating constraints.

Due to the increase in size and ecaf modern socitechnical systems, the
uncontrolled release of energy in a specific event can result in catastrophic material
consequences and loss of all lives of a large population at risk, both inside and outside
a system. The operational energy dfone complex systems can be expressed in
Megawatts as the sum of kinetic and potential energy. The energy content of a High
Speed Train and a Jumbo jet that has to be controled during operations can be
compared to nuclear power plants with respect ta tbaetastrophic potential, as
depicted inTable 1.

Table 1Operational system energy content

Weight Speed Altitude Energy
High Speed Train | 430 tons 250 km/h ground level 1053 MW
320 km/h ground level 1740 MW
A380 Jumbo jet MTW 575 900 km/h 10.000 m 75 000 MW
at takeoff 260 km/h ground level 1500 MW
MTOW 575 tons
at landing 260 km/h 200m aboveg 1252 MW
MLW 386 tons ground level
Nuclear power | Average size 800 MW
plant Borsele (Neth) Sea level 450 MW
Chernobyl Sea level 600 MW
Fukushima Sea level 784 MW

Such an operational energy management strategy is interesting in particular in aviation
with respect to the balance between kinetic energy due to the airspeed control and
potential energy due to the alttude and attiude control. Theatip®l energy of an
aircraft has to be controlled and dissipated back to zero in order to bring the fight to a
safe end. This kinetic and potential energy distribution varies across the various flight
phases. This means that the energy balance managaméhe cruise fight phase is
based for 25% on the speed control and for 75% on the alttude and attiude control.
During final approach and landing, the potential energy reduces from 75% at cruising
altitude to 19.6% of the total energy content. Therggneatio between theses phases
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subsequently changes from potential energy management towards a predominant
kinetic energy management by keeping control over speed and attitude.

3.3 Intrinsic systemic hazards

From the early days of aviation, stal has rbesn inherent system hazard. Otto

Liienthal crashed and perished in 1896 as a result of stal. Wibur Wright encountered

stall for the first time in 1901, fiying his second dlider. These experiences convinced

the Wright brothers to design their aircrat i @ 6 canardd configuratioc
easy and gentle recovery from stall. Over the following decades, stal has remained as

an intrinsic hazard in fiying fixed wing aircraft. Stall is a condition in which the flow

over the main wing separates athhgngles of attack, hindering the aircraft to gain lift

from the wings. Fixedwing aircraft can be equipped with devices to prevent or

postpone a stall or to make it less (or in some cases more) severe, or to make recovery

easier by training and certifyingilots.

A further analysis reveals some more fundamental fight performance issues, (Obert
2009):

1 Al stall recognizing and mitigating strategies have not eliminated the stall as a
phenomenon; major stall related accident stil occur

1 Airspeed indicatiog rely on the use of Pitot tube technology. Applications of a
new technology such as GPS provides redundancy in air data information

1 In contrast with roll and yaw control, pitch control of aircraft is not redundant.
There are no substitute strategies fontmlling pitch of commercial aircraft,
in contrast with the military, where thrust vectoring is an option

1 Angle of Attack in commercial aviation is a secondary parameter, derived from
Indicated Air Speed. There is no direct alpha indicator, in contriist tihe
military

1 4th generation civil aviation aircraft lack the abilty to create a negative pitch
moment throughout the fight performance envelope by having direct access to
speed and attiude as safety critical fight parameters.

Desptite all effortsd reduce stall and deep stall to acceptable levels of occurrence, such
events stil happen occasionally in the commercial aviation community, raising concern
about their emerging complexity, dynamics and impact on public perception on safety
of aviation (%lmon, Walker and Stantp2016). Such events have been subjected to
major accident investigations are swerve as triggers for change throughout the industry.
Most recent cases are Turkish Airlines fight TK19%lolgan Air fight 3407 Air

France fight AF447, Air Asia fight 8501and Air Algerie fight 5017.

In a debate on highltitude upset recovery, Sulenbergécaptain of the Hudson

ditching of fight US 1549described stall as a seminal accident. "We need to look at
it rom a systems approachhaman/technology system that has to work together. This
involves aircraft design and certification, training and human factors. If you look at the
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human factors alone, then you're missing half or-throls of the total system
failure...".

4. Beyond 10’safety
4.1 Derivatives versus disruptives: the Valley of Death

The responses of aircraft manufacturers to stall have been different. Airbus took a
different approach in designing the Primary Flight Display (PFD) than Boeing with
eventually, equal safety permance levels. Airbus designed alpha floor protection in
the fly by wire concept, which should greatly reduce opportunities for stall by
automatically adjusting pitch and power to counteract the stal. Boeing choose to
address piot recognition of an pending stal. The Asiana B 777 accident
demonstrated that pilots my fail to recognize low energy states preceding a stal, much
as the Air France A330 accident demonstrated that alpha floor protection may fail due
to unreliable speed and alitude sens@g.applying existing technology and design
features that are incorporated to mitigate stall consequences, neither approaches are fail
safe.

The introduction of Glass Cockpits and 3D Flight Displays have improved the

navigation task of pilots considerabk,ut have not simultaneous.|

attitude towards spatial and situational awareness (l.2@5).

Manufacturers have reduced the workload of pilots and introduced the fight envelope
protection to avoid entering a stall situation. Howewsrall and deep stall as a low
speed/high alpha fight conditon are inherent to the physical properties of fixed wing
aircraft, similar to vortex ring state conditions for helicopters. A safe escape from such
inherent fight conditions requires basic Wwiedge of piots on aerodynamics and
fight mechanics. Disorientation and confusion may lead pilots into loss of attitude
awareness. The availability of a large and intuitivem&y Flight Display with an

Angle Of Attack indicator, integrated in the BaSicconfiguration may enable a pilot

in a quick regain of control by providing the pilot with situational awareness (Lande
2016). According to Lande, future PFDOs
outside world with overlaid prominent and trpagent primary flight instruments,
including an AOA indicator. It enables the pilot to gain a 3D attitude awareness. Apart
from fiying in nonnormal condiions spatial disorientation may also be caused by
somatogravic and somatogyral ilusions. The streingesual cue a pilot has becomes
absent in visual fight in darkness, where reliance on flight instruments becomes critical
in absence of a natural horizon.

In the discussion on a recent series of accidents, the focus has been on pilot knowledge
and skl and less on Primary Flight Display design. Developments in glass cockpits
and data integration provide an opportunity to explore issues in situation awareness,
spatial disorientation, automation atttude and team work for a next generation of
aircraft tandling and cockpit design (Mohrmann et.&015). Tradeoffs, based on
costbeneft considerations however, depend on customer acceptance, cost awareness
and public confidence in the safety of aviation. Introducing safety enhancement design
solutions issubmitted to a complex interaction between design, manufacture, operation
costs and societal appreciation of safety. The outcomes of suchoffadeefine
whether it is possible to introduce either a derivative or a disruptive solution. Most
innovative ad disruptive solutions that are developed technically successful, do not
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survive the Valey of Death in their implementation phase due to such considerations
(Berkhout 2000).

In elaborating visual interpretation of information, a series of disruptive eptgican

be considered potential game changers in enhancing fight safety. These game changers
supersede the level of intervening either in the man or the machine component of
complex and dynamic sociotechnical systems. They are frequently discussed in
atempts to cross the T®oundary. Such concepts deal with Angle of Attack indicators,
Intuitive Primary Flight Display, recovery from namormal fight situations,
asymmetric fight, Total Energy Management Systems and Good Airmanship
substantiation. Thesdisruptive designs however, died in beauty in the Valey of Death
between their invention and implementation due to a lack of a transition strategy and
integration at a systems level.

While pragmatic solutons have achieved a high level of sophisticatiostall
mitigation and recovery, a more fundamental approach to stall avoidance should be
developed in order to deal with this intrinsic system property. A new unit of analysis
of fight control should be applied, combining both design of man, machinghaimd
interfaces (Wo00d<016). Such a unit of fight control enables integration of disruptive
designs into a new mamachineinterface concept. Aninnovative solution to this more
fundamental issue should comply with principles of dynamic fight comtver the
fundamental forces that are exercised on general aviation and commercial aircraft and
the feedback to the pilot in a combined intuitive and cognitive decision making (Stoop
and De Kroes2012).

4.2 The Kestrel concept

In leaving the Valley of Dath, similarities with bird fight control enable a integration
of several of the disruptive designs into the Kestrel concept, consisting of.

Introducing new aerodynamic forces instead of manipulating existing forces
Introduction of such aerodynamic forcisuncorrupted air flow

)l
)l
1 Generating high pitchihg moments by small forces combined with long arms
1 Introducing correcting forces only in case of emergency.

An innovative design is suggested, based on these principles of dynamic vehicle control
(De Kroes 2012). The design combines four building blocks as engines for foresight;
understanding fight dynamics, integral systems approach, total energy manage ment
and intutive marmachinei nt er face design. This design
aiming at ceating redundancy for physical lift generation by stall shieldsnglthigh

Angle of Attack conditions, supported by dedicated software for the integral- man
machineinterface fight control unifsee fig 1.)

Assessment of t he DK and desirable Gnnovation cam prly bea s a
done in the early phases of conceptual design on a consensus base. Discussing the issue
of stall and remedies for stall related accidents cannot be allocated to a single actor or
isolated contributing factor.

34

N

f o



Enhancing Safety: the Challenge of Foresight

Feedlack from operationally experienced people such as piots and accident

investigators provide insights in the actual responses of the system under specific
conditons that cannot be covered by an encompassing proactive survey during design
and development.

Fig 1.The Kestrel concept

5. Conclusions

In answering the intial questioslow did aviation become so saBn analysis of the
history of aviation shows a preoccupation with safety from the beginning, because of the
intrinsic hazards involved inyfhg. Foresight has been designed into the aviation system
from the start on.

Several characteristics have favoured a foresight on safety as a strategic design value,
based on retrospective experiences:

1 Institutional arrangements at a sectoral level, sakHCAO and its Annexes
structure

Harmonized legal responsibilities at the national State level
Integral safety performance indicators throughout the system life cycle phases

Feedback from reality by learning from mishaps, accidents and incidents

=A =4 =4 =4

Selectng technology as the fiywheel for progress created a shared body of
knowledge during design and operations, substantiated in a KBE design
methodology

1 Application of a 'variatiorselection' process in experimental exploration of
technological innovation andisruptive design solutions.
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In replying toAnd Beyondand to enable crossing the mythich’ risk boundary in
aviation, innovative strategies should be explored to faciitate a prospective foresight
on safety:

1 Application of system engneering pringgl and statgpace modelling
approaches

1 Shitting from safety performance indicators to system properties and design
principles

1 Recognition of game changers and transition strategies in order to surpass
Valley of Death traps in implementing innovationsd atisruptive solutions

1 Exploring disruptive variatons to substantiate their integration at the
conceptual design level in creating a new unit of-machineinterfacing
design concepts, such as the 'Kestrel concept.
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Abstract

The paper presents some insights from the &
related to the level of Risk and Safety Margins (SM) for NucleavePd’lants,

regarded as complex systems. The overarching approach to safety review is presented

and it is illustrated on some practical real cases. The focus is on the aspects like the
specifics of the SM evaluations for various lifecycle periods, thatiterprocess of

such evaluations, the consideration of human factors, being part of the model itself. It

is also illustrated, that for real cases, this approach was (for several decades of the

aut hordés experience) t h e idosapsojects of noadlearf or e s i ¢
installations in various lifecycle phases.

Keywords:Safety margin, risk, topological space, humanfactors, nuclear installations.

1. Introduction

There were important developments in the last time in the study of complex system

and the theories derived from applied physics related to them. In this respect, the

applied nuclear science, along with the cavalcade of models in modern physics shad a

new light on the issue ochnWhat type of better high ener g\
and how t o i mpr ov eThdsé goalsrare fightly fcammected with ¢h@ o

need to buid such systems, which have less harmful impact on the population,
environment and the workers. As in the fundamental science research, in the nuclear
engineering and its associated technologies (artificial intelligence, environment

protection etc.) there is a trend to consider fundamental changes in the research and
practical engineering actiity, i.e. to switch from almost four centuries of the old

scientific appoachii Di scour s dteateaondh®Dhsesdeors sur | a
de | a [In2p anl which®tbe observer and the object under design / review /

operation are very closely connected and sometimes it is highly dificult to separate

themi a speechery wel understood by the Artificial Inteligence (Al) specialists and

high tech domains increasingly using Al.
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One important aspect of this switch is the capabilty to find new solutions (for improved

systems for instance), based on the search for kewesis in some deep (miss)

under standi ngs / biases [/ Amyt hs o, previolvu
i ncl uddaw gh aiir mf ul araen dHohio steo seyvsatleumastoe t hi s ?0
The new approaches allownaore systematic and preventive insight ongbeential

safety issues for complex systems

In this context and with this new perspective this paper is presenting some insights on
significant moments and aspects for a set of specific complex systems (presented in
[3]) and their impact on the peopkrvironment and workers: the nuclear power plants
(NPP) and the issue of their safety. In previous papers a set of connected aspects to
those issues were considered [2; 4], as follows:

1 The specifics of risk and safety analyses for NPP

1 Interface and sometans Aclasheso with other technolo
installations, IT and security issues etc.), as well as combined risks evaluations.

T Realizations on the deep fAimessageso from
humans existed, lke fonstance lessons from natural reactors (Oklo theories and
some Mars discoveries)[7].

T AOi kinomiao as a gui di ng andthé nreedtomethimke cur i t vy
the whole energy lifetime and chain aspects, or in other words lessons from ancient
soceties to the modern societies on energy issues.

1 Interfaces with human factors(HOF) (management approaches changes, safety
culture, leadership attitudes changes etc.)

1 Real actual acknowledgment of the fact that developers of new nuclear technologies
realize that they wil be in place in the next century, i.e. in another environmental
conditions, in different societies / civilizations than now, different human
generationsand new even totally unknown with communication and living
technology available (for emple i How a generation AZO or 0y
generationo) person from (let us say 2085
room of a 2020 NPP design ?20).

2. Method

The safety of a NPP is measured by functions, which depend on many features,
including those defined by the design and operation of a NPP, in a concept of various

layers of protection, called Defence in Depth (DiD). An important component
considered in the evaluation of the efficie
(SM). In me type of evaluations this criterion is consider to be in a biunivoc
correspondence wi t h another one called A F
measuring the damage produced by the challenges to the NPP considering the
probabilty of occurrence of tise challenges).
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In general, the SM evaluations are performed at the design phase and monitored and

reviewed continuously during operation. There are therefore SM obtained in one
teration and SM obtained after a series of terations, which are depefdiewm (the

NPP lfecycle time). A sample of such criteria considered for SM evaluations is in
Figure 1. As illustrated in Figure 1 the SM criteria are actualy defined by groups of
criteria, which could be considered of having common features (defininf ac et 0,

technical facets 1 and 2 or organizational society facets -&). They define a space
of possible variation of the degree of safety included in the 3D figure.

Multiple facets of Safety Margin
framework in one iteration

Facet = 7

’ Tacer 2 o 4 A

-

Criteria for safetx Marsin structure definition

Structure Without Safety Issues BEFORE accident
GENERAL SITUATION OF THE NUCLEAR ENERGY SYSTEM

Input to Referrence Structure Matrix (STRM)- Nuclear System

FACETS

1) <
-~ ¥ .‘r" C7
Fmcet 1 ’ 2
A ’

. A )

Nonproliferation / safeguards — their priority and actuality asan issue

A

Design maturity and level of complexity of the plant design NPP as complex

s =

Research progress and support to research by nuclear system and society in

Facet O 4

Commercial targets — support for new built plants, operation of existing plants

Multiple facets of Safety Margin _5
ramework in multiple iterations 6

Situation on fuel cycle elements

Situation on waste management issues

Level of development/ complexity of nationaliregional/ internationallegaland regulatory
framework

NONNUCLEAR ISSUES WITH IMPACT ON NUCLEAR SYSTEM

Energy and environmental issues (climate change etc.)

i
3
)

Security of energy supply

General financial situation and problems with impact on nuclear system

Terrorist threat and security issues

Figure 1. Criteria for defining Safety Margin (SM) in a

NPP
This paper preséns t wo

mai n aut hor 6s i deas

r el

at ed

case of nuclear power plants (NPP), as regarded from the perspective of an insider
involved in various practical projects over a period of three decades:

The NPP history is seen as history of a technology(being subject to be described
by scurve). From the perspective of NPP as a technology there were a series of
important miestones of the dominant safety approaches in considering Safety Margin
(SM) and/or Risk and trying to forese¢hich the best strategies to cope with safety
chalenges areThese milestones are described for the phases of the technology:
Creation, Infancy, Maturity, End of Life (EOL).
For each phase dominant approaches to judge Shknd project actions fosafety

foresightevolved as follows:

1 Point ke reference (setting values as targets not to be exceeded and judging SM

based on the distance to a

predefined levepecific for "infancy" period

1 Curve ke defining an acceptable area for a dominant variable ofefimtion of
SM. Various parameters considered in senstvity analyses. SM is defined as
belonging to an acceptable surface, specific for end of "infancy” and beginning of

maturity.
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1 Sophisticated multivariable description of the SM, were the acceptabé igo
defined as an acceptable volume, specific for end of maturity and getting closer to
end of life. In the maturity period an attempt to consider HOF is made but the issues
lead to the inclusion of the "observer” in the safety model, making foresfbtldi
if not impossible, due to questionable level of objectivity. On the other side making
systems more sophisticated gets to the point where the changes lead to an area of
complex system of chaotic behavior, with the warning that there is a imitfed§ sa
improvements to increase / improve foresight for safety of a complex system like
NPP.

The NPP and nuclear engineering in general has to be considered from what it actually
is: a technology. For this technology the evaluations on its evolution, thatévas

on safety and the foresight on its safety have to consider the effect of lfecycle
evolutions specific for any technology,
experience [2], there are three periods of the NPP lifecycle, which are signifama

the approaches used to evaluate their SM:

1 Point ke reference (setting values as targets not to be exceeded and judging SM
based on the distance to a predefined levspecific for "infancy” period

1 Curve ke defining an acceptable area for aidam variable of the definition of
SM.Various parameters considered in sensitivity analyses. SM is defined as
belonging to an acceptable surface, specific for end of "infancy" and beginning of
maturity.

1 Sophisticated multivariable description of the SMerevthe acceptable zone is
defined as an acceptable volume, specific for end of maturity and getting closer to
end of life. Inthe maturity period an attempt to consider HOF is made but the issues
lead to the inclusion of the "observer" in the safety matleking foresight difficult
if not impossible, due to questionable level of objectivity. On the other side making
systems more sophisticated gets to the point where the changes lead to an area of
complex system of chaotic behavior, with the warning thartet is a limit of safety
improvements to increase /improve foresight for safety of a complex system like
NPP.

Ther e Emdsof Léenperiéd (EOL)O , when the challenges
more sophisticated combinations of challenges leads to aedefymmplexity of the
artefact, that triggers the level after which chaotic behaviour is most probable [2;4].
Those periods and theirs specifics are represented in Figures 2 akue3figures
illustrate safety paradigms ewvolutions during the lifecyabe after major
accidents and the adopted in each period safety oversight strategies to improve
safety. The focus is on the criteria and decisions taken on SM.
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INPP nuclear Safety Paradigms history — representation of the Safety Margln as topological spaces
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Figure 3. Safety paradigms and SM approaches for NPP
[2; 4]. The periods are those reported by the author for the
projects in which he participated [2; 4]

The assumptions and the methodological features of the safety evaluations (for the
particular case of SM)a on the safety oversight strategies for NPP, as decided during

the | ast decades, have therefore,

n

t he

1 They had to solve a diversity of safety governing issues in various periods and to

define strategies for the fsight on safety for the next periods in order to improve

safety of NPP. This lead to a diversity of methods. However the consideration of
SM from the perspective of NPP technology as an evoling one gives a very
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interesting, unifying set of insights oretipast history and possible actions for the
future.

1 A series of actions taken before acknowledgement of the new possible
methodological approaches are now very clearly aligned to a series of dominant
strategic approaches, as for instance: systemic appi@&tPP safety, the need for
consideration of complexity, including the HOF impact of high non linearity type
on the SM / Risk modeling.

1 Improvement of mathematical tools to make them adaptable to a higher complexity
of safety evaluations and safety faghs tasks

1 Recognition and consideration of the lfecycle period speciics as an important
factor to the development of methods.

The result of those specific features | e a
(apparently annoying) of methods, that do dot scard in the author o6
enhance the point, that their diversity, governed by some principles mentioned before,

makes them specific for the nuclear safety evaluation status of the last decades and for

the predictable foresight strategies of tiear future.

However even if there is diversity, in the
safety evaluations, participation in the safety decisions for real NPP cases and foresight

on safety for future buit, there is a unifying feature of alisth diverse methods.

These unifying features consist of the following:

1 They had to solve a diversity of safety governing issues in various periods and to
define strategies for the foresight on safety for the next periods in order to improve
safety of NPPThis lead to a diversity of methods. However the consideration of
SM from the perspective of NPP technology as an evoling one gives a very
interesting, unifying set of insights on the past history and possible actions for the
future.

1 A series of actionstaken before acknowledgement of the new possible
methodological approaches are now very clearly aligned to a series of dominant
strategic approaches, as for instance: systemic approach to NPP safety, the need for
consideration of complexity, including theOF impact of high non linearity type
on the SM / Risk modeling.

1 Improvement of mathematical tools to make them adaptable to a higher complexity
of safety evaluations and safety foresight tasks

1 Recognition and consideration of the lfecycle period specias an important
factor to the development of methods.

3. Results

The results applying the diversity of methods on SM / Risk for some real cases of
practical value in the last decades are presented in this part.
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31 SM evaluations fado the Al nfancy perio

3.1.1 SM evaluations by using Risk and /or equivalent to Risk criteria

SM methods during this period evaluated the dependence of the margin to imposed

limits of safe operation on one variable and a set of parameters considered relevant for

the impact a S M. For instance iif the <criterion wu
the late infancy period the area below the curve (the type of variation and its magnitude)

was considered to be an indicator on the achieved level of SM.

Various type of plant chacteristics as variables of the SM function might be used. In
order to make the choice on the dominant parameter, the NPP is regarded from various
diverse perspectives. Forinstance schematic cybernetic representations are made or a
model called Reliabilt Equivalent Diagrams (RED) and accident scenario [2]
description are used. In order to evaluate the safety features for such models specific
methods were developed, as for instance the method caled Probabiistic Safety
Analyses (PSA) (from the vast liure the author is mentioning some of its own PSA
models [2]).

Another possible set of approaches is to consider NPP model as a cybernetic machine

or athermodynamic machine [4] (as in the case represented in Figure 3 for a generation
IV NPP called Pebbl Bed Module Reactor (PBMR) [4; 9].

Important plantcomponents

Reactor Bra\lfton Support water

Reactor Feedback Plant control cycie cooling systems
except
&Fuel reactor)

Entropy profile

l-—!_

Risk profile

- Synergy profile

Figure 4. Comparison of various SM functional

NPP may be also considered as a special type of Complex System (CS), as modelled
in [4]. I n this case, the SM indicator, ev

Risk =f (PIE* PPR* Pd) (1)

Where:

PIE - is the probabilty of the challenge to CAS, called Inttiating Event (IE)
PPR- is a probabilty representing the system pattern for each IE chalenge
Pd-is a normalized prabilty representing the damage produced by a given |E

The risk model is defined by the contribution of various minimal cut sets (MCS) to the

global risk frequency. It shows that there is the folowing type of dependency on a
certain probabiity of a gie event:
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MCS = plE* (1-g(pi)) + h(pi) ) (@)
Where:
plE - is the probabiity of the event, for which various changes and impacts are
evaluated during a specific analysis;
g(pi); h(pi)) T are functions of the probabiltiesf basic events other than pi

In [4] an amended risk criterion, defined
evaluations. This criterion is using information from the probability of events, the level

of damage and the lmits in epistemic knowledgsvaluated using the information

entropy.

In any of the above approaches the goal is to evaluate a risk critericforfR@a (3))

versus the ATot al Bfeosringunl aa n(d4 )Op ecrraittieornioo n( T(
deliver ed ener geas ere amogtimumofor bathncdteriat aneereached

(Figure 5). The SM is evaluated, in this case, for a variable and no parameters.

y1l=cO0* e-clx (3)

y2 = c2*xn (4)

RC is considered versus TC for the SM evaluation process for a variable and no
parameters.

In ine with this approach, if parameters impacting on risk are considered, then the risk
may be evaluated for a variable and a set of dominantmptaes (Figure 5). This
approach is ilustrated by its use in the NPP risk optimization during the design phase
[4], as in a case of PRA study for the generaton IV NPP. SM was evaluated by
calculating Risk in a study on new plant [4; 9; 10].

The Figure 5 illustrates the fact that, if we consider the parameters during

sensitivity studies, then the acceptable space of safe situations of NPPR&MVIR

typeis defined bya 3D volume that was called inthe studyi Ri sk Bowl o0 defi ne
an aggregate 3D risk @iion. This is a general presentation of risk calculations of

RC type (as per formula (3)) that is performed for all parameters considered fixed.

Medium risk —unbelievable
low frequency of plant
challenges — difficult design
solutions

Low risk band — expected
frequency of plant challenges —
affordable design options

Medium risk still acceptable —

A
>
& ‘_ high frequency of challenges —
Sm—% RC ween 0T vn (ke shell design

Figure 5. Risk bowl 3D risk representation [4]
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3.1.2. SM evaluations by using feedbanbdnf operation

In [2; 4] an approach was used for the evaluation on the changes in dominant
approaches in SM of NPP after major accidents. For this purpose the NPP history was
considered from the point of view of its behaviour as a technology, descybadd

caled fisc u r {Fgue 6)

During major accidents from the NPP history so far, it was noticed th&Mheere
reassessedas the real experience showed thhe initial margins were not
conservative [2]. Based on the expert review of the chamgdise imain directions in

SM evaluations and focus after each major accident it was propmsedsider a set

of fAsaf et yspariic foa eéachgpimasedfter such an event [2; Bnéwhich

were goveming the safety oversight process for NPP for theext periods.

It was also shown that the paradigms were connected with the changes in manage ment
structures, management styles, safety culture and leadership atttudes (Figure 3)[8; 12].
The s-curve has the form for SM as defined by formula (4), while ta drop in SM

after a major accident is of (5) type.

J"n(-rl=lf+a,.

+ e

()

f:x)=c*e™”

(6)

Technological curve

in the period when

Fx, ) <challenge / accident
takes place f;(x)

.,
filx,m) for
various
parameters
m

Technological curve
ey, in during the periods
without challenge /
accident f; (x)

Figure 6. NPP as a technological curve considering
challenges and falls of SM [2;4]

3.1.3. SM evaluations by using combined methods

A key issue for a better SM evaluation, predicton and monitoring is related to the
method adequacy. From the vast lterature on this topic some results obtained by the
author will be mentioned [9; 10]. Thissue is increasingly more important after each

major accident, challenging the used methods for the SM evaluations and searching for
their improvements. There are some main types of methods (if we exclude the lessons
learnt from past: deterministic (D)rababiistic (O), operational feedback (O), and
guantitative risk analyses (R), datethodologyepistemic uncertainties (U). The
combination of those methods l eads to a
categorieso ( as inl[9; w0 it wasashoevl thati tirere &reé gpecifie 7 ) .
areas and criteria were each of the method is best fit (Figure 8).
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evaluations [9, 10]

For this approach of using combined methods, if the NPP model is considered to be a

hierarchical one, then th®isk evaluations are to be performed for the main
components of the plant model and for each level anchéir combination. The

calculations are made by using combination rules for the defined criterion (in this case
Risk). In those formulas usually the combination rule is a convolution integral, as the

R functional is of probabilistic naturéhe total global criterion is considered after
combining it at each level for all components and then it is combined between

levels [ 9,10].

Each of those hierarchy levels generates in its turn a Complex System

(CS) by itself and therefore, a systematic review of theqaacy of the method and
compliance with the object to Is¢udied are required in order to confirm, that the
methods used are compliant with the specifics of the CS.
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On the other sidethe risk evaluations performed using this type of modelling
consist d a structured hierarchical process starting from defining the model at the

first level, evaluating risks at the second level of the process and reviewing compliance
of risk metrics with the imposed targets for them. This last level usualy leads to a
feedback review of the process for more detailed evaluations and / or changes in CS so
that the targets will be met.

Mul til evel / hierarchical ri sk model of
during a setof three periods (Period I Period IIl) of SM paradigm changes (as
illustrated in Figure 3) a setof practical SM evaluation projects were performed

as reported in [2;4]. The criteria used are in Table 1 and the summary of this activity
is represented in Figure Jhe selfassessmenf the SM evaluabns as a whole is
done by anulticriterial analysis . For the same set of evaluations detailed information
on the speciic methods used (PRA review, deterministic analyses review etc.) are in
[9; 10]. The conclusions on the efficiency in safety foresigtioms and safety
decisions based on those evaluations are illustrated in Figliee digure illustrates

the groups of the strategies adopted during the SM tasks for the projects under
review, including a foresight for a specific NPP case for the next M@ars.

Table I. Criteria of a specific experience in using various SM evaluation methods [9; 10]

Code Definition ofthe criteria used for the safety evaluations
CRU Credibility of uncertainties
CRC Credibility of the level of conservatism
LEC Levelof conservatism
SM Safety margin acceptability
DDA Defence in depth Acceptance criteria forlevels and in general
DiDI Defence in depthindependence of levels
CEE Cliff edge effects
The adequacy of the type of method acceptablieterminisic (beg
DPC estimate or not), probabilistic, combined, using operating exp
(OPEX)
CHC Impact of capability to manage change control
CGEN Impact of generation/technology phase & HOF
CSIT Impact of site selection predefined criteria
CEP EmergencyPlan and mitigating actions

Figure 9 shows results of the convergence and stabiity of decisions based on the SM
combined evaluations and illustrate for the presented example, on a real case of using
safety decisions and paradigms during a period oltal25 years and two major
paradigm changes, that the global effect of SM changes and the adopted foresight
strategies was a positive one and it lead to stable solutions in SM predictions for diverse
cases. However, this evaluation showed that, that ane smeas of potential concern,

of which the most recent after Fukushima are related to: the modeling of the Human
and Organizational factors (HOF), the Change Management versus inttial design intent
and the modeling of complex highly dynamic systems inegu new theoretical
backgrounds
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Figure 9. Selfassessment on the results of using diverse
SM [9, 10].

32 New trends in SM evaluations for the

3.2.1 The extended use of HOF modelling in SM evaluations

One I mpact of t he NPP entering i nto a
evaluations needed to focus more on the HOF elemenithe HOF elements were
presented in [8; 9; 10] as elements of a systemic approach defined for a NPP structure
as represented in kiges 10. Figure 10 represents a real case of HOF modeling for a
NPP defined by its safety structure, safety culture and leadership components. HOF for
a NPP company and its hard and soft safety structure [8;9;10] Evaluation of the weak
points of the matxi representation of safety structure and challenges to it for an
Emergency Plan of a real plan case lead to the need to get a linear model. This was
achieved by using Laplace transforms [9; 10; 12]. After the weak points were defined,
a detailed evaluatiof it was performed with the EP specific tools and standards.

It is important to note, that the matrices describing those structures are of the type
represented in Figures 10 [9; 10] and that the results of the operational research are
under a format ofigenvalues of the problem.

The eigenvalues dependencies on the dominant parametemhich are calculated

after a series of sensttivity analyses, indicate the optimal values for SM of the systemic
description adopted for NPP from HOF perspective. Theneagues indicate a set of
weak points of the structure, having a clear practical significance [9; 10; 12].
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Figure 10. Representation of a NPP HOF model using
matrix form [9; 10]. A Specific case of the Emergency Plan
optimization [12].

However the ragts for such evaluations &M considering the HOF contributio ns

are reaching in our view the limits specific to the evolution and description of any
system, by increasing the level of complexityAs it was mentioned in other results
[2;4], there is a cetain moment of the evolution of the complex system, after which
any intended modification leads actually to an area of chaotic, in the sense mainly
for SM as unpredictable, responseAnd in addition to this aspect the model including
HOF elements has a higdegree of subjectivity that needs to be carefully considered
in safety decisions.

Another example of such evaluations using operational researah ilustrated in
Figure 11, ilustrating a sample of dominant safety aspects to be considered as a
foresight for safety plan after Fukushima accident [2; 4; 6].

Figure 11. Post Fukushima SM evaluations on dominant

issues to be followed [2; 4; 6]
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Consideration of the safety evaluations and results on SM are also part of the decision
making on safety. From ghiperspective (as shown in [4iie Risk Informed Decision
Making (RIDM) process with more than two players (Industry, Regulatory Body

and Public) has the problem of convergence of adopted decisions, as no stable
solution exists for such a game with threeplayers; the stable soluton may be
achieved only bycommon agreement on the acceptable level risk and / or the
acceptable level of safety, gven ithiference between the calculated SM/ Risk and

their perceived values In Figure 11 there are sevemgbtions for a basis to the safety
decision and foresight on NPP safety after Fukushima, with graded levels of confidence
(from lowesti Option E to highest Option A).

3.2.2. Topological spaces modelling

As it was presented in the previous paragraphntbdeling of the complex systems /
technologi es reaching the end of AMaturity
description for the variables and parameters of a NPP system, which define the level of

SM. Therefore in NPP modeling, as in othedustrial areas (lke aviation) the need

to defined space states of the levels of risk / safety margins appear as solutions for more
complex tasks [4].

The use of the space state models is connected with the need to decide on a set of
dominant variables ofthe SM optimization.

In energy systems an approach from mathematicsvas proposed to define this set

as dominant fundamental criteria/ parameters, called syzygies (they are for
instance defined by the physical parameters like energy produced, entropy lgss
information entropy specific to the control systems etcand examplesvere shown

for energy systems in [4]By considering the SM of the NPP as multivariable systems,
new approaches are used. These approaches are considering the models of NPP for the
last phases of the maturity period as needing the development of more special
operational research, able to take into account multiple variables. One of those is called
At opol ogi emrbachs paces o

For such approach the SM is considered in a biunivoc rationship with the
internal volume of the resultant multi T D description, obtained after a series of
iterations (Figure 12) [1].

The space states produced for the SM are not just volumes, but generalization of
volumes in multi-dimensional spaces (Figured, 2 and 12)The value of the volumes

is indicating the level of SM. The type of topological geometrical figure is an indication

if the optimization is on a good track (as the volume depends as indicated in the figures
on the type of poliedra) [1].
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Figure 12 Safety Margin (SM) Topology in a muiti
iterative evaluation.

The poliedra are calculated by using the matrix description as presented in [1].

An illustration for the multiunit PSA is presented in Figure 13. Such a
representation requires the diéfim of a series of connections assumed for the
evolution of elements of the structure that have to consider their evolution from one
tteration to another. The algebraic basis for the poliedra is in the format of octonions)
(as ilustrated in Figure 13]].
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Figure 13. The algebraic description of topological spaces
in Figure 12 [1] for a real case [9; 10].

A practical example of the latest results of this approach are in [11], as defined for
the modeling of a real case of Multi Unit Probabilistic Safet Analysis (PSA) called
MUPSA starting from a Single Unit PSA (SUPSA)

The development of improved integrated models SURBMASA lead to the need to
define the space of the risk accepted areas in a 3D format, considering the dimension
of the SUPSA, the ishension of MUPSA and the common area connecting the two
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areas. (as represented in Figure 14). The areas are represented by the dominant minimal
sequences of a real case calculation whie developing the SM / Risk volume from one
unit to more than 2 unitsTherefor the the practical future tasks of this type the use of
3D- Reliability Equivalent Diagrams (3D-RED) and 3D7i Risk Spaces is foreseen

as having a potential impact in improving the prediction capability

This isin line with results obtained from adifferent approach by the use of the
cube [14].

However, it is expected that, there is for any technology a potential moment of
chalenge, when any more complicated model (of the object and with the modeller) will
produce such products, technical reaitiethat wil be subject to more and more
frequent unexpected sharp changes in the safety / risk level.

It is expected that the description of such challenges of very low probability, but high
and correlated between them impact events (issue knownifaedgs effect problem)
are specific for technologies entering last phases of their maturity.

An example presented in this paper is on the results obtained so far in MUPSA,
indicating that there is a clear limit of possible modeling of such cliff eflgete and

this limit is given by the type of plant technology itseff, ie. by its lfetime cycle
reaching the End of Life phase (FiguiS).
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Figure 14.3D RED for a real case of MUPSA model [11].

4. Conclusions

The paper presents a view dm tevaluaton of SM for some complex systems (NPP)
considering the fact that:

1 The history of a complex system is a one of its dominating technology, which has
a clear cut of its life cycle periods.
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1 The evaluation is performed in steps during al thisirifet and in iterations,
creating a set/ area / volume of acceptable from risk perspective states.

1 The SM evaluation for mature period leads to the need of including the modeler
into the model of acceptable states, which requires changes in the methaglolo gie
and a new view on models and objects.

Further steps of the project considering the SM evaluation in an integrated lfecycle

manner are expected to produce more results to support various conclusions for a

specific technology (NPP).
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Abstract

Famously, Oowhat gets measured gets doned, [
particularly those used to manage organisations, are little studied in the field of safety.
Yankelovich described a patternatieg with traps of quantification that he called the
"McNamara fallacy" and which has four steps.

Process safety might be particularly vulnerable to the McNamara fallacy because the
paradigm of reliance on numbers is very strong in engineering cultweeMer, as

we argue, the McNamara fallacy is less a failing of individuals, than it is an outcome

of the forces that produce order in organisations. In this paper after an explanation of

the four steps of t he Af al |l acoredight arwe wi | |
connected to poorly managed quantification, which is, according to Woods (2009), a

basic form of organization failure.

Keywords: Measurement, Modelling, Safety, McNamara Fallacy, Quantitative fallacy

AThere's a quote tlloveom T. S. EIliot that
We shall not cease from exploring

And at the end of our exploration

We will return to where we started

And know the place for the first time.

Now that's in a sense where | 'm beginr

(Robert McNamara, speaking to Errol Morris in 2G03)

5 http://www.errolmorris.co m/film/fow_transcript.html Accessed 2nd October 2017
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1. Introduction

Foresight is the imagining of future possibilities based on knowledge of the past and

present. According to Stark (1961) prediction and foresight are related activities, but

they are not the same. In prediction, the emphasis is ongumtigirthinking, assigning

probabilties, and on accuracy. In contrast, foresight is the awareness of possiilities
Awith |l ogic 1tsStardlk goinrsttspraceded (ortshoald f or e s
precede) .predictiono

Risk analysis is widely pracéd across industries, and athough it can gesd
results, the approach hasmeinherent weaknesses (Dien and Dechy, 2016):

1 incomplete identification of risked a weakness which although generaly
acknowledged is sometimes lost from sight in specificyaeal (see Aulnay et al.,
2017);

71 it does not takaccount othe complexity of sociotechnical life (Perrow,
1984p Interactions between social subsystems and, on the other hand,
between social element and technical element are hardly modeled

{1 imagination oncerning scenarios censoredy plausibility. This creates
confusion betweemmpossibility and improbability of occurrence, especialy
for low likelihood eventgsee for instance Fukushima);

1 worst case scenariabat do notake account of some initiats (see for
instancethe contribution obowdooris kept operto the capsize ahe Herald
of Free Enterprisderry);

1 there is limited updating of analysis in the light of operational experience
Sometimesthis is imited to direct and immediate casg@ften technical but
with root causes put asidevhich often human and organisational aspects)

In the contemporary literatureorésight is often treated as asrganisationalability

(e.g. Osman, 2015; Rohrbeck, et al, 2015). Research on what foreslghtv #5,might

be taught and methodologically supported, seems plentiful, but has yet to find a firm
theoretical basis (Pirainen and Gonzalez, 2015). However, even when conceived as an
organisational abilty, foresight is produced by the minds of indivilual

This paper concerns the conditions in organisations that may affect the quality of
foresight. As an entry into the subject, it makes a connection between foresight and the
so-caled McNamarafallacy. As wil be explained, the fallacy describes horvedight

can be blinded by corporate overemphasis of a given set of metrics. The present paper
considers the impact of the McNamara fallacy, and the mechanisms that mediate i, on
the employeeds contribution to foresight 0

61t is amoot pointlwry Robert Mc Namar ads name hlwusitishikeleto me mor i al
be connected tois role as US Secretary for Defence (32688) during the Vietnam War (198875).

When Smith wrote his piecen 1972 the public mindstill closely associadMcNamarawith the

unremitting destructiobeing wroughtinvietnam. Only latedid contemporary sources revéadt even

by 1966 McNamara bitterly understood the failures of foresight that started and escalated the war. As

he said in 2003fi wa r cormaplesits beyond the ability of the human mind to comprehend all the

variables. Our judgment, our understanding, are not adequate. And we Kill people unnecéssarily.
(http://www.errolmoris.com/film/fow_transcript.htn) See also, McNamara (1995).
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1.1 The McNamara Fallacy and t he Fischerds Quantitati

The McNamara falacy was coined by the social scientist, Daniel Yankelovich. As
reported by Smith, 1972the fallacy can be stated as:

AThe first step Iis to measure whfamasééver can
goes. The second step is to disregard that which can't be measured or give it an
arbitrary quantitative value. This is artificial and misleading. The third step is to

presume that what can't be measured easily really isn't very important. his i
blindness. The fourth step is to say that what can't be easily measured really doesn't
exist. This is suicide. o (Smith, 1972, pag

Wikipedia, at the time of writirfy states that the McNamara f a
the quantit ateitheepresént uthars agree that\Wiere lis a connection

between the two, we contend that the McNamara fallacy contains lessons for foresight

that go beyond those contained in the quantitative fallacy.

1.2 Some lessons for foresight fromthe quantitative fallacy

What is the quantitative fallacy? Stating it pithlyfag he f act s which coun
mo sRioscher (1970) explains that tlaets quanti't
are important in proportion to their susceptibility to quantificatiofpage 90). His

critique is aimed at historical analysis, and particularly a trend for advocacy of certain
methodologies. It is an attack e misuse ofjuantification. As he puts it

ACriteria of significance shoeihd not be
nature. They should always be grounded in the nature of the problem itself

and not in the tools of problem solving. The purpose of historical inquiry is

not to vindicate a method but to discover what actually happened. Every

efficient means to thisd is legitimate, but none alone can be erected into a

st andar d o {Fisdhes, d970; pagea9d)y . 0

The erection of O0standards of Il egitimacyo
Fischer warns that the problem should choose the method. éndag preference

for a particular method, can act as a fiter on reality; only those data compatible with

the standard are collected, and interpretation wil be imited to those future possibilities

that are compatible with the standard. As Kingston Medr t ens (2007 ) not e,
met hodol atoryo.

For example, on February 1, 2003 the space shuttle Columbia disintegrated during its
re-entry phase into the Earth's atmosphere after-dajomission on orbit around the
Earth. The seven astronauts on boaed dh the accidentThe echnical cause of the
accident is clear. During the launch phase, few seconds afeff, lifta piece of
insulating foam separated from the external fuel tank. It struck the shuttle's left wing at

7 The exact provenance is not certain, but the earliest published source that the present authors could

verify is an article in the September, 1972 edition of the Atlantic Monthly magazind.afiitde was

written under the pseudon y2012)cdmfiraed th&me hathdiscussedut Yan ke
the ideas with the journalist in question

8 https://en.wikipedia.org/wikiMcNamara_fallacgccessed 2 October 2017
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a high speed. The impact holeck tleading edge of the wing, a protected area of the
Thermal Protection System. During-eetry superheated gases (local temperature more
than 2000°C) penetrated into the left wing, leading to the melting of a spar, the loss of
control of the shuttle, andventually its destructionThe ht on the wing was undetected

in real time. It was identified on the second day of the mission after analysis of launch
photos and flms. Neverthelest)e potential for damagecaused by the foam strike was
known as were th consequences on shuttle safety during thentey phase. So, one
chalenge to the Mission Management Team was to assess the danger. Indeed it was
fivery difficult to even bound the problem and initialize thermal, trajectory, and
structural analyses. Theanswergdmighf have a wide spread ranging from acceptable

to notacceptable to horrible, and no way to reduce uncertainty( CA1l B, 2003, p
151). One part of the assessment was carriedisimg a mathematical modeling tool

caled Crater. It allowed engineers to assess thfiects of the impactHowever, this

tool was not designed for evaluation of large size projectile strikes. During the Columbia
mission, Crater predicted possible damage, but the Debris Assessment Team assumed,
without any valdatiod and becaus€rater was a conservative ta@lthat it would

predict more damage than would actualy occur. Assumptions and uncertainty were
never fully presented to the fight decision makers. Furthermore, the team that conducted
the analyses had been formedecently, and therefore could be considerad
inexperience. In fact, it was the first mission for which they were solely responsible for
providing analysis with th€ratertool. In this way, a particular tool was used beyond its
applicabilty limts butwi t h no one really aware of that.
acti ono thestigantdeilefi ghuttle wing.

The impact of the quantitative fallacy on foresight may be more fundamental. A method
may impose a fiter, but the paradigm from athiit is drawn imposes more general
limits on foresight. As Patton describes,

AThe paradigm is a worldview, a gener al
down the complexity of the real world. As such, paradigms are deeply

embedded in the socialisation ofreetents and practitioners: paradigms tell

them what is important, legitimate and reasonable. Paradigms are also

normative, telling the practitioner what to do without the necessity of long

exi stential epi st ehatdn@d®8, pagd4d.consi der ati o

Whereas models and methods are relatively accessible to critique, a paradigm is more
deeply integrated into the perceptions and beliefs of its adherents. People looking to
the future can change their spectacles, but it is harder for them to chaingeoiit of

view.

For instance, two senior engineers at Northeast Utilities, which operates mmlear

plants in the USA, were concerned about the way old fuel rods were cooled. They were
concerned both by the reliability of the cooling system anthéylack of regulation
enforcement concerning refuelling operation. They warned the management, (i.e. they
offered new glasses for a better assessment of the situation!) and tried to fix what they
considered an obvious safety problem. For several montasiagers denied the
problem existed and refused to report it to the American Nuclear Safety Authority.
They even brought in outside consultants to prove senior engineers were wrong. But
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they ended up agreeing with them. Finally, they took the case to by Bathority
themselves. It also took several months for the safety authority to react (Pooley, 1996).

Fischero6s advice is that we should not alloc
However, it is probably hard to take the advice. As Pattogestsy paradigms are part

of socialisation, and as sociologkthiave been pointing out for a century or more,

individuals readiy internalise the norms of a group in order to belong to it. Hence, we

should actualy assume as normal the situation thahdfiscomplains about, and

recognise that foresight is a function of group identity. Countering the restriction of

foresight due to paradigmatic gretipink is something to factein to the design of our

organisations.

Arguably, scientists and engineers &mained to be aware of the grounds on which they
make predictions and the limits of their foresight. As Feynman puts it:

AThe first principl e idandybuathe egsiost must n
person to fool. So you have to be very careful abaatt #fter you've not

fooled yourself, it's easy not to fool other scientists. You just have to be honest

in a convent i oiFayhmany d974;p.12Y er t hat o

However, about scientists communicating with a-temhnical audience, Feynman
goes on to sa

Al would |Iike to add something that's no
I kind of believe, which s that you should not fool the layman when you're talking

as a scientist.o € Aldédm talking about a
lying, but bending over backwards to show how you're maybe wrong, that you

ought to do when acting as a scientist. And this is our responsibility as scientists,
certainly to other scientists, and | thi

With fellow scientists and engineersne can rely to some extent on the scientifically

literate scepticism through which the information wil be fitered. Arguably, their

foresight is stimulated by questioning conditions, as well as by spotting limitations and
alternative interpretations obt her 6 s results or theories.
suggestion, when scientists or engineers act as advisors -txieotists there is an

additional duty to educate trseepticism of those advised. Perhaps the duty extends

even further: to urge the advised dontinue searching for other possibilities.

Paradigms define groups and what group members regard as credible evidence. As
Patton(ibid) notes, paradigms tell group members what is important, legtimate and
reasonable So, although members of scientifidisciplines bear the individual
responsibility to conduct themselves as Feynman suggests, their group norms wil have
some weight in deciding their actual behaviour.

Fischer has a specific warning for groups whose work has a quantitative aspect:

i T h asrae epigram, perhaps apocryphal, attributed to Lord Kelvin that
everything which exists, exists in quantity. Enthusiastic quantifiers have

9E.g.Du r k h enecim@nicabolidarity,a n d F o u ¢ a uihstitdtisnsandtiscalgse o f
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amended Lord Kelvin's statement to read, "Unless a thing can be measured
quantitatively, it does not existsigeifa nt | y. " Therein | ies a f

There is a balance then between the conditional trust implied by Feynman and the
preference that some groups may have for quantitative evidence. Something like this
was at work when NASA and Morterhiokol engineers dissgsed the advisability of
launching in very cold conditons given previous observations -ah@ erosion and

hot gas blowby in the boostersThese concerns were raised BlprtonThiokol
engineers in a teleconference otthe eve ofthe space shuttieChallerger launch in
January, 1986 MortonThiokol, who suppled He Sold Rockt Boosters
recommendedthat the space shuttle launclbe postpond until the temperatures
warmedup. They acknowledged thattheir recommendation was not based on
guantitative data %aying their argument was subjectie,é Pualitative, intuitively
correct The NASA managerslid notaccept this, andhallenged[Morton] Thiokol to

prove it byquantifying their concern® (Vaughan, 1996, p.355). Ake opinion of

these engineers was naipported byquantitative data, it could be dismissedas an
"emotional argumefit The decision to abandon a launch is not one that NASA could
take lightly. In this case, imposing a quantitative standard of evidence might wel have
been atactic used to &ite the qualtative evidence of thkiokol engineers. However,

it demonstrates a belief in quantification by the NASA agents that exceeded their trust
in the foresight of the subject matter experts. Vaughan conclideal technology
conforms to the nns of quantitative, scientific positivism

It would be nice to think that scientific or technical input to foresight wil always be

based on a fresh, objective view of the problem. There is an apocryphal story about
technical advice given to a statesmarfhe advisor had goneon at length, "On the one

hand this, but on the other hand thaffter the sessignPresident Truman [or

sometimes when this story is told, Winston ChurcHillined to his special assistant

and said, 'The next time | appoint arvads o r , remind me te find s
handed!"Advisors know that not everyone wants to be educated, and in a marketplace,

those they would advise can choose amongst advisors.

In summary, the quantitative fallacy highlights three vulnerabilitiesoraisight:

1 the scope of foresight is reduced when numerical convenience is decisive in
selecting and processing data. As a consequence, some futures wil not be
foreseen that otherwise might have;

T the reduced scope of f or es bdyhchooseh e c 0 me s
probl emso. Blindsi des develop when met h
credible;

1 these two wulnerabilities wil be made worse by a lack of diversity in the
population who contribute to foreseeing the possible futures of the organisation.

10 Emphasis added
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1.3 Impaired foresight: what does the McNamara fallacy add to the quantitative
fallacy?

The McNamara fallacy is more general than the quantitative fallacy about what and to
whom it applies. Rather than the repeated misuse of numerical methods by technical
specialists, the McNamara fallacy describes, as a series of steps, a process of
degradation in the abity to foresee future behaviour in an organisation. The
McNamara fallacy describes a disease of organisational foresight.

The word 0 meas uraefdlacyi suggestsh guantifitatra rbat there is

reason to interpret it more broadly. Firstly, although measurement often entails
numbers, a glance in a dictionary confrms that numbers are a means todato end

ascertain the state of something. Even weretwe r estr i ct Omeasur e
guantification, measurement theory contains quite distinct, theoretically legtimate
alternatives about how numbers can be assi
means in a particular case. As Hand (1996) explains, auree@nt scheme might be

based on a model that maps to an assumed underlying realty. Alternatively, a
measurement scheme might, in fact, not assume any underlying reality, but be a
procedure for assigning numbers in a consistent way. The McNamara fadacy i
concerned with how actors may misinform their internal representation of the systems

they control and, by extension, misinform their foresight of those systems when

planning or evaluating change. Later in this paper we explain how some of the
hypothetich mechanisms of the McNamara fallacy, misinform the basis of foresight

but also its production.

Yankelovich repeats key phrases in his formulation of the McNamara fallacy. The verb

0to measured is used four ti meeuoffeund t he &
ti mes. I n t he guantitati ve sudceplblita cty , Fisc
quantificatior ; and the present authors regard thi

in the Yankelovich formula. However, a broad view of measurement in an
orgarsational setting, suggests thaasewil reflect other constraints that decision
makers in organisations are trying to satisfy. In additon to the technical ease of
measurement, pragmatic constraints such administrative ease and political
expediencevil factor into the decision about what to measure and how.

To summarise, in contrast to the quantitative fallacy, the McNamara fallacy describes:

1 how measurement in its broadest sense can be biased by expediency, and;
1 aprocess of degradation in the @yabf foresight available in an
organisation.

2. The McNamara fallacy reduces the scope and acuity of foresight

The moral, as it were, of the McNamara fallacy is that measurement schemes tend to
become enshrined and inflexible in their organisations.s Timeans that any
shortcomings in their validity wil also tend to be ldagting. In this section, the four
steps?! of the McNamara are considered and mechanisms proposed.

11The four steps ofthe fallacy can be found@mith, 1972; page %4
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The O6easily measuredd part of the Yankelov
O0&syo, from a purely technical point of vi e
at hand, or easy to collect or process into a suitable format. As Yankelovich/Smith say,

AThis is okay as far as it goesonofthebi d) , h

design paradox (Frei, 2015). The paradox is that one knows less at the start of a project
or design process than at the end. Therefore, if a measurement schemdp isasét
in a design or project lifecycle, unless revised, it wil lack vaidit

In terms of foresight, I f we take Starkos
will create in actors a faulty perception of how the organisation works, and this wil be
reflected in their view of future possibilities.

For example, in 2014, SNE&discovered that 1,000 of its raiway platiorms were too
narrow to allow adequate clearance for 2,000 new trains it had ordered. A quirk of the
sampling methodology meant that measurement of existing platiorms focussed on
those buitt in the previous 30 a&s However, older stations were buit when trains
were slimmer and, in consequence, with wider platform&ccording to the French

minister for transport, M. Frederic Cuvil i
the train company,” he said, 'this what happens.” A programme of platform
modifications was putni pl ac e, an unplanned erpenditur
(BBC, 2014)

M. Cuvillier©os explanation points to the i

implied by the McNamara fallacy. At the start of design projects (and this may also
apply to projectin ageing systems, according to Horrocks, 2010) the decisideers
involved in defining measurements might not be the same as those working elsewhere,
in mature parts of the system, or who inherit the design when it comes into service. If
ease does inddedefne measurement, then what is easy for the project leaders may
create measurement systems focussed on their short term goalssgsteulis rather

than the longeterm operational functioning of the whole mature system.

In response taumerous opetianal problems in the running of public services by
contractors the UK Committee of PublicAccounts (CPA) looked into how thecivil
service managed the contracts. Theynd there to be a disproportionate emphasis on
measuring performance in the earlyapés of government contraciBurthermore, not
only was there a relative lack of operational performance measurement, there was also
a PrincipalAgent problem. The civil servants responsible for these contracts usually
moved jobs before delivery of the ¢@mcted service or product. Therefore, the moral
hazard was for cvil servants to-agt measurement of aspects they could control well,
but not those that would create difficulties for them. In consequence, CPA
recommendedhatc i vi | s e r v a in tacscountableo farl sgendifigr tieraugho ut
the I|ife.(@PA20d)ntractso

The CPA findings suggest a number of problems for foresight. Firstly, a focus on
measurements relevant in the shiierm may displace timely consideration of factors
that wil be elevant in the longer term. Secondly,riables that arenot measured
provide degrees of freedom fdecisions However, if these unmeasured variables turn
out to be important later in the lifecycle, decisiotaken early in a projecinay
unwittingly tradeoff measured variables against those that are unmeastngdly,
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morathazard may reinforce sedbrving visions of the future that make it harder to
foresee problems.

The second step of t Hoe disrbpardN ¢thabavhich can'abel ac y i
measired orgve tan ar bitrary quantitative valueo.

seen as a delberate decision by measurement designers. However, the McNamara
fallacy may rely on mechanisms that operate below the level of awareness.

The first mechasimd skilled unawarenessis fundamental. As described by Argyris
(1999) skiled unawareness screens from consciousness the things the actor is doing to
avoid confrontation or protect their own beliefs from dissonance. Some of those things
involve subordinatig their own views and belefs, which Argyris calikilled
incompetenceArgyris has demonstrated that these defensive skiled routines are
common in organisations. This would predict that actors will design measurements that
make confrontatiorless likey or avoid dissonance, and for the same reasonsisamg

the same psychological mechanisms,-aetfisor criticism of flawed measurements.

Ralph Nader gves an example of-smhsorship in carsafetyhf Ther e was no
Factors engineering being the gabt of the legal discussion. And then | met a retired
engineer from AmericaMotors Corporation, his name was Henry Wakeland. And in
my long conversations with him, he told me about the enormousessalbrship inside
the industry. Mendsd. slaGmd, md é&an,s yawm 6rhe an

Hu mr

t he

in closed doors among themselves? He says,

Afraid of being marked as troubtaakers, nofplayers on the team. And he gave me a
|l ot of MNadeg20pal es o0

Avoiding confrontation is not necessarily a goal in itself, and in organisations it may
serve a higher purpose: to preserve the political status quo. Lessig (2011) calls this
dependence corruptionfo ensure that the relationships they depend on continue,
individuals make complex adjustments in their perceptions. Lessig makes the point that
this is not corruption in the sense of bribery, but an aspect of the recigrabit is
fundamental in human relationships. However, in the organisational setting,
depedence corruption means that individuals wil interpret policies and data, and act
in ways that protect the interests of those others who enable the individual to be
effective and successful in their work. As wel as the risks of measuring what is
technicaly easy, it is likely thateasily measured defined in a poltical dimension.
Lessig gives several examples, such as scientific studies of the harmfulness of
BisphenolA (BPA is a constituent of some soft plastics). He reports that no industry
funded stdy (n=13) has found evidence of harm, whereas 86% of independent studies
(n=163) have. Lessig makes the point that the scientists who found no harm were not
dishonest, but consented to work in studies that sought to determine risks of exposure
rather thanto look for evidence of harm. The overal effect is to make it less certain

2Lessig notes that f@AWe all recognize the drive deep
recbrocat e. Some of it we see directly. Some of it w
of reciprocity as much as the conscious. We reciprocate without thinking. We are bent to those to whom

we are obliged, even when we believe, honestlyt, tveaare not. What Robert Brooks wrote over a

century ago we can repeat today: ABy far the worst
enables men otherwise incorruptible to be placed tactfully, subtly, aredtime goes ah always more

comd et ely under obligations incompatible with public
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that it is safe or unsafe to use plastics containing BPA. Even better documented is the
example of tetraethyl lead (TEL, an addive to petrol) in whithm the 1920s

onwards, th scientific evidence for safety was overwhelmingly funded by the industry.

In the mid1960s, independent researltikd r ew att ention to the fal]
observed (Atypicalo) lead in foods and bod
safe ancharmless. HgClair Pattersonjused a geochemical argument to estimate that

the average (typical) body burden and concentrations of lead in the blood of Americans

in the 1960s were at | east 1INva@gu 0998nes above

Whethersubject to unawareness or not, arbitrary measurement or disregarding data that
contradicts vested interests may also refgianised hypocrisyThis term was coined

by Brunsson(2002) to describe what he found in studies of Swedish public sector
organiséions. There he saw that decisimakers created situations in which talk and
decisions were quite separate from actiofiss allowed takeholder concern about a
topic to be addressedf not resolved by tak that never transferred into action.
Brunsson was not moralising, hewas describing a rational means of controlling
outcomes when objectives are incompatible. Arbitrary measurement makes it easier to
tak rather than act. As Hand (19964 5 3 ) p o itonbe sisefud, the numefical
assignment procedle has to be well defined. Arbitrariness in the procedure will reflect
itself in ambiguity in theresultsd A suitably ambiguous measur
between the world of tak and the world of actidn.this way thedecisibomma k e r 0 s
second stemio McNamara fallacy carries the organisation across the threshold into
organised hypocrisy.

Most readers wil have some familiarity with statistics about the punctuality of the
raiways. Inthe UK, unti June this year, figures suggested that 92% terQii% were

on time (BBC, 2017). However, if arrival time is measured more precisely, to the
nearest minute, those figures fall to 65%. However, even this does not directly measure
the impact on passengers; it excludes missed onward connections, missedeted
appointments, and so forth. An attempt to quantify this impact arrived at a figure of
73. 47 GBP pfeanirutedf deldy §NAD, 2008). Most UK train operators

have a policy of compensating passengers for late arrivals at stations agtaBle
minutes, and then for a proportion of the train fare, which in the vast majority of cases
wi || be rather |l ess than 082 per minute.

Technical error of measurement can be hard to spot, even when skiled unawareness is

not obscuring it.There is alway a chain of arguments that link the conclusions we

draw from evidence to the empirical reality we seek to know about and influence. This

is true whether the evidence is qualtative or quantitative. Sometimes we are fully aware

of this chain, but more ofte not , especially when some |[|ink
territoryd6 aAseélanth(@296) makes plans thdseplenty of scope for

technical errors in constructing and using measurement schemes

It is one thing to make errors, but anotfieing not to detect or correct the@ne can
imagine a number of reasons wéystematicerrors of measurement, or other problems
of validity, would go urncorrected. Firstly, the practical impact of poor measureme nt
might beinvisible or inconsequential (ew if borne byothersin the form of polution,
il-health etc.if those people lack power or representation
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Secondly, the measurement schemght beinscrutable. It is quite intimidating to
guestion the validity of a measurement produced by a soptasl analysis, perhaps

even a computer generated algorithm, and based on a huge amount of data. Often the
person who might be able to shdie steps that connect the map to teeitory is not

thereto explain things even if such a person exists.

Thirdly, as predicted by Argyris, whenn@asurement scheme is legitimisatla senior

level, itis unlikely to be chalengedby subordinatesThe misuse offotal Recordable

Injury Rate(TRIR) as a general measure of plant saftyhe BP Texas City refingr

may be an example of thTRR andAlSIR3CdS8 Bot ( 200 7)
effectively predict a facilSttayféfs ngi sckutfsorwa
in that accident, but any adverse effects of this on process safety would not have been

visible in occupational safety measurements such as TRIR. Concerning the lack of
challenge by subordinates, the Baker Panel concluded that in BP even apparently

capable individuals had fAweak process safe
participate substantially in the critical decisioma k i n g process with res:s
U.S. refinerieso (Baker, et al. 2007) .

Fourthly, the simplification implicit in the models which underlie most measureme nt
schemes, may not be recognised as an-singglification, in the sense that some

relevant aspects of the system measured are not represented in the measurement. As
Aulnay et al.(2017) notefi Model | i ng all ows a representat.
in loss of information and especially for liaisons betwelements and sufystems.

Nevertheless, level of understanding induced [by modelling] is more important than

losses of informatian dHowever, the implication of the McNamara fallacy is that the

third ste@® to presume that what can't be measured easilly isalt very importand
leads to the fourth stef:what can't be easily.Modgellngur ed r e
is an essential, beneficial activity in safety; and imperfection is not a reason to throw

the baby out with the bathwater. The problem is kmwaintain vigilance and allocate

sufficient resources to closing the gaps between the model and the evolving empirical

realy.

3. Conclusions

Onegoal of this article igo highlight the often subtle ways in which quantification
may reduce the scopench acuty of foresight. However, none of the arguments
presenteddeny or minimize the role and importance of quantifiten in dealing with
safety.

The McNamara fallacy describes what happens to foresight if an organization lives on

a Ost ar va information dtéredt tiirougb fmperfect measurement. There is

always scope for improving measurements, but even as good as they could be made,
they are filters on reality. The nature of
can never tolpee eltkacak® uamnd see reality directl

Foresight is integral to the creative aspect of safety practice. Itis particularly evident
in the form of hazard identification, which is meat and drink to risk assessment, both

I31TIR T Lost Time Injury Rate.
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in everyday evaluation of data and iromm formal risk analyses. But dofsesight
contain all thenourishmentit needs?

The danger to foresight is that measurement can define our realty, and there are
numerous ways in which this can happen. This paper has tried to show that many of
these way are properties of our institutions rather than of ourseleagn scrupulous
scientific conduct by individuals is not a complete answer.

The McNamara fallacyseems to badisease of bureaucracy, not a lapse by individuals.
Measurement schemes once dsfadd tend to endure, sometimes longer than their
creators. And what was too hard to measure reflects not just technical limits, but the
poltical realties of those creators. Does current practice do everything needed to
continuously improve measuremesthemes? Published accident investigation reports
and plant ageing studies suggest not.

Our professions, both as institutions and identities, also have a role. Stopping models
and measurements from becoming our masters is something we all need to do. As

Feynman (1974) reminded us, we shouldnot f C
some things for granted, b u t longwdxistential t hi ngs
epistemological consideration as Patton (2008) puts it?

Afterword

The McNamara fallacy Isapowerful intutive appeal, but lttle basis in empirical
research. The authors hope that this paper wil sensitise practitioners to the impact of
an expedient approach to measurement on the quality of foresight in their organisations.
We hope also that wil stimulate researchers to see if the fallacy reflects what they

find in the field, and whether the mechani s
of, are valid.
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Extended Abstract

For several years now, resilienceorcepts appear to challenge traditional risk
approaches. One of the key difference suggested is the way foresight is tackled in both.
This paper discusses commonalities, differences and any overlaps in the use of
foresight between these two approacheseflessons learned from historical cases

are used for this purpose (before and after Toulouse chemical disaster, Fukushima
nuclear accident, business continuity and crisis management for critical
infrastructure). Both approaches are in fact rather compatary in fulfilling certain

critical functions, and are less opposed than as claimed by resilience promotors. While
the expectations and foresight differ, recovery is included in risk approaches as well
as in resilience approaches. Furthermore, risk amhes also deal with unexpected
events. The paper conclugeith an analysis of the knowns, unknowns and awareness
that enables one to distinguish different foresight categories in risk (defensive, reactive,
ethical, proactive) and in resilience.

Keywords Risk, Prevention, Resilience, Foresight, Anticipation
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Potential s, | i mitations and
technologies for enhancing sa

Zdenko Gimil
European Commission Joint Research Centre, Dir.NBiclear Safety and Security
Postbus 2

1755 ZG, Petten, The Netherlands

Abstract

Technological advances potentially impact all stages of the life cycle of safety related
systems. This is @neasingly so with advanced sensors, as well as the exponential
increase of computing power, communication bandwidth and storage capacity. The
design and operation of safety related systems can benefit significantly with potential
to continually reduce rlsthrough the application of advanced software and hardware
solutions including artificial inteligence (Al). The question is which kind of
technological advances are in use and being developed and how they can potentially
improve safety?

This paper aimstadentifying major existing and emerging technologies with tangible
potential safety benefits applicable to different life cycle phases of concerned systems
(i.e., design, verification, validation, production, testing, commissioning, operation,
maintenane, emergency response and decommissioning). These technologies
generally comprise a combination of hardware and software used for e.g.:
development, training, operation, monitoring, diagnoses and predictions. Examples
are computer aided hybrid developmenmgial time modelling analysis and various
artificial intelligence applications. In this preliminary review the aim is to identify
potentials, limitations and difficulties associated with the application of these advanced
technologies for the enhancemensafety and foresight.

Some of the problems associated with the use of advanced technologies are related to
the increased technical complexity that they may bring to the design (e.g., software and
digital instrumentation and control validation and verdi®on). In addition, other

issues related to the need for connectivity like cyber security and privacy are becoming
even more worrying. The open question is what are the limitations or ultimate potential
benefits which can be gained by using advanced tdoby to enhance safety and
foresight (considering challenges and benefits)?

Keywords: safety technologies, hardware, software, modelling, artificial intelligence
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1. Introduction

We live in the age of rapid digitalisation which is significantly changmg lives. The
change to society is mainly digital (new software and more powerful hardware) but it
is also complemented with development of novel and inexpensive sensors and systems
enabling connectivity and numerous applications, i.e.: communicatioansysglobal
positioning system (GPS), and internet of things (loT), affordable data storage. This
change is generally improving everyday lfe, economy and society as whole. From
many impacts safety is of special importance because technological advances
potentially impact safety related systems through all stages of the life djcle.
framework for an integrated nuclear digital environmeint [1], ilustrates wide
potentials and huge requirements. UN Sendai Framework for Disaster Risk Reduction
(DRR) 20152030 emphasis on using science and technology is another ex2hple,

The design and operation of safety related systems can benefit significantly with
potential to continually reduce risk through the application of advanced hardware and
software solutios. There are many questions about the role of technology in safety and
first one iswhich kind of technological advances are currently in use and developme nt

This paper portrays a preliminary study, which aims to identify major existing and
emerging telknologies with tangible potential safety benefits applicable to different life
cycle phases (i.e., design, verification, validation, production, testing, commissioning,
operation, maintenance, emergency response and decommissioning) of the selected
systemsdescribed in the paper. The goal is also to identify domains of application and
examples of typical potential benefts emphasispmential for foresight in safety

along with their limitations. New technology, whie soling problems, can often
introduce new safety problems and can also face implementation challenges. This
raises many questions about optimal development, regulation and implementation of
new technologies.

The paper is organised in the following way: Section 2 describes approach and scope
Section 3 presents findings and discussion; finally, Section 4 contains concluding
remarks. This paper is part of the ongoing work in the ESReDA Project Group on
Foresight in Safety and it presents initial results from horizon scanning.

2. Approach

Role of technology in safety and foresight is inherently connected to all safety systems
and any other use of technology in general. This presents a rich playing field of
opportunities for discovering many different applications, approaches, regulations and
experience. However, learning about them and properly understanding value for
numerous applications in all different domains is a significant challenge. Literature
review was selected as approach to gain from-aholnain role of technology in safety

and foesight. Considering author's background, main focus was dedicated to the
nuclear feld; however, other fields are included in an efiort to make review more
comprehensive. Simiar examples from different domains are used in order to ilustrate
common solutins. Reviewing different domains is also valuable in identifying both
generic and unique issues and potential limitations.
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Google Scholar scholar.google.cojn oniine tool was used as it seems to be a very
comprénensive and accessible craksmain lterature database. Performing search is

as easy as for regular web search with some special functionalities for selecting time
range, finding related articles to any selected article and looking for citations (both per
google and per Web of Science). This is all web browser based and needless to say
hyperlinked. Search was made mostly for the last two years, with only few exceptions,
in order to capture most recent development.

Inttial search was made with kayords technology” and "safety". Relevant articles
were selected as pointers towards more refined search. Over 100 papers were initially
selected and grouped by major domains including "miscellaneous™” and ‘'issues”. A
more detalled review has reduced the numbesetgicted references for this paper to

60. This selection is certainly representative for the role of technology in safety and
foresight. However, this is far from the most representative or comprehensive selection
considering rapid developments, numberdofmains and applications.

The next section presents relevant findings across the folowing dimensions:
technologies, domains, applications, -@fgcle, foresight, and issues.

3. Findings and discussion

Findings about the role of technology are pné=e in six different dimensions in order

to provide more complete picture. First of all, general groups of technology type were
identified. Then, these general technologies are used in different domains. The third
dimension is related to specific apploat of these technologies in different domains.
Next dimension is the parts of ffeycle where technologies are used. Whie all
identified technologies are used to enhance safety, initial effort was made to identify
foresight as separate dimension. Fialension is related to all issues preventing use
or even potentially introducing new safety problems because of the use of new
technologies.

The findings of this study are presented in two subsections: technologies and issues.
The six dimensions are @ented together in relation to technologies and issues.
Finally, the third subsection, with discussion, pays special attention to foresight. The
approach was to mainly focus on nuclear examples when available. Examples from
other domains were added for qaeteness.

3.1 Findings about the role of technology in safety and foresight

The role of technology in safety and foresight is reviewed through examples from
literature in nuclear and other domains. Findings are presented as short explanations of
techndogy, applcation, part of the lfeycle and contribution to foresight. Grouping

by technologies is imperfect because of numerous applications using several
technologies combined.

3.1.1 Computing power and advanced software

Computing poweris an enablig factor for better design and for many safety
applications. Nuclear power plant design requires highest level of safety and economic
competiveness. High performing computing with advanced modeling and simulation
is necessary to include mylihysics "coe simulation" (e.g., radiation transport,
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thermalhydraulics, corrosion chemistry, etc.) requiring robust numerical solutions
algorthms and uncertainty quantificatid].

Plant simulatorsare a proven tools to train operators for complex systems uklear

or process plant44]) and airplanes. Methods for selecting human system interface are
evolving with technology development and it has to go beyond user inteffage,
Simulators are improving in two different directions in order to make them letethp
realistic and simple. So called full scale simulators are able to present not just full
operational characteristics of the plant but also accident conditons and scq6urios,
Simplified simulators are able to run on a single personal computestibneépresent

most of the plant operation. This improves both education and training for plant
engineers and operatof3].

Virtual and augmented realitie¢VR and AR) are the most advanced software
developments with potential to improve educatitnaining and operation. If8] and

[9] virtual environment and simulation are suggested to improve safety during work
and decommissioning in nuclear facilties.[10] use of augmented reality is evaluated

for safety signs in the working environment. WSAR for generating safety awareness

and enhancing emergency response for construction, earthquakes and driving is
reviewed in[11].

Visualisation and multimediaare demonstrated to be beneficial, for example in the
construction industry (e.g, improvedafsty management and training, hazards
identification, monitoring and warningg)L2], and preventing surgery mistak¢s3].
Building information modelling(BIM) framework is used in construction design,
implementation and operation for different domaingg.(efor nuclear[1] and general
waste [14]) and applications (e.g., construction risk managemgf] and fire
protection [16]). BIM is also used for planning and buiding of first high level
radioactive waste final disposalcility by Posiva in Finland[17]. Risk manage me nt
potentials for BIM are further enhanced using ontology and web semantic technologies
[18].

Knowledge managemefi€M) concept is increasingly important for complex systems
with longer life cycle and hapotential to improve operation and decommissioning
with better use of knowledge and experiefid, KM relies on information systems

with databases, collaborative networking, expert systems, ontologies, web semantics
and organizational culure.

Computng and software related technologies do not always depend on high computing
power or sophisticated software. Sometimesvel approach/algorithncould make
safety improvement, e.g. central control of trains to avoid-eedrcolisions in[20].

3.1.2 Internet, communication, cloud computing, sensors, big data and Al

Sensorare irreplaceable components for proper and safe operation as they are critical
help for avoiding dangerous situatons and reducing unwanted consequences.
Requirements for sensors (e.grecision, speed, robustness, connectivity and energy
consumption) vary greatly depending on the domain and application. One example in
security checking for explosives, where both speed and sensitivity are required, is use
of thermoedesorption mass speometry, [21]. Another example is in food safety
(disease detection) and qualty, the use of hyperspectral imaging technique for
automated noiestructive analysis and assessment applied to wide range of food
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products, as reviewed §22]. Sensor measur@mt values also depend on software
capable to diagnose conditions and predict developmenf&3]irthe use of distributed
equation and artificial immunity system is proposed for onlne monitoring and
prediction in condensate and feed water system dafublear power plant.

Internet as a network of computers, sensors and people, has growing potential of
technologies and applications for safety and foresight in many domains. Information
about online search queries is used for various applications eaxlg.detection of food
related epidemics[24]; perception and prediction of viral and other outbredRkS]
and[26]. Together with sensor equipped smartphones this presents additional potential
for safety technologies, e.g.: monitoring health behay®ll;, managing
constructiori28]; and colision warning while drivinf29]. New software technology,
blockchain, has potential to assure records validity which is important for proof of
safety parts origin30].

Geographical information systef@IS) isused for integrated regional risk assessment,
[31]. Optical, radar and other satelite data is used as support for emergency response
services in natural, technology and social related haz§d@$, Disaster planning,
warnings and response are incorpoigtthe use of social networking like twed3].
Increasing number and combined satelites use could make them more responsive (i.e.,
in hours) with improved resolution. Global postioning system (GPS) has many
applications from industry to personal usewever commercially avaiable resolution

stil limits some new applications, like autonomous drivijg4]. Video, mobie and

other data are used for safety of various applications, e.g. intersection monitoring for
safety analysis,[35]. Wearable persohadevices with biosensors (e.g., hart beat,
movement, sleep behaviour) are able to track physiology data helpful for detecting
valuable health related informatio836].

Accumulated data from increased number of sensors presents opportunity for better
urderstanding of complex systems and might provide new insights for safety science,
[37]. Analysis and interpretation of huge volumes of ddig (tatd) is requiring and
enabling use of new techniques like artificial intelligence (Al). Al is machine legrni

in development with major advances with so caled deep learning. Impressive Al
results, like winning at GO game and superior medical diagnostics, are showing huge
promises. However, timescale and limits for Al potentials are not easy to predict. About
50% of experts believe that higgvel machine intelligence wil be developed in the
next 30 years and superintelligence might be developed 30 yearqZieiNew Al
applicatons automatizing, more or less demanding, human work are becoming
available, &. restaurants food safety check and news wrif3g).

Modern vehicles are equipped with more and more technologies assisting drivers
(emergency braking, blind spot monitoring, line support system, objects recognition,
etc.), along with fullyautonomousehicles are expected to be commercially available

in several years. Automated vehicles embodies the implementation of leading edge
technology solutions, which include a number of different sensors, computing power
and Al software[40].

From a large nuber of safety technologies, a few more are selected as ilustration of
vast potentials for safety and foresightnmanned aerial vehicl@JAV, drone) is used

for numerous applications in remote monitoring.[4fh], 3D radioactive contamination
mapping is @scribed for FukushimBaiichi nuclear accident. Eye movement recoding
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and analysis allow experts, e.g. pathologists to learn and improve themsel{#2]. in
Threedimensional printing is used in many domains for preparation of difficult tasks,
producing custom complex parts, and for education and training, e.g. in medije

3.2 Issues with use of technology for safety and foresight

Great potentials and promises of new technology for improving safety and foresight

have to be tested and proven befuy introduced. This is necessary for simple

applications like material condition monitorind44]) and complex solutions like

digtal control rooms (DCR)[45]. Example of DCRs shows that potential might be

different for various domains depending onngnaelements, e.g. implementation and
operators' age (i5]pot ent i al side effects which reduc
for nuclear power plants are demonstrated). Verification and validation (V&V) for

digital technology is an open problem. Whilg tature it allows virtual testing of true

simulations, the existence of an immense number of possible states makes full testing
impossible. This is the case with the autonomoesr [46] and nuclear digital
instrumentation and controf47]. Experience pnes that hardware and software

induced faiures are inevitable in complex digtal systems and this should always be
already factored i nt d48].tNumaber Dfyreconenemdations ec over
for research and development prioritisation in developn&fnight water reactor is

related to the adaptation of digital technologies (digital power plant) in order to address

V&V and other issues|49].

Internet and social networks are not just incredible resources, but they are also efficie nt

and effective diseminators of fake information. This is an important issue during any
emergency situation and it can have detrimental effects, as it was tragically ilustrated

during and after Fukushima Daichi nuclear accid¢b@)]. It is important to always

consider mperfect, incomplete and changing state for all onine data u$agg,

Perhaps some fdAdegree of uncertaintyo cl ass:s
judging the qualty of data.

Whie smartphones are allowing easy communication and access tatigormthey

are also a distraction for important activities lke driving, and could cause accidents,
[52]. This is regulated in some countries and supported by apps which are recording
activity of smartphone before accident.

Cost is Imiting the introdu®n of some technologies with proven benefits before
widely used and fully commercialised, and this depends on many factors. Cost of life
in the U.S. and Colombia make a difference when evaluatingbeostit analysis of
commute bus crash avoidance systestallation, [53].

Cybersecurity is one of several major issues for many internet and wireless based
technologies because utimate protection is impossible without losing functionality,
e.g. for autonomous vehicle®4]. Hacking is an increasing prebh on the internet

and it might reduce trust in some new technologies like internet of things and artificial
inteligence. Some related issues for autonomous vehicles and medical assistance
devices are presented [B5].

Solutions for the aboveentioned issues are not trivial and wil require additional
work. For some of these issues, the solution is technology itself either already buit in
(e.g. communication for UAV colisiong56]) or complemented with other solutions
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(e.g. documenting scientific safire for nuclear safety applicatiofi§7]). Another part

of the solution is learning by doing (e.g. for health [bB]) after accepting new
technology with simple criteria in order to prove that it is at least as good as existing
technology. For some issuewith new technology it wil require developing new
methods which wil help prevent unwanted consequence, e.g. for detecting promoted
social media campaign®9].

3.3 Discussion about the role of technology in safety and foresight

One way to summarise feepresented use of technologies for safety and foresight is to
list results across six dimensions. Table I lists findings for all dimensions.

Potential for the role of technology in improving safety seems overwhelming.
Prospective to improve foresight safety looks also vast, e.gnproved analysis and
simulations to identify and anticipate safety isspekigher qualty production to
improve reliability adaptve maintenanceto prevent failures continuous
improvementswith better operating data asse®nf accident preventiorwith timely
preparation and responsdaster and better emergency respomgh appropriate
organisation and communicatiof®0]; prompt and appropriate accident manage me nt
with real time assessmerimproved learning fromaccidem investigation; preventing
societal disruptionswith proper communication.

Table I List of identified technologies and findings for different dimensions.

Dimension Findings

Technologies| computing power,software, cloud computing, sensors, laser scagniradars
artificial intelligence (Al), smartphones, social networks, interimternet of things
(loT), geographic information system(GIS), global positioning system (GR®)al
and augmented reality MR, AR), 3D printing, big data analyticsknowledge
management (KM), blockchain

Domains transport, power generation, medicine, construction, mining, military, che
industry, food, weather forecast, security, communication, internet, resea
development, smart cities, disasters risk reductioniety

Applications |optimised design without safety compromise; enhanced validation and verifig
virtualaugmentedexperiencefor betterdesign, operatiomndemergencyplanning;
improved and effectiveducation, trainingpperation angnaintenancg

Life-Cycle all phases and activitiisconcept development, design, production, commissio
operation, and decommissioning; validation, verification, testing, monitg
education and training.

Foresight improved analysis and simulations; qualityogduction; adaptive maintenang
continuous improvements; accident prevention; fasterand betteremergency re
prompt and appropriate accident management; accident investigation; pre
societal disruptions

Issues cost, complexty; verification& validation; faster change cycles; cyber secu
disinformation; distraction; proving benefits; privacy; Al better than human;

4. Conclusion

Extensive review presents large number of examples where technology is used to
improve safety and foresightSignificant evidence exist that various technologies
individually and combined could improve safety and foresight. Some benefits are
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already in use whie others are in development. There are also new issues caused by
complexity and quick introduction otw technology. Some of them could be resolved

by using technology. These issues wil require specialists' solution, but they are also
depending on regulation and users perception. New technology adaptation might
improve if relative prospective to exitingdhnology is assumed (i.e. by not increasing
requirements) and applying learning by doing approach.
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Abstract

The concept of High Temperature Gas Cooled and Very High Temperature Reactors
(HTGR, VHTR) or Dual Fluid Reactors (DFR) are the exampfethe attempts for
building industrial applications based on the Generation IV nuclear technologies.
These applications concern not only generation of electricity, but the production of
process heat, hydrogen or hydrazine, which is of great importarncehfmical
industry. However, the licensing process of hleevly designedeactors, comprising
safety and reliability issues of the whole processing installations of the chemical plant
needs special attention and appropriate research program to solve &@emuoh
foresight problems, not considered so far or not treated enough deeply in previous
studies. The paper is an attempt to discuss these problems presenting main challenges
for the implementation of such technologies, based on the experience gaimegl duri
last years in Poland and in perspective of anticipated changes of the nuclear industry.

Keywords: Nuclear Cogeneration, High Temperature Reactors, Industrial
Applications.

1. Introduction

|l ndustry 1is responsible f osslfael andtsimilard % o f
proportion of CQ emissions.This includes, among others, the following sectors: iron

and steemaking food processing, the chemical industry, ceramics and glass wares and
machinery productionThe average level of C{emission indifferent EU industries

remains at about 37 MHowever, in some Member States such as Germany, France,
United Kingdom, Italy, Netherlands, Romania and Poland it is much higher, presenting

the levels between 50 and 200 £)@&. This means that the climateolpies should be

treated as sttagic issueswith the reduction of such emission as one of the main targets.

This also means some strategic steps in the energy sector are supposebbrie, be

taking into account alsneeds of the industry.
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Such a goal crates very significant economical and societal challenges. Apart from the
emissions, the absence of alternatives to fossil fuel consumption leads to often
unacceptable geopolitical dependence on supply countries, which is strictly related to
energy security This has been observed, for example, in case of Ukrainian crisis.

In the energy sector thaiclear reactorbiave been serving for many yeasa source

of clean energy, with very small greenhouse gases and other noxious emissions
Nuclear energy, howereis known to have a much wider potential than being used
solely for the generation of electricity. Especialiy seems desirable théte nuclear
reactors should start providing other forms of energy (heat, cold) for industry on
a much wider basis thaiwday. This mechanism is known esgeneration of heat and
power. The ideas and technical solutions for-alectric nuclear applications have
been developed, although, for various reasons, they have not yet reached the same
industrial maturity as for thgeneration of electricity. Folowing the progress of the
nuclear technologies for naelectric applications, which is manifested by numerous
documents on cogeneration and heat production, the Internatonal Atomic Energy
Agency (IAEA) performed the initiatarget market analysi§l] which shown that

1 there is increased interest in pelactric applications facitated by the recent
development of advanced reactor concepts;

1 the current trend to a market oriented restructuring in the energy sector requires an
accurate estimation of the costs and benefits of nuclear applications in comparison
with the nornuclear suppliers of similar services;

1 dglobally, since the use of nuclear energy is at a crossroads, with its prospects
ranging between negligible and highlyccalerated growth, it is important to
identify the potential of the neelectric part of nuclear applications.

When it comes to the nuclear cogeneration of heat and power, there are more than 750

reactor years of experience around the wdnld, the rangef applications was mostly

imited to rather low temperatures such as steam production for the paper and pulp

industry, district heating and seawater desalination. Nuclear cogeneration has been

shown to be highly efficienincreasingpower plant efficiencyeven up t@5%.

Taking into account foresight (climate policies, reduction of dependence on fossil fuels,
geopoltical issues) on one hand, and available nuclear technologies on the other hand
some predictions on future applications of nuclear cogenerat@an be madeThe
conceps of High Temperature Gas Cooled and Very High Temperature Reactors
(HTGR, VHTR) or Dual Fluid Reactors (DFR) are the examples of the attempts for
buiding industrial applications based on the &ation IV nuclear technologieShese
applications concern not only generation of electricity, but the production of process
heat, hydrogen or hydrazine, which is of great importance for chemical industry.
However, the licensing process of the newly designed reactors, comprising sdfety an
reliability issues of the whole processing installations of the chemical plant needs
special attention and appropriate research program to solve a number of problems, not
considered so far or not treated agio deeply in previous studies.

The paper is aattempt to discuss these problems presenting main chalenges for the
implementation of such technologies, basing on the experieroed gduring lasyears
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in Poland(among others, the EU program NERI: Nudiear Cogeneration Industrial
Initiative - Reseach and Development Coordination2] and Polish program HTR
P L Devélopment of high temperature reactors for industrial applica@lons

2. Possible applications of cogeneration

In the nearest future the best opportunities for cogeneration wil be &ppliczf High
TemperatureReactors(HTR) for the chemical industry. In this respect within NGRI
project[2] a review has been made taking into account the following main processes
compatible with HTR capabilties:

1 refinery distilation steam

1 refinery diilation superheated steam

1 petrochemicals- reaction enthalgy

1 steam as utiity for industrial complex

1

paper steam (drying)

Mapping of industrial sites was conducted in a manner allowing describing the heat
market anddistinctive European industrial raas. e folowing data were gathered:

rated thermal power;

electric power production and usage;

1

1

1 fresh steam parameters (temperature, pressure, mass flow);

{1 process steam parameters (temperature, pressure, mass flow);
1

current power production unit charatgtics (size, age, fuel);

=

others (e.g. environmental factors, regulatory framework etc.).

In total 132 sites were identified within Europe, 57 provided data related to their needs.

A significant share of the sample sites uses less than 100 M2@rsites. About the

same proportion needed between 100 and 250 MWth. The last significant category was
about 500 MWth, in this category include 9 sites. The electrical power demand is

distributed somewhat in more uniform manner. The lowest derhamlto 50 MWe

was reported by 20 sites. Each of next categories, respectiveld®MWe, 101200

MWe and 201400 MWe, reported between 4 and 6 sites.

As far as need for process heat is considered it can be estimated-23068BWh per

year for temperatures below 250250-550°C and above 1,000°C. The lowest interval
can be accommodated by lghater reactors (LWR). The highest range (above
1,000°C) can be treated as highly prospective due to possible production of hydrogen
and hydrogeibased fuel. The steam with temperes about 500°C is

a standard process heat in large industrial plants, mostly chemical. Application of
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nuclear reactors should be easier in this case, as they would replace old steam
generators (gas or carbon types), stil using existing turbines Weerpgeneration. For
example, in case of Polish industry it has been estimated that there is a need for such a
steam in several plants, in total, about 6,500 MWth.

3. Technologies

Based on the valuable results of the German HTR development program ugate the
1980s, significant progress has been made by a several EuropeahRBEbprojects

which obtained further leverage through the collaborative participation of European
organizations in international projects (NGNP, PBMR, HI® and inGeneration IV
International Forum (GIF)The most outstanding examples are in the areas of fuel
production and qualification, the qualfication and coding of high temperature
structural materials and new graphite grades (incl. through irradiation testing),
component devepment (e.g. turbomachines, heat exchangers), helum technologies
and lcensingelevant modeling (e.g. reactor physics, theflu@m dynamics,
mechanics, tritum transport, source term calculations, system code integration). In
addition, significant imppvement was achieved in understanding the market and end
user needs so as to design a power plant accordingly. The European System Integration
studies in ARCHER and in NCR, the ANTARES and SEITGR projects performed

by AREVA, and several other reflethis development.

3.1 High and Very High Temperature Gas Cooled Reactors (HTGR/VHTR)

There are many advantages of HTGRs over conventional water cooled reactors. First
of al, the large mass of the graphite moderator provides high heat capacity. Core
materals are made of ceramic materials usable at elevated temperatures. The helium
coolant is single phase and an inert flud. Thus, chemical interactions between fuel,
moderator, and coolant can be avoided. One of the most attractive features, however,
is inhgent safetyi there is no possibility of reactor core mgl. This is due to usage

of TRISO fuel and physical characteristics of the reactor causing spontaneous
shutdown in case of the loss of coolant.

The TRISQcoated particles have an overall dameten t he range of 500 t
Each particle <contains a spherical fuel k e
fertle fuel materials, usually in the form of uranium dioxide @QI@Iutonium dioxide

(PuQ), or an uranium oxycarbide (UCO) mixtureypical fuel enrichments vary from

8 to 20%, as dictated by power rating and safety considerations. The fuel kernels are

then coated with successive layers of pyrocarbon (PyC) and siicon carbide (SiC). First,

a lowdensity PyC buffer coating is applied tth@ovides void volume to accommodate

fission gas and attenuates fission product recois released from the fuel kernel. This

layer is surrounded by successive coatings consisting of an inner PyC layer (IPyC), a

siicon carbide (SiC) layer and an outer Pgger (OPyC). The irradiation behaviour

of the PyC coatings on either side of the SIC provides prestressing to assist in
accommodating internal pressure. The SIC layer is the primary pressure vessel and is

an effective barrier to fission product releas¢ [he coated particles are overcoated

with a resinated graphite powder to prevent part@lparticle contact during either

sphere making or compact formation. In the prismatic design, the overcoated TRISO

particles are imbedded within a graphite matoxform cylindrical compacts (Fig. 1).
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Approximately 3,200 of compacts are inserted into a hexagonal fuel element. In the
pebble bed design, overcoated TRISO particles are also imbedded in a graphite matrix;
however, in this case, in the form of a sphérelement with hundreds of thousands of
them making up the core (Fig. dhe fuel construction and performance may differ
among various HTGR designs[5].

26 mm,
39 mm

10 mm
N ot
S AL

-
~ /uel block Fuel rod Fuel compact
~ High density PyC, 0.045 mm — . 5 N R N

SiC, 0.025 mm —~__ 4
High density PyC, 0.03 mm —.

~ Low density PyC, 0.06 mm —,
Fuel kemel (UO,), g
0.6 mm

Fuel column

Coated fuel particle

Figure 1. TRISO fuelin a prismaticHTGR [6, 7].

. P ~5-mm graphite layer
Section " Goated partiles embedded
*ingraphite mix
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0.92-mm o rolocesttg
coated particle . Silicon carbide barrier coating

60-mm
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- Inner pyrolytic coating
~--Porous carbon buffer
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It seems that the gas cooled high temperature reactors are optimal for the production of
steam with 500°C is. For practical implementation, however, there is a need for
preparing a demonstration project, which requires further work in the areaseohsyst
design, based as much as possible on proven technologies. As a part of the actiities of
just started GEMINI+ project and the US NGNP Industry Aliance, it is intended to
obtain a maximum design convergence for a future demonstrator, still allowing for
differences where licensing requirements or market needs impose them. For the
successful demonstration, a functioning and stable licensing framework is required at
an early stage as part of the infrastructure. This wil guide the conceptual design and
posdly required targeted R&D. This licensing framework must be capable of taking
into account the specific safety approach of modular reactors based on inherent safety
features of the system and addressing the coupling with industrial processes.

Source: PBMR

Figure 2. TRISO particles in a pebble beffGR [7].

Further deviepment ofHTR technology is seen ithe new concept dbng lifetime
Very High Temperature Reactor (VHTR) which would produce outlet temperatures of
~950°C for large scale hydrogerproduction, process heat applications, and Brayton

87



Enhancing Safety: the Challenge of Foresight

cycle electricity prodction, while increasing fuel discharge burnup for better uranium
utiization. The higher operating temperature conditions and increased burnup may be
achieved by  replacing the  conventonal O fuel kernel  with

a stoichiometric twephase mixture of UgandUC:, namely UCQO4].

3.2 Dual Fluid Reactors (DFR)

The Dual Flud Reactor is a novel concept, whose key feature is the employment of
two separate liquid cycles, one for fuel and the other one for the coolant. A very high
power density resulting in remarkabcost savings, and a highly negative temperature
feedback coefficient, enablng a sedfgulation without any control rods or even
mechanical parts in the core, are the most interesting advantages of this new design. In
the reference design of DFR propdsyArmin Huke et al. in2015 B}, the fuel liquid

is an undiluted actinide trichloride based on isotppefied Ct37, circulating at an
operating temperature of 1,000°C. Thae Leads to be used as@olant The coolant

iquid is required to havghe highest possible heat transportation capabiity and best
neutronic properties. Pure molten Lead has low neutron capture sec&ss, a low
moderation capabiity, and a very suitable lquid phase temperature range.
Consequently, a DFR has increasealwer density, small core and fuel volume, and
very hard neutron spectrum that improves the neutron economy alBdeigy Return

on Investment[9]. Figure 3 depicts the reactor core as wel as the fuel loop and the
primary coolant loop. The liquid fuel ems the core vessel at the bottom, spreads over

a system of vertical tubes where it becomes critical, and leaves the reactor on top
towards the Pyrochemical Processing Unit (PPlble Lead coolanenters the core
vessel from the bottortakes the heat frorthe fuel duct by conduction and leaves the
vessel on top towards the heat exchanger. During each cycle the temperature of the
Lead coolant changes from 750°C (at the bottom of the core) to 1,000°C (inlet of the
heat exchanger) and back to 750°C (outlethef heat exchanger). Consequently, the
temperature inside the fuel (tube centre, not at the walls) is 1,150°C at the bottom and
1,400°C at the top which defines the highest absolute temperature in the reactor core.
Depending on the power needed, pat & thLeadds heat iI's taken
production or as process heat.

Pyroprocessing
I Unit (PPU)

Turbi
IIIIIIII ]‘ urbine

N

Coolant

Residual heat
" storage

Figure 3. DFR fuel and cooling loop. The fuel circulates
between the PPU and the core whereas the coolant loop
connects the fissile zone to the conventiqrzat [8].
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The high temperate opens many innovative applicatons of DFR which is depicted
schematically in Fig. 4n addition to electricitygeneration itcan be usedh [8]:

1 Process heat generatianly. The conventional part of DFR needs to be modified
for this application. Theheat transducer to a secondary coolant cycle or a direct
heating of a chemical reactor in close vicinity with primary coolant may be used.

1 Mixed process heat and electricity generatidme first heat exchanger which
decouples heat energy at the high opfieyatemperature may be followed by
a subsequent heat exchanger which heats at a lower temperature water in a steam.

1 Radiotomic chemical productiottiization of intensive radiation for radiotomic
induction of chemical reactions requiring high doses.[EQ). Nitrogen oxide N©®
and ozone @can be obtained by irradiation of compressed air; Hydrocyanic acid
HCN from methane and nitrogen; CO from radiative dissociation of carbon dioxide.
The DFR reference plant may produce-ifons/year of these chemisal

1 Magneto hydrodynamic generators (MHO)ere is a possibility for utilization of
an MHD generator connected to the Lead coolant loop of the DFR reactor. MHDs
transform thermalkenergy and kinetic energy into electricityThese generatorare
different fom traditional onesin that they operate at high temperatures without
moving partswhich may be significantly less costly than turbines. Liquid metals
are eligble for that because of their high concentration of free charge carriers.

1 Medical isotope produmn. One single DFR produces at least 30 kg/year of
Mo-99 (a precursor of®"Tcwhich isneeded for medical diagnosdicsand what is
even more important, already provides it in a separated fdo¥99 can be quickly
withdrawn in large amats with no futher processing. This strongly reduces the
handling so that a complete -site medicatlean production of the technetium
generators are feasible which further simplifies the logistics.

1 The hydrogefbased chemistryProduction ofsynthetic fued suitable dr t oday o s
vehicles. The low costs make these applications competitive with fossil. fuels

|Cold sea water
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Figure 4.Possible applications for tHaFR [8].
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4. Generalapproachto licensing issues

The analysis of licensing issues has been made within #RCG&2id HTRPL projects

with consideration of the previous NGNBidelines 11]. In principle the screening of

past and recent cogeneration applications with a nuclear heat source reveals no specific
licensing issues beyond the standard licensing requirements of the NR&vdd for

some standard requirements a higher effort wil be needed to address specific
cogeneration related aspects. This concerns such issues lke evaluation of external
hazards by nearby industrial facilities or fast isolation options for transées @t of

the NPP site. Regarding other standard requirements, the specific safety features of
modular HTR should lead to the improvement of the nuclear safety (e.g. reduced
exclusion zone possible because of limited radioactive releases even during beyond
design basis events) and of the economic condtions.

For nuclear facilties the limits for the emissions or releases of radionuclides in general
are defined in national regulations. It should be expected that for cogeneration
applications the aspect ofpaoduct free (according to international or national limits)
from artificial radioactive contamination wil be even more in the focus of the public.
This specific care should be met by promoting the radionuclide barriers already applied
in modern NPP for ermal operation and design based accidents and the additonal
advantages given by the HTR technology. The tritum contamination issue related to
gaseous primary coolant circuit should be also addressed. Tritium, as well as hydrogen,
is able to diffuse thmnagh the metalic walls of heat exchanger tubes or sheets and
therefore the contamination of the secondary coolant circuit with tritum has to be
considered in the radiological assessment. It seems that He purification systems proved
good eficiency and thiaadditional contamination of the secondary circuit through
leaks could be avoided by maintaining the secondary circuit overpressure. Moreover,
an additional barrier against the contamination of product stem or product gas by
tritum could be provided by é¢ertiary circuit. Such an additonal circut has been
already proposed in the project EUROPAIRS in order to minimize the effort for the
licensing process of the prototype HTR. On the other hand, recent investigations in the
ARCHER project indicate that asonable Imits of trittum contamination in process
steam might also be met without a tertiary circuit. This surely needs further research
and clarification. To effectively support the licensing of HTR based cogeneration
application and in particular a pgotype facility, the NC2R consortum recommends

that the following actwvities should be conducted in addition and in advance to the
standard licensing procedure:

1 in a preapplication phase, early discussion of the safety features speciic for a
moduar HR (e. g. passive decay heat removal,
regulator of the country hosting the demonstrator with the aim to achieve clarity
about their consideration in the licensing process;

1 ademonstration that cogeneration or process heatatjpl issues are covered by
the licensing procedure;

1 agap analysis for further R&D needs under consideration of the results achieved in
the gap and SWOT analyses in the ARCHER project.

9C



Enhancing Safety: the Challenge of Foresight

The licensing of the HTR shall follow the general licensing proeedavering the
following main aspects:

1 definition of the nuclear faciity, its activities and the respective boundary
conditons (e.g. dose and discharge limits, action levels);

1 sitng and site evaluation;
1 safety and environmental impact assessment;

1 safety demonstration of the proposed technology for all operation stages and
accidental conditions;

public inquiry;
construction;
commissioning;

operation;

= =/ =4 =4 -4

decommissioning.

Because of the prototype issues and the strong interface to the local public, itrhas bee
pointed out that a road map should include an extendedc@msing phase with

a strong public involvement to promote a posttive acceptance level in the local public.
An extended environmental impact study should also be included.

5. Needs for further research and development

Most research needed for the implementation of HTR for industrial purposes concerns
rather the choice of optimal solutions for specific technical problem than to overcome
basic barriers. The other reason for the need of furtherarasés related to solving
licensing issues. The basic directions of research should be the following

1 deterministic safety analysis for HTR, ie. neutronics and thégdoaulics
calculations, in particular:

o integrated models for thernfiydraulics and nétonics analyses;

o development of high fidelity models for HTR;

o valdation of numerical tools used for HTR design, concerning neutra@mcs
thermehydraulics (distribution of power, neutron flux, temperature).

1 probabiistic safety assessment of HTR integgta with chemical installationi
integrated risk analysis chemigauclear installations, including analysis of
interfaces, mutual reactions and interdependencies;

I material science issues: mechanical and thermal characteristics, corrosion effects in
specic radiological conditions to determine reactor safety lmits;
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determining basic characteristics of HTR like reactiity, distribution of core
temperature, changes of pressure gradient;

development and testing instrumentation of HTR;

studies for new concepiof fuel and core structure.

In particular, the results of research should answer the following questions:

T

6.

Which types of interactions between nuclear andmatear systems have to be
considered, concerning safety aspects during normal and accidesatad re

What can be the impact of nomclear incident (fire, explosion, toxic release) for
the nuclear part of the installation?

Is there a need for higher safety standard for nuclear reactor operating as a part of
chemical installation?

Is there a neetb modify the strategy of the defence in depth?

What kind of approach (deterministic, probabilistic, hybrid) is suitable during the
design and licensing phase for cogeneration system?

Which containment characteristics plays a deciding role for safe operat
nuclear reactor in cogeneration system?

Is there a need for special regulations concerning emergency planning and response
for such a processing system?

Safetyissues

The most important technical problems needed for licensing, identified in-RC2I
project, are related to safety. This concerns the following:

T

the evaluation of the fission product transfer coeffcients in the fuel coatings and
graphite matrix;

find the means for evaluating the fuel temperature in standard and accidental
operation;

the achievement of a suitable radiative emissivity of the core barrel;

in service inspection of the primary structures including graphite structures, fuel
elements (blocks) and steam generator tubes;

the evaluation of dust behaviour, distribution in thengry pipes and components
(potential for accumulation, plateut, etc.), resuspension and dust bound fission
products phenomena and, in general, the development of a complete chain of
computer codes for the modeling of source term in case of depressurisa
scenarios.
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1 Probably the most crucial is to demonstrate passive decay heat removal capability,
which is the fundamental safety requirement associated with the HTR concept. This
should allow for determining and optimizing safety margins. Taking int@usmtc
icensing issues the evaluation of normal and abnormal transients, based on both
validated codes and tests (for example performed in demonstrator) is an important
task. A number of guidelineson these issuesvere provided so far [12-13].
Uncertainty asessment related to the possibility of accidental radioactive release
has to be done, however a conservative approach can be stil a reasonable approach

anyway.

1 Further studies, for future development, are also needed in the field of development
of high emperature resistant fuel and material together with efforts for enhancing
the fuel qualty control and reducing uncertainties on safety parameters (fuel
maximum temperature and bup).

1 Many safety problems concern the mutual dependence of nuclear emicah
parts. In principle the basic assumption is such that HTR and conventional
installations should not influence each other in particular in case of severe accidents
as explosions or release of corrosive materials. The safety related risk induced by
exernal hazards ought to be independent from the cogeneration components and
the enduser facility.

1 Inthis respect the question of appropriate distance between these two parts have to
be posed and solved. This concerns, howeverwe interactions. Hem; on one
hand, any external hazard for the reactor caused by chemical faciity has to be
evaluated. On the other hand, any radioactive hazard coming from HTR has to be
considered and taken into account whie performing risk analysis in chemical
installaton. This means that radionuclide limits have to be precisely established by
estimation of the consequences of the releases for all possible pathways.
Another safety issue is related to thermal hydraulic feedback/transients. Delivered by
HTR process heat widl represent the major part of the thermal power. One of the
attractive features of HTR as a source of the heat is a possibility of processing at power
of larger range than conventional systems. However, varying operation conditions at
the transfer systeror at chemical part wil generate feedback/transients to the HTR.
These feedbacks and transients have to be considered, evaluated and covered by
corresponding safety systems (e.g. compressor chambers).

7. Conclusions

Foresight and technologies include lm@gion of nuclear cogeneration. In this respect,

a number of advantages for using HTR as a source of process heat can be méntioned
the most important ones are:

1 inherent safety features of HTR;

1 more fiexible operating conditions than in case of coreeati systems;

1 possible decrease of restricted use zone;
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1 easier adjustment to the future needs by a possibility of adding new blocks;

1 possible shorter construction time due to the modularity.
On the other hand, one can express some disadvantages:

1 licensing can be a challenge, because of using new technical solutions not based on
currently operating NPP;

1 need for new regulations;

1 human factor issues have to be considered, taking into account that several modular
reactors are supposed to be controlled.

It seems that licensing procedures are the most burning issues as new regulations and
procedures have to be developed by the regulator in order to reflect all the features of
HTR. This, however concerns not only nuclear part, but also chemical one. Therefore,
it seems that development a new framework for integrated approach to the safety of
combined nucleachemical installations both from technical point of view, as well as,
from legislative issues caused by the need for developing appropriate regulations, are
necessary for successful practical realization of cogeneration applications.
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Abstract

Food is produced, distributed and sold on a global scélee interconnectivity of the
market simultaneously builds resilience in supply chains but magnifies vulnerabilities,
so it is more important than ever to have the best possible understanding of the world
around us, and how it is changing. Reflectionaguired on how new technologies
transform our global supply chains, trade policies, and future food production. The
identification and prioritization of emerging risks is a complex process involving the
gathering and evaluation of large amounts of inforimatfrom different sources and

the biggest challenge is to make sense of the complex interactions of different factors
and actors in the food system to predict and possibly prevent future risks.

Forward-looking exercises have been employed by organistiomstitutions,
authorities or governments to enhance policy preparedness and promote prevention
based policy approaches. Foresight employs methods to explore change in-tbe mid
long-term future based on the assumption that developments outside theufouy

chain and even outside the food system are either directly or indirectly related to the
development of a particular fodsbrne hazardTypical outputs from foresight studies,
specifically scenario planning, are multiple scenarios that model syst@range in

the food system in order to reveal potential unknown patterntoadrelated
challengesThis paper briefly describes the development and use of scenario planning
as a foresight methodology, presents specific case studies applied in thef &oed
safety, and discusses the challenges and opportunities linked to this approach for
identification of emerging risks and policy preparedness.

Keywords: Global supply chains, Food systems, Emerging Risks, Foresight studies,
Drivers of change, Scenartdevelopment, Preparedness.

1. Introduction

A series of food scares during the nineties
Union and National competent authorities to protect public health and ensure food

safety. To establish the highest standarfifood safety and ensure free movements of

goods an innovative regulatory package was put in place. Regulation (EC) 178/2002,

also known as the General Food Law, lays down the basic food safety principles and
establishes the European Food Safety AuthofiiifSA) as an independent scientific

body, clearly separating risk assessment from risk management and giving EFSA a

mission on risk assessment and risk communication in al fields directly or indirectly

related to food and feed, animal and plant heatth.

The <concept o f 6emerging riskso i s embedd
identification of risks at their early inception is at the heart of publc health and
environmental protection. Improved identification of emerging risks may become a

major preentive instrument at the disposal of the Member States (MS) and the
Community 0. EFSA is required to establish
systematically searching for, collecting, collating, and analysing information and data

with a view to theidentification of emerging risks in the fields within its mission.
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Food is produced, distributed and sold on a global scale. The interconnectivity of the
market simultaneously builds resiience in supply chains but magnifies wvulnerabilties,
and therefag it is more important than ever to have the best possible understanding of
the world around us, and how it is changing. Reflection is required on a variety of
emerging technologies, and how these exponentially improved new technologies
transform fields asdiverse as our global supply chains, trade policies, and the
distributional implications of future food production. The identification and
priorttization of emerging risks is a complex process involving the gathering and
evaluation of large amounts ofanfation from different sources and the biggest
chalenge is to make sense of the complex interactions of different factors and actors
in the food system to predict and possibly prevent future risks.

Beyond emerging risks, forwaidoking exercises suctsdoresight studies have been
employed by organisations, institutions, authorities or governments to enhance policy
preparedness and promote prevertiased polcy approaches. Foresight studies are
inherently more complex than emerging risk identificati@s they need to take into
account all developments that might affect the topic at hand, and assess the effects of
their combination on a specific system. Foresight studies usually have atlenger
horizon than emerging risk identification, and applyvaxiety of creative and
participatory techniques, such as scenario buiding, designed not only to describe the
future in a methodological and systematic way, but also to facilitate the identification
of valuable information from the future that coud have | evance for todayod
making.

This paper briefly describes foresight methodologies, presents specific case studies of
foresight applied in the area of food safety, and finally discusses the challenges linked
to this approach for the identificatioof emerging risks and policy preparedness.

2. Foresight Studies

The use of early warning systems, such aRieid Alert System for Food and Feed

(RASFF) of the European Union, are reasonably well developed and effective in
identifying and addressing shderm chalenges; however, they are usually reactive in
nature and at best can identify early Otre
managers and policy makers however, must be ready to frame longer time horizons and

prepare for developments begbthe typical four steps of the scientific risk assessment

cycle (Van Leeuwen and Vermeire, 2007).

In the context of food systems, foresight approaches aim to anticipate emerging risks
(and opportunities) that are difficult to characterise since theytharelongterm
outcomes of a range of operational and environmental factors, some of which may not
be fully in play at the present time. Foresight employs methods to explore change in
the midto-longterm future based on the assumption that developmerisdeouhe

food supply chain and even outside the food system are either directly or indirectly
related to the development of a particular fdmmine hazardTypical outputs from
foresight studies are muliple scenarios that model systemic change indhey&tem

in order to reveal potential unknown patterns of food related challenges. Such
approaches demonstrate the potential for complementing the extensive and successful
systems for monitoring the occurrence of hazards and risks within the food system.
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2.1 Scenario planning (scenario development and analysis)

Scenario planning involves the development, analysis and use of scenarios for
improved preparedness to emerging risks and strategic planning; i.e. assessing the
robustness of strategies and policypa@aches that withstand the risks presented by
alternative plausible futures. Scenarios are a foresight tool used to explore uncertainty
in complex systems. They are defined as a set of plausible, sequentially linked events
that might potentially occur ithe future (Jarke et al.,, 1998), and they are designed to
understand, analyse and communicate information about the future, often with the
intention to clarify current actions in the light of plausible and possible futures
(Durance and Godet, 2010; Pars@908; Swart et al, 2004). Scenarios provide a
framework for considering a wide range of interacting drivers and the potential
consequences of events in order to think through possible responses to uncertainties in
the future, using this knowledge to soppdevelopment of effective, forwatdoking

policies that address risks. Scenarios help understand the social, economic and
environmental impacts on food systems, using this knowledge to determine where
future intervention is best directed. However, tdeynot predict the future; they rather

aim to explore what the future could look lke under the influence of specific driving
forces (De Ruiter, 2014).

Scenarios should be:plausible and describe events and developments thatithlin

the limits ofwhat might conceivably occur in the future ipternally consistent, the
combination of elements and factors in each scenario must be logical, compatible and
consistentii) fit for purpose, serving the aim of the foresight study, especially when
looking at facilitating decisiormaking for example, if the aim of the exercise is to test
the resiience of a regulatory system or a policy framework, creatisgenario that
presents gerfect future' thais free ofchallenges would not serve the aim of thetudy

V) present multiple futuresn order to capturealternative developments and better
inform the foresight studyln such a case, care must be taken to ensure that the
scenarios are diverse enough from each other, and not just a variation of a central
theme, whie at the same time not stretching thersuth extreme that it threates

their plausibility.

An indicative foresight study procesdth specific reference tecenario development
is indicated in Fig. 1

Scenario
development:

Evaluation &
potential policy
responses

alternative
plausible futures

Figure 1: Foresight study process
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2.1.1 Environmental scanning: defining driving forces

A key common approach to scenario development is to identify those elements that are
crucial and can bring change to the topic/system of the study; i.e. driving forces. The
methodology used to identify lewant drivers of change can vary between foresight
studies, but often employ variants of the PESTU®olt{cal, economic, social,
technological, legislative and environmental factofggmework (Brown 2007).
Depending on the scope of the study, driversi ba macro/high level (e.g. trade,
economic growth, food chain structure, consumer perception or values, food prices,
climate change), or detailed and specific to a limited process (e.g. a specific category
of primary production in the food chain), or eveombination of bothOnce a set of
drivers have been identified and clearly described, it is importaghitoinsights for

each driver, current knowledgdrends, potential developments and related future
hypothesis. This is usually done via a lteratueview and in consultation with experts,
often through worghops, interviews or more structured Delphi exercis&he
objective is to assess varying assumptions about food system conditions in order to
reveal areas of uncertainty. Such analysis hefdatéy what logical relationships exist
between drivers to inform how they may lead to change in the system.

2.1.2 Scenario _development: alernative plausible futures

Setting up scenarios is a creative process with no re@die recipesThe basic
princple of scenario analysis is that i extent of risksand their interconnectedness
is assessed. Every potential risk, both on the miarmd macro level, that influences
the safety of the food systefimas to be used in the scenario analysis

Scenaris are developed using lolistic approach hat adopts analytical and
delberative/participatory techniques such as workshops, expert elictation and
computerbased modeling to buid a spectrum of plausible alternative futures. A key
aspect othe approab involves assessing how the drivers of change, based on factors
that currently exist or are likely to emerge, evolve and interact with each other in the
future. Usualy two drivers are selected, on the basis of their importance and
uncertainty, to help awtruct the scaffoldingand axe®f a scenario The scenarios are
broadly defined using the extremities of these aXe8 x 2 matrix is created, based
typically on an assessment of the most critical uncertaintieeh fuadrantof the
matrix represents thskeleton of a diferent scenariherethe relationship between
other drivers are described and characteridedestablish the scenario conteXthe
selection/prioritisation processes to designate the two main drivers, or the procedure to
characterisehe behaviour of the other drivers, can vary, e.g. by order/score of strength
of impact on the system in question, via carefully created scoring criteria, by voting on
driver importance and uncertaintgy by specifically selecting drivers that fit the syud

aim.

Additionally, beyond driver description, scenarios can feature also nasrdtiee
scenario descriptiolis Narratives can be stories, days in the life of fictional characters,
reportlke descriptions of the current situations etc. Narrativep teebettervisualise

a scenario, and offer room for moredapth technical description of the dynamics of

the system. Scenario arratves are developed through delberation with key
stakeholders ansgubjectexperts, and relay plausible future developseotthe whole
system, based on a coherent and internally consistent set of assumptions about key
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relationships and driving force¥he shorter the time horizon of a scenario, the lower
the chance of uncertainty, exctement and surprSeenarioswith a bnger time

horizon make iteasier to get people out of fixed mindsets i . e . to 6step out

which is crucial in forward looking exercises and can prove to be a major hurdle when
involving in the process academic/technical experts with considergerience in a
narrow aspect of the topicHowever extensively long horizos undermine the
relevance of the scenarios, and make thembimming. Careful consideration of the
scenario horizon to be used is therefore important.

2.1.3 Scenario_analysis

Once scenarios have been fully described, information pertinent to the object of the
study can be extracted. Problems, issues, chalenges, opportunities and specific
situations that appear in the scenario can be identified, analysed and used towards the
am of the study, e.g. proposing actions, measures, for today that can tackle or even
prevent the problems of tomorroun this way, scenario planning establishesontext

for dialogue and foresight in decisiomaking by providing a framework for assessing

the robustness of policy approactaexl risk governance

A number of scenario development studies/e been appled to assess the resiience

of food systemqd O6 Keefe et al ., 2016 ; Lakner and
Chaudhury et al, 2013Yhe® scenarios delberately chalenge the mental maps of

food system actors, exploring deviatoesx pect ed from a O6singl ed
arise from trends and events outside the vision or awareness of those involved in the
scenario development procesbhe folowing examples showcase how forward

looking studies employing scenarios can inform decision making in the field of EU

food policy.

3. Foresight studies in the area of food safety

3.1 Precaution for food and consumer product safety: a glimpse into tn future
i NVWA (2010)

New and improved products are entering fihed supply chain and hie emerging
technologies helgo deal with problemstt is also know that new products can give rise

to new problemsThe Office for Risk Assessment and ResearchRBY of Netherlands

Food and Consumer Product Safety AuthorityV{MA) is interested in emerging
technologies that could enter the consumer market at any time in the next 10 to 15
years.

Experts from various disciplines were involved in scenario plannirey Workshops,
interviews) that provided a glimpse into the future by indicating which innovative
technologies are currently under development and could potentially be applied in
consumer products and foods in coming years. Case studiesexamined on what
society could do to prevent unacceptable risks of new technologies while at the same
time obtaining the benefits from those technologies.

Subsequently, three future scenarios were buit setting out an extreme view on society
) totaly safe, i) risk=lisiness and ii) sharing is knowledge. Each scenario was
accompanied by a story describing in which innovative products could play a role in
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our ives. BURO investigated whether it is possible to identify any risks in relation to
these innovative technol@g at an early stage and ensure preparedness to control the
risks (Van Duijne et gl.2010). Applying the risk governance approaclntdrnational

Risk Governance CouncilRGC) (IRGC, 2009) the potential emerging risks of seven
technological innovationsvere analysed: new generations GM crops, nanocomposites
and polymer nanoparticles, synthetic nanoparticles in foods, functional foods, new food
packagingandbioactive coatings, home diagnostics and new solar cells.

The scenario planning approach geretahew topics for the research agenda and the
guideline for the elaboration of a risk profie for the seven innovative products.

3.2 Plausible future scenarios for the UK food and feed system: exploring future
pressures on food systemactofs UK Food Standards Agency (2014)

A scenario development project for the UK Food Standards Agency was undertaken to
investigate how the UK food system may evolve under a different set of assumptions
about future developmentsihe scenarios produced have been used pibrexlong

term challenges for the food system to inform future food pglicgyiding information

upon which to test the resiience of policy options against the scenarios.

The study relied on evidence from the academic literature, published repoitseeand
knowledge of experts, gathered through workshops and interviews, to produce a range
of plausible scenarios for the UK food and feed system in 20@%:.6D stakeholders,
representinggovernment agencies, academic institutions and the food industry were
involved in the proces# wide range of expertise, includingconomics, social science,

food preparation and retal, and risk management, and those at all levels of the
organization (e.g. operational, middle and upper management staff) were involved to
gather a range of perspectives about the-ten challengeskey trends and drivers

of change.

Employing morphological analytical methodgofos, 2009)three scenario states were
developed: Reference scenario (constant rate of change), Global TradiRgsantce
tensions; each describindifferent pathways that the UK food and feed system could
take over a twentyear period.The scenarios were exploratory and qualtative in
nature, illustrating the consequences of treadd drivers of change on foodssym
actors.There was an iterative process to valdate the scenarios, involving interviews
with a number of experts that reviewed how well the scenarios sit within a complex
policy space. This form of validation allowed for refining the scenario franteneixg
current thinking in a way that is both challenging and revealdge Garnett et al.
(2014) for a full description of the scenario process.

The implications of the scenarios were explofed different actors within the food
chain (i.e. rom produon to consumption) with a particular focus on consumer food
safety. While food safety is one of the priorities for thi€ Food StandardsAgency

other chalenging issues such as the affordabilty of food, food security and
sustainability were also consied. The issue of food safety was further explored in
case studies of three different food tyfesy. cereals, soya, meat and sandwiches)
llustrate how thescenarios could be used to assess polcy implications for differe nt
actors.
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The research outles the strategic issues and offer insights into intervention that may
safeguard against risks to the fo@d feed chain, and assist in developifgture food

policy. The case studiesere of added/alue in that they enabled furtheeflecion on

the issles at stake, anprovided insights into interventions that may safeguard against
impacts on the food (or feed) chain, and support consideration of appropriate regulatory
response (e.g. safety standards or controls).

3.3 Drivers of emerging risks and theirinteractions in the domain of biological
risks to animal, plant and public health- EFSA (2014)

The study objective was to develop a structured approach for the identification of
drivers of emerging biological risks and their interactions in order tcowepEFSA
capacity for identification of relevant biological emerging risks. Biological risks are an
outcome of natural processes which may be influenced by human actvities or
autonomous developments. The anticipation of emerging risks should therefore be
based on the identification of drivers.

A consultation of the Animal health and wellare (AHAW) and Biological hazards
(BIOHAZ) Panels was conducted through an adapted Delphi approach. The experts
were provided with a briefing note with background inforioyaton the objectives of

the exercise and asked to identify drivers and emerging biological risks to animal and
public health in the next-20 years. Subsequently a group of experts participateal
workshop focused on identifying most relevant parametenscerning viral agents
associated with the food chain relevant for human and animal health, and how they
interact. A parameter influence analysis was conductade&sure and visualise how

the parameters interact: drivers (strongly influencing but noingly influenced),
passive (strongly influenced but not strongly influencing), critical (both strongly
inluenced and strongly influencing) or buffers (neither strongly influenced nor
strongly influencing. In order to have a better understanding of fhleaplity of the
general morphological analysisethodology (GMA), it was decided to work on a
series of historical casedlorovirus (since 1968), thermophilic Campylobacter spp.
(since 1972), Shigsoxin producing Escherichia coli in beef, mutton andetables
(since 1980s), BSE andCJD (since 1987), infectious salmon anaemia (late 1980s),
outbreaks of Trichinella spp. in horse meat (late 1980ties), pandemic of Salmonella
enteritidis in eggs (since 1990s), foot and mouth disease and classical swine fev
outbreaks (1990s and 20Q@010), Asian Longhorned Beetle, Anoplophora
glabripennis (starting in the EU in 2001), Tuta absoluta in tomato (2006), bluetongue
spreading from the Mediterranean to northern Europe (2010), and enterohaemorrhagic
E. coli in spouts (2011).

A scenario modeling framework was developed for those parameters shown to be
6criticalé in the parameter infl uence ana
trends, i) colapse of EU, ii) small scale farming, V) large scale farmingyositive

development: good mix of parameter states leading to decreased risks.

It was concluded that there is potential to the use of GMA methodology but further
work was necessary in developing scenarios
emerging Bk identification.
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3.4 Delivering on EU Food Safety and Nutrition in 2050 Future challenges and
policy preparednessi European Commission (2016)

The European Commission's (EC) foresight study entitled 'Delivering on EU Food
Safety and Nutrition in 2050 future challenges and polcy preparedness' (European
Commission, 2016) aimed to assess the rasdieand readiness of the current food
safety and nutrition policy and regulatory framework to address future chalenges, thus
contributing to ensuring that the EU citizens wil continue to enjoy high standards of
safe, nutritious and affordable food. Thedst was jointly developed by the Directorate
General (DG) for Health and Food Safety (SANTE) and the DG Joint Research Centre
(JRC). Drawing from the valuable experience of a previous JRC foresight study that
aimed to identify research priorties for diethealth for 2050 (European Commission,
2014), the JRESANTE study also employed scenario development methodology.

Key to the development of the study were two participatory technical workshops,
featuring recognised experts of various thematic backgrowmieing from EC
services, EFSA, EU Member States national food and health authorities, academia,
private food sector industry and professional associations, as wel as non
governmental/consumer organisations.

The four study scenarios were based on thelalavents of specific drivers that can
bring change and significantly impact the food system: diverging developments in
global trade, food values, EU economic growth, dgoml chain structure, technology
uptake, and social cohesion were meaningfully coedbito create four diverse and fit
for-purpose food system scenarios for EU food safety and nutrition in 2050. Climate
change impacts, natural resources scarcity and world population growth provided a
constant background for all four scenarios. The founaies were: 'Global Food',
'Regional Food', 'Partnership Food', and 'Pharma Food'.

Food safety and nutrition challenges were identified from all scenarios and prioritised
based on importance of impacts and likelihood to occur. These chalenges were then
mapped to the current EU policy and regulatory framework in food safety and nutrition,
and, where gaps where identified and scergpiecific policy options that could
address them were put forward. Finally, where required, research needs were also
proposedo complement and facilitate policy options.

Within the boundaries of the study, the EU legal framework resulted robust; certain
elements however would need further attention to strengthen the systems resiience,
such as: harmonisation and streamlininigrisk assessment procedure, which should
include also riskbenefit assessment, need for a benchmarking system to measure
regulatory performance in food safety and nutrition, an effective -eariging system

for identifying emerging risks, potential adafidn of official controls and inspection
mechanisms for diverse future needs, provision of clear food information to the public,
as wel as investment in food and nutrition education.

4. Discussion
Environmental scanningfor defning driving forcesconstitites the backbone of

scenario planning. Expertise on different drivers of change covering a wide range of
subject areas, often not present in a single institution needs to be available to ensure the
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developmentof plausible scenariosldentified drivers a& highly connected, but may

show effects on different timescaldsat need to be considered. Experts contributing to

the study should have-atepth experience in their own field of work, recognising that

it is not easy to 0sarapalydifetentdhe futtred) evhildb o x 6 t o
at the same time retaining and communicating their knowledge of historical and current

trends that inform us of possible developments of the system fattihe. It is crucial

that creative techniques are used tip Iparticipants envisage the future and relate this

back to their knowledge and expertise in order to develop highly plausible scenarios

that gain oO6tractiond in the review of polic

Integrating qualitative and quantitative data of differ&vels of uncertainty, (e.g. trade
trends and expert knowledge views) is also necessary to reduce uncertainty and develop
baselines and indicators of change. Analysis of drivers requires predictive modelling
of large complexity. Bayesian network analysis leing used to investigate
multifactorial issues, but issues related with qualty of data and underlying assumptions
must be expressed in a transparent manner.

1 Scenarios describa potential range offutures but this does not mean that other
futures canot exist. Scenarios ara tool to identify challenges; it is ttaernative
futures that are described in all scenarudes and not a single one, tha
important for polcy preparedness.

1 Scenarios often describe worlds that are unpleasant, omthatnot fit with the
desires and vision that an individual may have. This can often lead to difficulty
accephg a scenario, and even a tendency to discredit ittocgven have the
opposite effect,i.e. an attachment to a single scenario while ignorihg rest.
Scenarios are not meant to be likable, and in fact it is probable that each member
of the audience wil not feel the same way towasadspecific scenario. It is the
usefulness of a scenario that is important, and the implications it may hatxe for
system, and under such a scope even scenahioh areundesirable to soméold
a lot of valuefor effective policy preparedness.

T Highly di sruptive events and Oblack swan
development, and, athough nobody argueshat such lowprobability and high
impact eventscan indeed take place, they change the system in such a way that it
may invalidate the scope and aim of the foresight study, it is perhaps better to
address them specifically via appropriately designed mmedastudies.

5. Conclusions and recommendations

Foresight studies promote a preventiviented and practive risk policy approach,
which considers food systems as a whole; such a holistic view is crucial to achieve risk
governance eficiency and coherenin a field that is often addressed by different
polcy areas (e.g. agriculture, health, internal market) and by different government
levels (e.g. EU, MS, local authorities).

Scenaris present decisiemakers with other perspectives and possible futyrto s
that reveal unfamiliar factors of developmerssross the food systermand raise
awareness about inherent uncertaintileving from scenarios to action is the utimate
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measure of success of any scenario project. Often this requires scenarioietetapp
(Henriques et al 2015):

1 Test the current (or alternative) food strategy/policy/delivery mechanisms against
numerous scenarios

7 Understand and apply robust responses that address food safety issues revealed
across numerous scenarios

1 Determine what wuld be a good strategic position to take in response to critical
areas of uncertainty regarding food safety, or indeed risks and opportunities
presented, across numerous scenarios

The scenario development process itself offers a unique opportunity tpeeagside

range of key actors in the supply chain in strategic conversations about food system
developments (including changes in legislative and polcy frameworks), thereby
creating opportunities for the process to inform policy development. Engagirgjodeci
makers during scenario building is often a chalenge but necessary to support the
communication of findings. In the area of food safety and to improve the use of
foresight approaches to polcy development it is fundamental to stimulate the:

1 Developmat of indicators for monitoring change;
1 Analysis of impact of scenarios on strategy and decision making;

1 Continuous review and identification of key drivers and necessary response
measures/actions
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Abstract

The article is focused on visibility of early warning signs. It describes how the incident
scenarios can be used as a supporting tool for foresight. Possible appearance of the
incident scenarios represents a starting poifthe use of scenarios for the
identification of early warning signs and for the prioritization of early warning signs

is shown. Uses of both predictive and retrospective scenarios are analysed and
common features of both the types are identified. Wayseofigd of scenarios are
illustrated by examples. According to the article, visualisation of hazard realizations
represents the common principal purpose of the use of scenarios. Relation of the
visibility of hazard realizations to the visibility of early vaérg signs is discussed and
demonstrated. Methods of hazard identification and risk analysis and methods of
incident cause analysis are brought to mind in the article.

Keywords: predictive analysis; retrospective analysis; causal factors; underlying
cause.

1. Introduction

1.1 Hypotheses

Kate and Wiliam are married; Wiliam stays at his parental leave. He takes care about
children and also he cooks. He likes cooking. In connection with cooking, he frequently
makes small changéshopefully improvements in the kitchen.

Kate is glad that Wiliam lkes cooking. But she does not respond only positively to his
improvements in the kitchen. For instance she does not like the bottle with oil in the

close proximity of stove, or a heavy bowl in the shelf abbeeceramic hob. Also she

hates Williamés custom to |eave the frying

When they had a controversy over this the last time, Wiliam was arguing that nothing
had happened yet. Kate answers that all these changesliears of problems that
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could lead to an incident. In accordance with [1] she calls them warning signs or early
warning signs (EWS) and insists on that Wiliam should avoid them.

Wiliam replies that he does not see anything serious in these chargjesstétes that

this is because he does not imagine any accident scenarios. She imagines the scenarios
of possible fires in the kitchen and therefore she perceives these EWS as unacceptable.
Kate says:

Scenarios make it possible to see the risk comprefedysi

Scenarios are a practical tool for thinking about risk.

Early warning signs (EWSs) can be derived from scenarios.

= =/ =4 =4

Scenarios make EWS visible through the visualisation of the role of hazards and
controls of hazards.

1 Scenarios are a practical tool identifying and prioritizing the EWS.

Figure 2. Wi | | i amd s kitchen.

1.2 Objectives

Let us move from the kitchen into the more industrial environment. As an example we
wil use an object for production of emulsion explosive charges. Figure 2 shows basic
arrangement of this plant. Protective walls surround light buiding inside of which the
automatic flling machine produces explosive charges from the explosive paste. In this
environment, William may play a role of personnel and Kate represents his manager
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1 protective barriers
2 light building

3 emulsion explosive
paste

4 emulsion explosive
automatic filling
machine

5 products —emulsion
explosive charges

Figure 2. Object for production of emulsion explosive
charges (birdés view).

We note that someone simply sees early warning signs and other people do not see

them similarly as Kate sees them and Wiliam does not see. Let's examine Kate's
statementsrfom t he preceding section. Katebdbs hypo
and early warning signs are to be proved in the following sections. Their applicability

is to be shown. We want to find out how scenarios can help us perceive EWS,
improving so ouforesight and contributing so to Enhancing Safety.

2. Scenarios make it possible to see the risk comprehensively
2.1 Hazards represent the starting point

Origins of danger are called hazards. Definition from book [2] states that hazard is a
physical or bemical condition that has the potential for causing harm. Hazards in the
industrial environment have usually the form of a presence of dangerous substance or
a possibility of undesirable reaction or an accumulation of energy.

I n case of Whelthree formd of hazirdst cantbe nepresented by the bottle
with oil in the close proximity of stove, by possibility that the oil in the frying pan
ignites, and by the heavy bowl in the shelf above the ceramic hob. In case of industrial
object rom Fig. 2three groups of hazards are represented e.g. by the presence of
volumes of explosives, by the possibiity of decomposition reaction in the explosive,
or by the energy of compressed air in piping of flling machine.

Hazards can be systematically idertifieNumber of suitable techniques was developed
for this purpose. Probably the most universal techniques for hazard identification in
industrial installations are FMEA and HAZOP. See [2].

2.2 Hazards are not a risk

Mere identification of hazards however dosot say too much about the risk that is
connected with a process or with an operated system. Presence of the bottle with oil in
the kitchen means only that the risk connected with the use of kitchen cannot be zero,
but nothing more. Three reasons exidtywnere knowledge about present hazards is
not enough:
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1 Already the article [3] reminds us that risk increases with the increasing presence
of hazards, but it also decreases according to measures which are intended to keep
control over hazards. Some of sutieasures may prevent realizations of hazards,
and others may mitigate the effects of realizations. Various types of these measures
are caled barriers, safeguards, regulations, or layers of protection. Here we will
mostly use the term controls or prevestimitigative controls.

1 The risk is not only influenced by the interaction of hazards and controls, but also
by the interaction of hazards among themselves. This refers to the terms domino
effect or knockon effect. For example, the ignition of the oilthe pan can develop
into the ignition of the oil inside the bottle.

1 The magnitude of the risk is also influenced by local environmental conditions that
change regardless of hazards and controls. For example, the development of a fire
in the kitchen may bdifferent depending on whether the door and/or the window
are open. The risk of the plant varies according to how the conditons for the
propagation of the shock waves and the clouds of the flue gas change in the
atmosphere.

2.3 Scenarios show more thanust the hazards

Scenarios describe how the situations can develop when a hazard starts to realize.
According to book [4] the above word Areali
the potential in a hazard system becomes actual. In accordance wittdethighe

scenarios are sequences of events in which the first event (intiating event) starts the
realization of a hazard. The sequence can but does not have to include- other
developing - events in addition to the inttiation event. See Figure 3. Devglopvents

may be events in the hazard, failures or successes of different controls, application of
different environmental conditons, or escalation of development to other present
hazards.

’ I-event H D-event, H D-event, l—ﬂ

where n is any natural number or zero

Figure 3.Scenario.

In the kitchen, Kate appears to think ab@me scenarios; in the charges production
plant she would imagine explosions. For example in the kitchen a scenario may start
by the ignition of the oil in the frying pan; continue by extinguishing of fre or by
escalation of fre to other hazards inehgl the oil bottle in the vicinity of the stove;

and develop until the fire spreads to the entire fire load in the kitchen.

Such scenarios deserve the name incident scenarios since they always cause non
negligible damage. Such scenarios have two substpmoperties:

1. Each scenario represents one possible interaction of real conditions in the process/

system. The scenarios not only take into account the hazards in the process/ system
but also the ways in which these hazards realize, how the controls faitaeed,
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how the hazards interact and how environmental conditions contribute to the
development of the incident.

2. Eachscenario represents one contribution to the risk of process/ system. Each
incident scenario represents one possibiity how damage nsayim the process/
system. Or each scenario represents one part of the risk according to the classical
definition [3].

Kate obviously has in mind both these two properties when saying that scenarios make
it possible to see the risk comprehensively. docadance with article [3], the risk of
process/ system is for her a set of all conceivable incident scenarios in the process/
system.

3. Scenarios are a practical tool for thinking about risk
3.1 Incident scenarios are a natural tool

Kate is one of the mple who consider thinking about danger with the help of scenarios

as something natural. The experience with the behaviour of hazards serves as a stimulus
for this thinking. The experience does not need to be personal; knovidaedgel
experience wil be ervugh. When Kate for instance sees Figure 4, she realizes that any
heavy object above the ceramic hob is a hazard, and starts thinking about scenarios
initiated by falls of heavy objects, and about relevant preventive/ mitigative controls.

This is quite acommon way of thinking. It is possible that the abilty to respond to
experience with the behaviour of hazard by spontaneous development of incident
scenarios is a result of evolutionary selection. For example, we know that for our
ancestor Iving in the ave, the presence of the sakweth tiger in the neighbourhood
represented a hazard. It is undeniable that the abiity to imagine a scenario intiated in
this hazard (ability to predict what can happen if a tiger lurks in front of the cave) and
the abilty to prepare appropriate preventive/ mitigative controls in order to minimise
the damage caused by the realization of this hazard was the advantage during human
evolution.

Figure 4. Empirical information about a hazard and its
behaviour.
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Today's desigmeor an operator of industrial system may think about the realization of
hazards just lke Kate thinks about heavy objects over a ceramic hob or ke a caveman
thinks about a lurking tiger. For such thinking it is necessary to know the behaviour of
the reévant hazards, to understand them on the basis of natural science or to have
experience with them. The effectiveness of such thinking can be enhanced by adopting
appropriate techniques.

Incident scenarios can arise in two ways: as a result of predictkk afnalysis) or
retrospection (incident analysis). These two options wil be discussed in more detalil

3.2 Incident scenarios may be results of prediction

Predictive scenarios arise by developing initiating events in hazards. Event trees are
commonly usedo represent and create them (see [2]). Example event tree is in Fig. 5.
Figure 6 contains the same list of scenarios as the event tree in Fig. 5.

l-event ‘ D-event; D-event, ‘ D-event, ‘

‘ 51
52

\—53

54

Figure 5.Event tree.

When an analyst constructs an event tree, he starts from a known intiatinginexent
hazard, knows the behaviour of hazards, and is aware of controls and environmental
condttions. He usually begins by considering how and in what order after the initiating
event, the controls and environmental conditons should be applied to miniheze
damage caused. This sequence of events is called success scenario. Success scenario
defines heading of event tree. In Fig. 5 it consists of the intiating event and three
developing events.

The analyst then considers what the negations of controler@indnmental conditions

may cause in the development of an incident. He records the findings in the tree graph
below the heading. Such a way he creates a list of predictive incident scenarios which
start with the selected inttiating event.

s1 ‘ l-event H D-event, ‘
52 ‘ l-event H non-D-eventlH D-event, H D-event, ‘
S3 ‘ l-event H non-D-event, H D-avent, H hon-D-event, ‘

sS4 ‘ l-event H non-D-event, H non-D-eventz‘

Figure 6.List of incident scenarios from ET in Fig. 5.
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3.3 Predictive analysis of incident scenarios

Analysis of incident scenarios using event trees uncovers possible interactions of real
conditions in the system, ie. interactons of present hazards, controls and
environmental conditions. For most of the events in the tree it is vald that they can
change within a certain range without changing the scenario. For example, if in the tree
in Fig. 5 the inttiating event is the ignition of oil in the pan, and the fisteldping

event is a fire intervention with a lid, then the fire intervention can take place at any
time within a certain time interval of about tens of seconds without changing the course
of the scenario. An event tree analyst considers the ranges witith the events can

be changed. Individual scenarios from the tree thus represent whole classes of
somewhat different scenarios, which however do not differ in qualitative terms, i.e. by
the type of events involved. The event tree thus contains reptegensccident
scenarios. For more details see, for example, article [5].

Predictive scenario analysis can be used even before the precise form of the individual
conditons in the process/ system is known. Once an initiating event is defined, al the
safetyfunctions that are required to mitigate the incident must be defined and organized
according to their time of intervention (see book [6]). In the case of ignition in the
frying pan, we could consider immediate fire fighting, limitation of propagation,
dehyed fire fighting, and extinguishing by an external fire brigade. Defining safety
functions can be very useful in the design phase because it can be used to define
controls.

Predictive analysis typically seeks to investigate systematically all initisgvegts and
related incident scenarios. Scenarios created by predictive analysis take the form of
conjunctions of events from which no event can be removed. When thinking about risk,
events in scenarios that represent degradation of control over hazaatsthardneart

of interest. If the convention is kept that the tree heading contains a success scenario,
then events that represent degradation are both intiating events and all events that
negate successes from the heading, i.e. all the events starkiigy & and 6 with the

word "non".

Guidelines [7] define causal factor as a negative event or undesirable condition that if
elminated would have either prevented the occurrence (= incident scenario) or reduced
its severity or frequency. This is exact dggion of both initiating events and negating
events. Thus intiating event and negating events in the event tree can be caled causal
factors.

Therefore, predictive analysis using event trees can serve as a tool for the systematic
identification of allpossible causal factors in the process/ system.

3.4 Incident scenarios may be results of retrospection

Retrospective accident scenarios are created as a result of the reconstruction of
incidents in the systenV process. According to [8], such reconstrudioaiways
necessary regardless of the method to be used to analyze the causes of the incident.
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If the analysis of the retrospective scenario is aimed at preventing the repetition of the
same or similar scenarios, it must focus on those events in theicsdban worsen the
control over a hazard. And these are causal factors as defined in [7].

Retrospective analysis of the accident thus reconstructs the incident scenario and serves
as a tool for identifying the set of causal factors for this particuladeinic

3.5 Comparison of prediction and retrospection, role of causal factors

Causal factors are crucial (necessary and sufficient) conditions for the form of incident
scenarios. While predictive analysis attempts to predict all possible causal factors tha
might occur, retrospective analysis identifies the combination of causal factors that
actually occurred. If predictive analysis is flawless, then retrospective analysis should
result in one of the scenarios created by predictive analysis.

Actually, if wehave a set of possible incident scenarios created by a predictive analysis

for the process/ system, it is not certain that the scenario generated by the incident
retrospection in this process/ system can be quickly identified with one of the predictive

seenarios. There may be several reasons for unsuccessful identification:

1) retrospective analysis may mix several scenarios that took place concurrently;

2) scenario events in retrospective analysis are determined in more detai than those in
predictive senarios;

3) certain conditons that worsen the control over a hazard in the process/ system may
be omitted in predictive analysis.

The most important common finding is as follows: In both predictive and retrospective
scenario analysis, the main outcometanms of safety is always a set of events that
represent a worsening of control over the hazards to which our attention should be
focused. In other words, our interest focuses on events called causal factors.

4. Early warning signs (EWSs) can be derivedrdm scenarios
4.1 Scenarios make visible the threatening conditions in the process/ system

The previous section has shown that incident scenarios can be understood as a
combination of causal factors, a necessary and sufficient combination of events
worsemg the control over the hazards. The causal factors can be represented by the
initiating event in the hazard, or by the failures of the measures intended to mitigate the
realization of a hazard, as well as by the failure of the measures intended to fievent
realization of additonal hazard, as well as the events adversely affecting the
environmental conditions influencing the realization of hazards.

This result shows that the scenarios make visible the ways in which hazards realize in
a particular systefmprocess. They visualise the real role of hazards and related controls
and environmental conditons in a particular systemy process. This visualisation is the
basic purpose of both risk analysis and undesirable event analysis.
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4.2 Betterthan prediction or retrospection is the combination of both

Retrospectively, i.e. based on experience with specific undesirable events, only specific
accident scenarios can be revealed within the incident cause analysis. From logic point
of view, this is an inductive press. Its advantage is that it identfies the real
weaknesses of control over the hazards, usually the most lkely. It may also reveal
weaknesses that within risk analysis remain hidden from our eyes for their delcacy.
The disadvantage is that it revealdyosome weaknesses and scenarios, not necessarily
those that most contribute to risk. The disadvantage may also be that, in the analysis,
causal factors are not identified in a sufficiently general manner. The results may
mistakenly adhere only to the par weakness, which is only a contribution to the
general causal factor.

Predictively, i.e. based on a system/ process analysis, the risk analysis can reveal
theoretically all possible incident scenarios. From logic point of view, this process is
deducte. (This means, of course, that it also contains the inductive compenent
general rules on behaviour of hazards and controls based on experience). The advantage
of this approach is that it systematically searches for all weaknesses in the control over
the hazards. Itis able to reveal all the weaknesses and scenarios, including those with
low frequencies. It can also reveal weaknesses that, by mere application of experience,
remain hidden from our eyes. The disadvantage of the predictive approach, however,
is that the analysis can not avoid various neglects and simplifications because of which
some substantial interactions of hazards and controls may be omited. Hence, the
outcome of the predicton may appear to be complete, but in reality, substantial
scemrios are missing.

Since it is difficult to avoid abovenentioned errors when using these approaches,
combination of a predictive and a retrospective approach seems to be a practical and
realistic approach to identifying scenarios.

4.3 Early waming signs are causes of causal factors

We realized in the previous steps that a set of scenarios makes the risk of the system/
process visible as a set of sets of causal factors. As we have already mentioned in
Introduction, the essence of foresight is the abiiiygee EWS or indicators of problems

that could lead to an incident. In the context in which the risk is decomposed into
incident scenarios and incident scenarios are decomposed into causal factors, the
foresight means abilty to see the signs that sonmtifided causal factors could actually
occur. In particular, we would like to be able to see signs of possible occurrence of
causal factors that contribute most importantly to the risk.

It folows from the previous paragraph that the concept of EWS calebified with

the causes of causal factors. However, the concept of causes does not have clear and
unambiguous content. If we tak about the causes, we can talk about many kinds of
events and ideas. In technical practice, at least direct causes anginmdesluses are

usually distinguished. Lower differences exist with respect to direct causes. They are
physically detectable faiures, errors, states, conditons, the combination of which
causes an occurrence of causal factor. But there are quite difide=st in differe nt
approaches to incident analysis about what are the underlying causes. In relatively
common root cause analysis (RCA) methods the underlying causes are caled root
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causes and represent deficiencies in the implementation of a safetye mamdg

system. They could also be referred to as organizational causes. Improved RCA such

as in [9] would include also the underlying causes in safety culture or attitudes of local
management. Symptoms would be identified within ESReDA analysis [10] &ngjfai
processes within Levesondbs analysis [11] .

This diversity means that EWSs can have very variable forms. While these differences
in our understanding of causes can discourage us, they all point to the same general
fact: EWSs can be determined from iesil scenarios as (partial) causes of relevant
causal factors.

5. Scenarios make EWSs visible through the visualisation of the role
of hazards and controls of hazards

5.1 Steps to the identification of EWSs

Scenarios can help see the EWSs in two stepke lfr$t step, we determine the causal
factors in the incident scenarios; in the second step we determine the causes of the
established causal factors.

In predictive analysis, causal factors are determined as:

1 events in hazards that intiate realizationhatards

events in hazards that escalate damages

=

events that represent faiure of controls over realized hazards

=

events that alow damage escalation by setting up adverse environmental
condtions.

The determination of causal factors is very easy in ctiovexh event trees. Four causal
factors are present in Fig. 5event, norD-event, nonD-eveng, and norD-event.

Various techniques and approaches can be used for the identification of causes of causal
factors. Fault tree analysis (FTA) that is recanded in book [7], is very productive

in predictive analysis. Fig. 7 shows possible results of application of FTA to two causal
factors. It flows from Figures 5 to 7 that causel, cause2, and cause3 represent EWSs
for all scenarios S1 to S4. Cause4 and €awwme EWSs only for scenario S3. Cause2
indicates the possibility of formation of both causal factors at the same time. Cause2
may represent a sort of common cause faiure. Typically, the EWSs with cemmon
cause nature may be the deficiencies in locahsafanagement system.
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non-D-event,

( cause2 ) ( cause3 ) ( caused ) ( cause? ) ( cause5 ) ( cause2 )

Figure 7.Causes of two causal factors from Fig. 5 and 6.

In a retrospective analysis, causal factors are selected as events that meet the definition
of causal factor. Determination of direct causes is usually the result ofidanhc
reconstruction. A hierarchy of checklists caled root cause map is often used to
determine underlying causes in RCA and improved RCAs. See book [7].

5.2 EWSs are gradually made visible

The path to visible EWSs begins when the incident scenario®@stucted. Scenarios
alow the identification of causal factors. They make visible the realization of hazards,
which is the main purpose of the construction of incident scenarios. They make visible
the roles of hazards and controls of hazards. Once claosals are known, a way to
make EWSs visible is open. Therefore, the visibility of the EWSs emerges through the
visualisation of the role of hazards and controls of hazards.

6. Scenarios are a practical tool for identifying and prioritizing the
EWSs

6.1 Predictive scenarios are appropriate for the identification of EWSs

Example 1A frying pan flled with oil is a hazard in the kitchen. Kate worries that the

oil in the pan may ignite she considers the ignition of the oil in the pan to be a possible
initiating event. Rapid extinguishing by laying the lid on the pan minimizes damage
after the intiating event. If this does not happen, further development depends on
whether there is another hazard near the-paplastic bottle of oil. If it is not there,

the damage is minimized: It can be expected that the oil in the pan wil burn out, the
smoke wil cause damage, but the fre will not expand further. If the bottle is present
and stays nearby, it is a matter of time when a large amount of burning died ep

the stove and on the floor. At this point, the rapid use of a suitable fre extinguisher can
minimize damage. If the extinguisher is not used quickly, the fire wil spread across the
room. Further development depends on whether the door is opendlle adjoining

dining room or whether it is closed. Closed door mnimizes damage in the sense that
when the fre breaks out the window and becomes noticeable from the outside of the
house, no further rooms are hit so far. If afighting car arrivesin time, it wil save

121



Enhancing Safety: the Challenge of Foresight

most of the house from the fre. The success scenario consists of an initiating event and

five developing

events.

Three of the developing events are the use of controls, one event is the realization of
another hazard, and one can dmnsidered to be the application of environmental

conditon. The entire event tree (Figure 8) contains seven incident scenarios.

Ignition of Fire is ex- Does not | Extinguished | Dining room | Extinguished
oil in frying | tinguished | spreadtoa by a fire dooris by interven-
pan by a lid bottle of oil | extinguisher closed tion vehicle

51

S2

S3

s4

35
56

L
\—57

Figure 8.Analysis of possible developments of ignition of
oil in frying pan.

Causal factors are determined. Based onatafastors, EWSs in the kitchen can be

det er mi

ned.

For

exampl e,

Wi |

amods

custom

contribute to the causes of the initiating event and is the cause of the failure of the first
developing event. It is therefore a clesrly warning signal.

Example 2:Initiation of detonation during the start of fling machine represents a
possible initiating event in object for production of emulsion explosive charges.

Resulting event tree is shown in Fig. 9. EWSs that correspondheitidentified causal

factors are ovelimit amounts of explosives, inappropriate deployment of explosives,
and insufficient resistance of object.6.Retrospective scenarios are appropriate for
the identification of EWSs

Frying pan is
left
unattende
C’lgFl
Ignition of Detected An attempt Fire spreads
oil in frying — late for use torelocate — toabottle
pan a lid the pan of ail
(cr2 CF3 CF4
An attempt Extinguished
— to use a fire by interven-
extinguisher, tion vehicle
CF5
Figure 9. Scenario of real incide t in Wil
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Example 3Fig. 10 shows areal incident scenario in the kitchen. The scenario reminds
scenarios S5 and S7 from Fig. 8. Because the information about the dining room door
status is missing in the scenario, it is not to be expedbtdthis reconstruction of the
incident could identify the EWSs causing the door to be opened. On the contrary, the
causal factor CF1 is identified in the reconstructed scenario, which is missing in the
scenarios in Fig. 8. The reason for the extra ¢dastor in the scenario corresponds

to point 2 in section 3.5. Causal factor CF1 is the cause of causal factors that we find
in scenarios S5 and S7 from Fig. 8.

Example 4Fig. 11 shows the scenario that actually occurred in object for production
of emulson explosive charges. The scenario contains causal factor CF3 that is not
identified in the event tree in Fig. 9. In this case, the real event revealed a deficiency in
the predictive analysis of Fig. 9. As stated in section 3.5, point 3, it was overldeked
controls during the start of flling machine should also include the care of the absence
of surplus persons in the building. In this case, the retrospective analysis reveals EWSs
that predictive analysis was not able to detect.

Initiation of Explosion The
detonation causes a operator of
during the sympathetic filling
start of detonation machine is
filling inside the killed by the
machine object explosion
CF1
Three un-
necessarily
present
workers are
killed by the

explosion :CFE

Figure 10. Scenaw of real incident in object for
production of emulsion explosive charges.

6.3 Scenarios allow the prioritization of the EWSs

Priorttization of EWSs can be done analogously as determination of quantitative
importances of components according to [12]. ietassume that predictive analysis

of the process/ system results in the list of incident scenarjosh&e i=1to N. Let

us assume that a point estimates of frequenend of damage i>are determined for
each scenario. Point estimates of scenagquencies are determined with the use of
point estimates of frequencies of causes of individual events in scenarios. Point
estimate of risk of the process/ system R can be determined as a sum of all products
fi x x for i =1, ..., N. Let us determine a dified point estimation of risk R(EWS) as

a sum of productsi(EWS) x x for i =1, ..., N, where frequencies(BWS) are
determined with the use of point estimate of frequency of EWS = Olyear. Priority of
cause EWS is p(EWS) = RR(EWS). The higher the prity, the greater the risk
reduction can be achieved by suppressing the occurrence of the EWS.

12¢
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7. Conclusions

Foresight cannot take place without determining the EWSs. The article shows that
incident scenarios may play useful roles in making the EWEsovis e . This way,
hypotheses from Introduction are proved. Early warning signs (EWSs) can be derived
from scenarios. Scenarios make EWSs visible through the visualization of the role of
hazards and controls of hazards. Scenarios are a practicalotodemtifying and

prioritizing the EWSs.

EWS can be determined from scenarios obtained by predictive or retrospective
analysis. The path to the determination of the EWSs leads through the determination
of causal factors. Causal factors make EWSs visibleus they improve foresight and
contribute to enhancing safety.

With the use of incident scenarios, it is possible 1) to make visible the events that are
to be considered EWSs in the process/ system, and 2) select EWSs that deserve special
attention (suclhas reatime monitoring).
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Abstract
Risk analysis is about to enter an erdasfjer and more complex data sets (big data),
where the main challenges are represented by the ability to provide continuous
acquisition, effective process and meaningful communication of informidtarever
most of the methods for quantitative risk asseent allow for static evaluations of risk
in a frozen instant of the system life. Research on how to dynamically assess risk in
process industry has been carried out, but no real implementation has been attempted.
Some open questions are still underngnitihis approach and should be directly
addressed to provide reliable models and exploit new technology opportunities. i)
Which strategy should be adopted? ii) How early warnings and past events should be
assessed and connected to the overall risk? Thigibation aims to give an overview
on preliminary answers and highlight possible uncertainties of future developments.

Keywords: dynamic risk assessment; process industry; process safety indicators;
information modelling

1. Introduction

An era of larger ah more complex data sets (big data) is around the corners for risk
analysis methods. For instance, "Google Trends" shows that the number of Google
searches for the term "big data" has increased about 100 times since 2011 and today it
has reached its pea&@ogle Inc. 2016). However, despite the increasing availability

of newgeneration wireless sensors, powerful computers and optical fiores, the main
chalenges remain related to continuous acquisition, effective process and meaningful
communication of infanation. The term "dynamic risk” had its peak on "Google
Trends" in 2009 and today its popularity on the search engine has decreased of about
one third (Google Inc. 2016). Many factors may affect such trends and they do not
represent the actual applicationdowever, this behavior may reflect the challenges of
dynamic risk assessment to find its place in industry standard approaches. While
dynamic risk management has become a common practice in finance in response to the
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financial crisis in 2008 (this expfa its popularity peak one year later), most of the
methods for quantitative risk assessment in industry only allow for static evaluations
of risk. Research on how to dynamically assess risk in process industry has been carried
out, but no real implementan has been attempted. Some open questions are still
undermining this kind of approach and should be directly addressed to provide reliable
models and exploit new technology opportunities.

This contribution provides an overview on what can be considesetigadata in
process safety and how this information can be processed by advanced techniques of
dynamic risk analysis. A discussion on the benefits and limitations of such approaches
is also carried out, in order to clearly identify related uncertairdig$ potential ways
forward.

2. Big data of process safety

2.1 Process indicators

Increasing attenton has been dedicated to evaluaton and monitoring of early
deviations through appropriate indicators, as a way to foresee the occurrence of major
accidents(Paltrinieri et al. 2016)A number of indicator typologiesave been theorized

and used.

For instance,Health andSafety Executive(2006)identifies two main categories of
indicators: leading and lagging indicators. Leading indicators are a form of active
monitoring of key events or activities that are essentialdédver the desired safety
outcome. They represemstarly deviations from the ideal situation that can lead to
further escalation of negative consequences. Human and organizational factors often
(but not always) represent such underlying causes. Lagging indicators are a form of
reactive monitoring requringk e por t i ng and investigation
events to discover weaknesses in the system. Lagging indicators show when a desired
safety outcome has failed, or has not been achieved.

Jien et al.(2011)afirm that we can refer to risk indicators if. they provide numerical
vaues (such as a number or a ratio); they are updated at regular intervals; they only
cover some selected determinants of overall risk, in order to have a manageable set of
them. The latter feature has quickly become outdated due to the extensive collection
that is being carried out in industry and the attempts made to process and elaborate
larger numbers of thenfPaltrinieri & Reniers 2017)For instance, for the first time

since the frst Seveso directive was issued in 1982, Seveso Il mentions specific
procedures for safety performance indicators and/or other relevant indicators, to use for
monitoring the performance of safetyanagement systengguropean Parliament And
Council 2012) The main aims of the Seveso directives @mevention, preparedness

and response to accidents involving dangerous substances in industry ih the E
Lagging indicators in the form of past events are collected by the competent authorities
of al EU member and associated countri&sropean Parliament And Council 2012)

and may indicate themselves thafety performance of a Seveso site. One of the most
complete monitoring approaches is suggested in the United Kingdom, where the
competent authorities require also the colection of safety performance indicators,
which may include leading indicators. Sunformation is periodically reviewed based

on a priority classification of Seveso sitddK Secretary of State 2015; HSE 2015;
COMAH Competent Authorities 2013; COMAH Competent Authorities 2012)
addtion, Italian and Dutch relevant regulations address safety performance monitoring
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based on indicators and their trer{@onsigio dei Ministri 2015; Staatssecretaris van
Infrastructuur en Miieu 2015)

2.1.1 Techniques for development of indicators
Several approaches are used for theetbpment of safety/risk indicator®altrinieri et
al. (2016)dentify four classes of methods.

Class | is characterized by a retrospective perspective, where indicators are developed
on the basis of the effect of Technical, Human and Organizational (THO)sfanotor

past accidents, and correlation with the overall safety is assufadue (). However,

major accidents are rare events and the correlation between critical indicators and
safety may not be conclusively demonstrated.

Class Il is characterized by aeplictive perspective, where indicators are defined on
the basis of risk models (such as Quantitative Risk Analy<gRA) for the potential
accident scenarios addressed, and the connection to the overal risk level is logically
supported by these modef§able ).

Class 1l groups approaches aggregating the information provided by the indicators,
alowing for relatively reliable evaluation of risk on a réiale basis Tablel). Limited
sets of risk indicators may not allow comprehensive coverage of &ElOrs.

Class IV also groups approaches aggregating information from ad hoc indicators,
which have been specifically developed for proactive risk assessiranie ().

Table | shows representative approaches for the development of indicators. Several of
these approaches for the development of major hazards indicators were primarily
defined for the nuclear power industry. However, the chemical process and petroleum
industries have contributed with the definition of specific techniqdds.

Table I. Representative approaches for development of technical, human and organizational indicators

Indicator s or approaches for their development | Class | References

Operational safety indicators I (IAEA- International Atomig
Energy Agency 1999)

Safety performance indicators I (Holmberg et al. 1994)

Risk indicators based on Probabilistic Safll (IAEA - International Atomig

Assessment Energy Agency 1999)

Resiiencebased Early Warning Indicators Il (N. Paltrinieri et al. 2012)

Indicators for riskbased inspection 1] (American Petroleun
Institute 2000)

MANGER method 1l (Pitblado et al. 2011)

Risk Barometer Y% (Hauge et al. 2015)

2.2 lteration of risk assessment

As mentioned byilla et al. (2016) several efforts have been recently devoted to the
devdopment of dynamic risk assessment and management approaches considering the
evolution of assessed process. Such evolution may be described by the class Il or IV
indicators previously introduced.
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Some of the frst attempts to simulate the dynamic nattirgystem behaviour were

made by Swaminathan and Smidts, who proposed a methodology to extend the
application of event sequence diagram (ESDs) to the modeling of dynamic situations

and identification of missing accidental scenarg@wvaminathan & Smidts 1999)

Lepin and Mavko developed an extension of
requirements in safety systerpsL e pi n & M&iwmikrly, BAcbi @tal Bucci

et al. 2008presented a rfaodology to extend fault trees and event trees in a dynamic
perspective.

The first complete dynamic risk assessment methodology for process facilities, named
Dynamic Faiure Assessment, was developed by Meel and Sl & Seider

2008) This approach aims at estimating the dynamic probabiities of accident
sequences, including near misses and incident data (named as Accident Sequence
Precursors ASP), as well as redime data fron processes.

Kalantarnia etalKalartarnia et al. 2010htegrated Bayesian faiure mechanisms with
consequence assessment. Startng from this foundational contribution, several
methodologies have tried to improve the approach by introducing slight modifications.
For instance, HierarchicaBayesian Analysis (HBA) widened the field of application
for DRA also to rare event, due to a tstage Bayesian methdihakzad et al. 2014)
System hazard identification, predicton and prevention methodology (SH#PP)
another derived approach specifically addressing accident modelling, which integrate
technical and notechnical barriergRathnayaka et al. 2011Another mentionable
contribution is the Dynamic Operational Risk Assessment (DORA) methodology
(Yang & Mannan 2010Q)which included conceptual framework design, mathematical
modelling and decisiemaking based on caodieneft analysis.

Benefits from iteration ofsk assessment are also well known by authorities. Relevant
regulations (e.g management regulations by the Norwegian Petroleum Safety Authority
(Petroleum Safety Authority Norway 20)Xgquire tteration of QRA every 5 years or

in case of system changes. Most of the risk managerdnemeworks also mention the
need for continuous update (NORSOK zOMBORSOK 2010) ISO 31000(ISO-
International standardization organization 2009Msk governance framework by
International Risk Governance Council IRGRGC - International Risk Governance
Council 2009) etc.).

DNV-GL has also worked on the tofflealck et al. 2015and CGE Risk Management
Solutions has released an updated version of their software BowTieXP with -an add
on realtime monitoring of safety barriers performe& (no risk assessment though).
Attempts have been carried out by the Norwegian oil and gas industry (e.g. Technical
Integrity Management Programme by Statoll, iSee by ConocoPhillips and Barrier Panel
by ENI Norge), but they only address safety barriegdopmance monitoring and does

not provide risk levels.
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3. Dynamic risk assessment

3.1 Hazard identification

A specific method named Dynamic Procedure for Atypical Scenarios ldentification
(DyPASI) was developed in order to obtain comprehensive hazardifiade ion
including accident scenarios that ateot captured by hazard identification
methodologies because deviatihg from normal expectations of unwanted events or
worst case reference scenario$hiese scenarios are defined Raftrinieri et al. (2012)

as fAatypicalo. DyPASI is a hazard identifi
of information from indicators relatetb past accident events, near misses and lterature
studies. It supports the identification and the assessment of atypical potential accident
scenarios related to the substances, the equipment and the industrial site considered.
DyPASI is one of the redsl of the European Commission FP7 iNRigk project
(Paltrinieri et al. 2013) which addressed the management of emerging risks.
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Figure 1. Graphical representation of Belie diagram
with integration of branches newljdentified through
DyPASI
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The application of DyPASI entails a systematic screening processdisat] bn early
warnings and risk notions, should be able to identify possible Atypical Scenarios
available at the time of the analysi$he wellestablished approach of the Bdwe
Analysis (Delvosalle et al. 2006which aims at the identification of all the potential
major accident scenarios occurring in an industrial sitéaken as a basis to develop
the methodology. Specific branches may be intedratonsistently with the Bovlie
Diagrams and related safety barriers defined for the newly identified sceriagase(

1).

DyPASI may be suitable for application in each phase of the procesgchie Itis a

tool specifically defined for the contibous improvement of risk management,

providing a procedure to enable systematic updating of the hazards identified and
managed in the process. Dy RRA®Inemayt elcthnu g e@d
may be coupled with existing conventional techniques.thén latter case, it may

effectively integrate the existing hazard identification methods to obtain more
exhaustive results. In particular it provides a structured and yet dynamic approach in

the retrieval of information from early warnings and atypicanacios. The format of

the results from DyPASI alows for integration with the hazard identification
techniques based on fault tree and event tree analysis, effectively extending the
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applicability of DyPASI from the preliminary hazard analysis to the ldetai
assessment of complex systems.

3.2 Riskanalysis

Two different approaches may be adopted for dynamic risk analysis, which primarily
focus on evaluation and update of accident frequency. Such approaches are generally
based on either reactive or proaet\assessment. Several dynamic risk analysis
techniques are available in lterature, but only two representative techniques are
presented by this work: the reactve Bayesian Inferbased Dynamic Risk
Assessment (BIDRA) technique and the proactive RislomBater technique.

BIDRA is a methodology for dynamic risk assessment based on Bayesian inference
and its objective is achieved by monitoring and processing data on incidents and near
misses during the system lifetim@Khakzad et al. 2016)ts goal is to refine failure
probabilties of safety barriers and consequently update potea@tient frequency
values. The updating of the prior probabiity of a safety barrier faiure—based on

new evidenceO (whereb ‘Os—is the likelihood function of}, is performed as follows:

P(0) L(E|6
P(OIE) = =210
Yo P(6) L(E|0) (1)
Overall risk Safety barriers Subsystems Subsystems2 Elements Indicators
’ Blowdown to Blowdown Open valve System(logic,

limit HC leak automatically (automatically solenoid valve

Procedure for
manual
blowdown

Blowdown Open valve
manually (manually

1
! Control Room
1 operator

5 &b &b

Figure 2. Risk barometer aggregation of indicators

The Risk Barometer is based on the definition andtreal monitoring of relevant
indicators, in order to continuously assess the health of safety barriers and evaluate
their probabiity of faiure (Paltrinieri et al. 2016; Hauge et al. 201%juch indicators
monitor not only the technical performance of barriers, but also the associated
operational and organizational systems. Inthis way, the Risk Barometer aims to capture
early deviatons within the organizati, which may have the potential to facilitate
barrier failure and accident occurrence. In order to aggregate the information expressed
by the indicators and assess the performance of barrier systems, barrier functions and
plant areas, the indicators areagtitatively weighted and combined by means of
weighted summationsFigure 3. Weighting and quantification depend on input from
subject matter experts. This process of calibration is carried out by means of a series of
workshops, where valdation with akedata from the plant is advisablélowever,
continuous control and improvement of the indicators and the related weights should
be continuously carried out.
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3.3 Establishing the risk picture

Visualization of risk assessed on
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a dynamic basis may rep@sénportant support

to decision making and allow overcome some of risk metric limitations. An example
of this is represented by the Risk Baromefedwin et al. 2016; Hauge et al. 2015)
where the barometer is used to visualize thetireal risk of a systenfFigure 3) In

addition, the risk trend over time

can be visualized to evaluate positve or negative

trends and compare the current riskhwpast values(Figure 3) The yaxis scale is
coloured according to the risk tolerability/ acceptability levels used in the barometer.

40% 60%

80%

100%

Figure 3. Generic
from (Edwin et al.

Overall Risk (%)

Risk Barometer and risk trend. Adapted
2016)

The risk level is a function of the status and conditon of the different barrier functions
and associated barrier systems. Each barrier system is modeled and measured through
a set of indicators. For this reason, -dldwn cajbiity should be enabled to move
through the hierarchy of the model, from the area to the barrier and further to the
indicator level Figure 3. Information about the overall risk, its progression and
underlying causes can be continuously traced, pravidituitive understanding of the
causes of risk variations and supporting definition of priorities related to risk mitigation
and control. Moreover, in order to improve decissupport in operations, the Risk
Barometer visualizes alist of top risk cdmitiors using redime sensitivity measures.
Such list highlights which barrier functons and associated barrier systems are
contributing the most to the risk level at the given point in time.

4. Discussion

The ISO 31000 standard on risk managemglSO-International standardization

organization 2009a s si gns
of uncertainty

a
on

pivot al rol e
objectiveso.

to knowledg:
Uncertainty

demanding for continuous calibration of thekrpicture and progressively filing lack

of knowledge with new evidence and information.

Moreover, awareness of the

knowledge dimension, as theorized by A@&wven 2013)and Aven and KrohifAven
& Krohn 2014) not only gives credit to dynamic risk analysis, but also improve its

understanding.

As discussed bypaltrinieri et al. (2013)the DyPASI technique not only addresses

knowledge management,

but alsmmples with the five principles of hazard
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identification identified byCCPS- Center for Chemical Process &g (2000)
completeness, reproducibility, inscrutability, relevance of experience and subjectivity.
However, the possibility to capture atypical scenarios during the initial hazard
identification phase heavily depends on the experience of the userDyaSI

method was buitt to systematically approach the issue of critical event identification,
screening and organizing availlable information. The systematic approach of DyPASI
should limit the possibiity of failing in the identification of some relevaetcident
scenario, so as to give the analyst a chance to obtain or update comprehensive resultts.
Knowledge ornwhendata is collected and risk is assessed in Dynamic Risk Analysis is
also fundamental to understand the limits of such approach. In factjstinetin
between reactive and proactive approaches reflects different projections in time for the
risk assessed. Reactive approaches respond to an event that is directly associated with
the overall risk picture (e.g. failure or success of a technicadtysafystem) and
presumably closer in time to a potential accidenftnot the accident itself. Whereas,
proactive approaches include in the analysis also relevant early deviatons from the
optimal condition, which have a lower degree of causalty onenfit accident (e.g.
worsening or improvement of organizational factors).

The BIDRA technique is based on sound statistical theories and falls under the
definition of reactive approachdKhakzad et al. 2016; Scarponi & Paltrinieri 2016)

In fact, it updates the risk picture of the system considering information on past events
indicating failure or success of safety barriers. For instance, the example of application
proposed in the previous chapter shows how this technique can identify worsening in
the safety system, or a negative drift towards risk conditions, through the registered
failures in the reqgular tests of safety instrumented systems. Due to the specific
chamacteristics of the data used as input to BIDRA, technical information on the
performance of safety equipment is relatively more suitable. This performance may
affect the probabiity of an accident on a higher degree than operational and
organizational factrrs, because closer in the causalty chain. However, not only
incidents and near misses can be of input to BIDRA, but also results of regular technical
tests, which would allow constant update with known lag. The main requirement for
BIDRA inputs is a cedin degree of objectvity allowing for distinction between
success and failure of safety barriers, providing for relevant and critical basis for the
analysis.

The Risk Barometer is a recent technigialtrinieri et al. 2016; Hauge et al. 20156)

is relatively adaptable to the degree of available information present for the case. The
evaluation of the relative importance of the system safety barriers (and the omission of
parameters representing the little influential safety barriers) should be preferably
perfomed based on previous risk and barrier analyses. In case pieces of information
are not available, the evaluation may be based on expert judgment and subject to a
higher level of uncertainty. Poor judgment may result in the exclusion of critical
parametersThe indicators colected are heterogeneous and should be translated into
mutually comparable scores. Their different nature affects the time lag with which risk
is dynamically updated. In fact, they have different collection frequencies, which may
alter he overall result. The Risk Barometer characteristic of proactiity resides in its
capacity to consider and process also underlying operational and organizational factors,
which may affect the performance of safety instrumented systems during operations.
Such factors may be earlier in the causality chain than a technical failure and, for this
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reason, are defined as early deviations in the sequence of events leading to an accident.
Their link with the overall risk is not as direct as technical indicators tlaeyl are
relatively challenging to define, which may lead to omission or dexdnlmting. For

this reason, the Risk Barometer accounts for the relatve importance of indicators in
respect of the overall risk by means of specific weights and weighted sonsnaSuch

weights are defined on the basis of expert judgment. This may bedimeming and

lead to new uncertainties.

It is worth noticing that the terms fAreact
In fact, BIDRA does not only collect infolation from previous events (near misses or

incidents), but also consider the results of tests of safety instrumented systems, which
provides a certain degree of proactivity in the analysis. Whereas, the Risk Barometer
elaborates both reactive and proacindicators and its applications have proved to be

relying on the formers on a higher extent. For this reason, such classification may be
reductive and the overlapping between the two techniques may turn considerable in

some cases.

Important differences diween the techniques stand out concerning the risk updating
process. BIDRA considers the components of the process at a rather superficial level.
It may evaluate the current failure probability of a safety barrier based on its behaviour
in the past. Sucimformation may support maintenance planning and lead to corrective
maintenance or risk management in general and lead to additonal safety barriers.
However, the technique does not allow investigating on the possible underlying causes
of malfunctioning. @ the other hand, the Risk Barometer provides a deeper insight of
the causes. It focuses on factors affecting the general behaviour of the system. In this
way, it makes possible the identification of a negative drit atan early stage of the cause
consequace chain leading to an undesired event.

The Risk Barometer represents a further development of BIDRA. In fact, the Risk
Barometer takes into account underlying factors (addressing organization health and
operations) in addition to the test results aadtpevents considered by BIDRA. This
provides more details to the overal risk picture and approximate assessment results to
the real system condiions.

Complementarity may reside in the potential of one technique to (partially) valdate the
other. Despe the possible uncertainty in the definition of variance, the mathematical
model of BIDRA is more solid and it is based on definte events of technical success
and faiure. Whereas, the Risk Barometer uses relatively simple aggregation rules for
heterogeeous indicators, organized in a hierarchical structure and weighted on the
basis of their relative importance. The definition of this risk model is strongly affected
by subjective judgment and experts should be consulted for most of the Risk Barometer
sters. For this reason, BIDRA results may be compared with risk values from the Risk
Barometer. However, such validation is solely related to the Risk Barometer capability
of treating technical indicators, because, for the sake of consistency, the technique
should be deprived of organizational and operational indicators.

Finally, this work presents some solutons for dynamic risk visualization. Clear

hierarchy should ordinate all the elements and allow the potential user to browse among
the risk analysis relisi and dril down to the aggregated detais. In fact, the utimate
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purpose for such visualization solutions is improving the support for critical decision
makers, from risk managers to daily planners. In this case, the risk barometer aims to
not only offging graphical user interfaces for risk communication, but also
continuously updating the risk picture on a +4@aé basis and providing detaied
information of the subsystems involved.

5. Conclusions

This contribution shows that risk analysis in the psscindustry is evoling. The
concept of dynamicity has gone beyond time dependence and online monitoring. It now
encompasses progressive calbration/ refnement of noninear repetitive processes,
reacting and adapting to changes and new information fiddesvever, the main
uncertainties are related to the process of available information. Proactive approach is
desirable, but its reliability should not be compromised. Moreover, such tools should
be able to provide effective operational support to provice ingpact for process
industry.
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Haoi zon scanning approaches for
physical threats to water
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N-7465, Trondheim, Norway

Abstract

Safety and security (cyber) assessment of aitidnfrastructures is essential
contribution to ensure robustness of urban water systems. In a risk management
context, the quality of risk identification and risk evaluation processes are critical to
achieve appropriate risk pictures for rigskducing puposes. Cybeattacks related to

ICT systems in combination with physical safety aspects of water and waste water
systems constitute an emergent threat landscape for water utilities and the society.
Horizon scanning and related methods are suggested tooiepawareness and
collective sensenaking capabilities in, and between water utilities, cooperating
companies and stakeholders. Horizon scanning is a collective term of approaches
capturing weak or early warning signals for use in political discourse asuisthr
making. An initial literature review of approaches has been carried out, with-a pre
evaluation and discussion of the effectiveness of such to uncover types of hidden and
emerging threats to water utilities.

Keywords: Water utility, Horizon scannin@yber security, Risk management

1. Introduction

This paper deals with safety and security aspects (cyber) related to the- camdiol
surveillance systems of water utilities. Cyber security can be described as elements of
an emergent threat landscapdeTpaper discusses whether horizon scanning methods
are possible means to sustain robust urban water systems. The main intention is to
review the appropriateness of such approaches to water systems. Horizon scanning
share similar chalenges and opportesitiwith other foresight techniques. Here, we
refer to horizon scanning as the processes of collecting and assessing varying sort of
vague information, or early signals (warnings) about the future, and how this could be
translated into useful knowledge foolicy-, strategy, or operational decisiemaking.
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This work is based on an initial actvity of the Retarted EUproject STOPIT4, for
which the protection of water infrastructures from cypbysical threats are addressed.
Alimited lterature review bhorizon scanning approaches is presented, folowed by a
discussion of the usability and appropriateness of approaches teswapdr and
sewage systems (water utilities).

Complexity and interconnectivity of soeiechnical systemsthe social developent,

and urbanization increases the wulnerability of important societal functions. Critical
infrastructures, like water supply and sewage handling, are no exception in that respect.
In a risk management context, the quality of risk identification and euation
processes are most important to achieve accurate risk pictures for risk manage ment
purposes. Risk identification is typically regarded a 'static’ task that takes place a few
times during a system's lilgme, e.g. in the early planning phasesisicrucial, on a

more regular basis, to inform policyand decisiormakers about upcoming
opportunities and threats by some other means, having them prepared or making them
aware of possible changes and surprises/shocks (Anamatidou et al. 2012). At releva
approach for this purpose is horizon scanning, which is defined as:

the systematic examination of potential (future) problems, threats, opportunities and
likely future developments, including those at the margins of current thinking and
planning. Horion scanning may explore novel and unexpected issues, as well as
persistent problems, trends and weak signals. (Van Rij, 2010).

National horizon scanning activities have been carried out quite recently, e.g. in the
UK, in the Netherlands and in Denmark (VRi, 2010). A national horizon scanning
activity also took place in Singapore under a risk assessraedt horizon scanning
programme. The programme led to continuous-teneind capabiities to collect and
classify data, analyse and understand relatipastand anticipate emerging issues that
could have strategic impacts on Singapore. A relevant -@imnt example, is the
Maroochy Shire cyber event from Australia, year 2000 (Abrams & Weiss, 2008). It
was a targeted cybe@ttack on a SCADA radigontroled sewage system that caused
800,000 ltres of raw sewage spiling out into local parks, rivers and grounds. Marine
life died, the creek water turned black and the stench was unbearable for residents. The
main investigation report concluded that personmele not trained in preventing,
recognizing, or responding to any kinds of cybsated attack at that time
(Anamatidou et al. 2012).

1.2 Objective

The main objective of this paperis to demonstrate whether horizon scanning methods
could fit in sensingemerging cybephysical threats to water utilities. How, and to what
degree would such methods enforce early warning capabilities, increase awareness and
cooperation in the water sector as a means for pddiogl strategic decisiomaking?

14 Strategic, Tactical, Operational Protection of water Infrastructure against-ghigsical Threats
(STORIT), EU-project funded by H2020.
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2. Descriptionof water utilities with operational concerns

In the following we wil describe atypical Norwegian water utiity, with the waded

waste water systems (Johnsen & Rgstum, 2015). Water utilities involve both technical
and management systems, but alsgaoizational and human cultures that wil be
elements in aholistic risk management. Figure 1 shows an example oefavatevaste
water routes, from the precipitation areas via the water treatment and distribution
networks, to the waste water networks agstems. Critical systems or components are
identified, e.g. the pumping stations with its control system. In addition to physical
systems, information and communication technology (ICT) for system control
integration and communication are significan€Tl systems have become a central
buiding block in every critical infrastructure. Systems are then highly dependent on
the security, stability and integrity of these ICT systems. Thus, the attention of industry
actors and policymakers towards critical as#ructure protection has grown
remarkably (Alcaraz & Zeadaly, 2015).

- : r _fl__i i—-ﬁ-ﬁ*

Precip. | Dam | Water | Water Elev. Building | Sewer | Pump Sewer Recip.
treat. | distribution | basin | consum. | piping | stations purific.
Common infrastructure: ICT net (adm./technical netkdito the Internet, operational centre

Figure 1. Context: Objects in a typical water and sewage
utility, following water from the precipitation areas to
recipients

Figure 2 ilustrates some of the process control and ICT administrative objects.
Programmhle logic control (PLC) systems are established for process control. Along
with the ICT infrastructures, data network, operational control centre and adm.
network, these objects constitute a totalty. In additon, we have the organizational
responsibilitis of the company that also involve subcontractors, ICT departments and
the individual employees with their specific knowledge and attitudes.

| Operational control systemj Operational control centre| Adm. systems | El. power, cooling |

Vann og aviep
infrastruktur

Figure 2. Example of proess control, ICT and adm.
network found in a water utility
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3. Horizon scanning as policy strategic decision support

The literature identified is based on a general search for articles on the subject horizon
scanning through Google Scholar. We have a&sarched for articles that link scanning
methods to the planning and operation of critical infrastructures such as the water
supply and wastevater systems.

The folowing descripton draws attention to horizranning approaches and
methods from this #rature. The main concepts presented here are based on the
previous SESTI projett (Anamatidou et al. 2012).

Horizon scanning implies a search process, which is extended at the margins of the
known environment and possibly beyond it (Loveridge, 2009)zélorscanning aims

to identify emerging issues, signs, events or trends which may present themselves as
threats or opportunities for the society and policy. Konnola et al. (2012) regarded
horizon scanning as a creative process of collective seaking. Typically, it builds

on concepts aimed for identification of weak, and/or early warning signals within
frameworks of poltical discourse and decisibaking.

3.1 Kinds of scanning approaches

There are different approaches which underpin the scanning grdoes way to
categorize the different approaches is to differentiate beterploratoryandissue
centred scanningAnamatidou et al. 2012).

3.1.1 Exploratory scanning

The exploratory scanning approach concentrates on assembling potential emerging
isstes from a wide variety of data from different signal sources. The aim is to identify
a long list of signals that are precursors for emerging issues, only demarcated by the
polcy domain selected (e.g. healthcare or energy). At the end, the long lishal sig

is clustered into potential emerging issues. -faring is an example of atool that can

be used to identify clusters.

3.1.2Issuecentred scanning

In issuecentred scanning, a hypothesis is evaluated, i.e. a hypothesis of emerging
issues. Prelming descriptions of issues are used as a core to identify potential
additional signals that could either confirm, or deny the real emergence of the issue. It
starts from the wide range of existihg and potential emerging issues (hypotheses) and
searches foweak signals to strengthen, or question the specific hypotheses. As a
starting point, a frame of reference is conceptualised for the chosen polcy domains.
Signals are then sought that give a full or substantial future narrative with high impact
for a cerain policy level. These signals are referred to as primary signals, which could
appear in form of articles, presentations or videos. Only documented items with "full
storylines"”, connecting factual findings or plausible assumptions in a logical way with
aforeseen future high impact, are considered. These storyines usually imply, either
implicit or explicit, elements that could be used as indicators for the realisation of the

15 The SESTHproject Scanning for Emerging Science and Technology Ispwasfunded by the EU
commission through the seventh European Framework Programme
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storyline. It should be clear that isscentred scanning does not predict argues.
Rather, it provides tools to alert for potential impach issues that need policy
attention.

3.2 Methods and tools

3.2.1 Sources of information and tools
Both the exploratory and isswentred scanning approaches use the internet as the
main soute of information. The SESTroject utilized the folowing scanning tools:

Web-based search engines as Google, Google News, etc.
Timeline, Google Insight and Bing

Expert reviews and surveys

Visits to conferences and seminars

A special 'SESTI' wiki to evak contributions to the scanning process
Active use of blogging and mictblogging (Twitter)

Textmining

=4 =4 =4 =4 =4 =4 -4 =

Expert/stakeholder workshops

Some of the methods above are suitable for obtaining specific information like the
expert reviews, surveys and visits tnferences and seminars, whie other tools like
the initiation of a wiki and the active use of blogs and mimogging can encourage
wider participation and dialogue. Methods could be grouped per various levels of
participation and automation in identdidon, processing and analysis of weak signals
and emerging issues. Such a grouping is shown in Figure 3.

Participatory methods

%)
°

g e N N

g Conferences §
o Wiki (physically present g
£ Twitter Surveys )
% (remote) @
o U J J o
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% e N e N (g
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o - Focused o
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3 pert review <]
-
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Non-participatory methods

Figure 3. Grouping of methods with respect to level of
participation and automation (Anamatidou et al. 2012).
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Focused expert reviews are based watermet scanning, which is performed by
professional scanners.

3.2.2 Scanning processes
The main phases of the SESTI scanning process are (Anamatidou et al. 2012):

Phase 1 Identification of weak signals. Emerging issues are usually formulated based
onsearches in different sources, and/or expert interviews.

Phase 2 Processing of weak signals according to the following steps:
- Step 1 Selection of the broader area where emerging issues will be examined

- Step 2 Clustering of weak signals

- Step 3 Assesing the significance of clustered weak signals

- Step 4 Framing the connected weak signals into clustered topics

- Step 5 Tentative modelling of signals/topics into possible emerging issues

- Step 6 Identification of the most significant emerging issues

Phase 3 Analysis and interpretation of emerging issues in-naigyng.

Rather than being antagonistic, the exploratory and-issoged scanning approaches

are complementary. Exploratory scanning mainly refers to the first scanning phase
(dentification of weak signals) while issuentred scanning spans throughout both
phases 1 and 2 of the SESSHanning process. The method of focused expert review
could be used for the entire scanning process. Within the aesiieed approach it is a
useful tool toidentify potential emerging issues, lke potential problems, threats,
opportunities and likely future developments, in a fast andeffisent manner. It also
enables identification of potential secondary signals that can be used to contextualise
issuesand to monitor their further development. Database tools that are connected to
search engines such as Google News Timeline, Google Insight, Web of Science, etc.
could be used for this purpose. As an assessment of the tools used in the scanning
process inlle SESTI project, the rates presented in Tablere given to each of the

tools about their appropriateness and usefulness to the scanning phases.

Table I: Comparison of tools for use in scanning (Anamatidou et al. 2012)

Tool Phase 1 Phase 2 Phase 3
Focused expert review High High High
Wiki Low Low Low
Twitter High Low Low
Surveys Low High High
Conferences Low Medium High
Text-mining Low Medium Medium

3.2.3 Policy implications and decision criteria

A proper assessment of weak signals shouldapslaited into policy recommendations.

At this stage, workshops should provide space for discussions between experts, as well
as polcymakers about the findings on emerging issues.

The main objective is to draw conclusions about possible implicationse oivéek

signals and clusters of such for policy, and/or strategic planning.
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3.3 Assessing, combining and clustering information

There is always a need to link the horizon scanning process more directly to strategic
risk and uncertainty management in agamisation. To make it more a decision tool
there has been an attempt to complement horizon scanning with strategic risk analysis
(SRA) methods and techniques. This was a way to appropriately assess and prioritise
the importance/likelihood and impact ofemging issues found on policy, strategy and
delivery mechanisms (Polard et al. 2004; Prpich et al. 2011, 2013). A further
development of this is an approach that uses a qualitative weight of evidence (WOE)
framework (lke Linkov et al., 2009) to establishmore systematic process for fitering
information (Garnett et al. 2016). As explained earlier, information is continuously

retrieved from t-hemewg&bdhboacapt ume &haalging

policy landscape. This knowledge and information emerging issues should be cross
referenced with academic and racademic lterature and through expert reviews,
using the WOE framework. It implies a comprehensive analysis of the external macro
environment (big picture) to detect and understandednly (weak) signals of change.
This is further distilled through informal and formal networks (e.g. within the water or
food supply domain) to identify emerging trends and understand the broade fomg
implications on an area (e.g. water qualty).

3.3.1 Prioritisation methods

Risk prioritisation methods, participatory workshops and consensus Delphi techniques
could be used (Linstone and Turoff, 1975). Additional clustering methods such as
network analysis (Konnola et al., 2012; Saritas and Miles, 2&&2elevant to capture
crosscutting issues and priorities to better inform decisimaking. Another online
collaborative tool, PearlTrees (Padoa et al., 2015; Licurse and Cook, 2014), was
successfully used to assess the 'information landscape’, tcoteatnd categorise
pertinent information per key factors.

3.3.2 Expert reviews

Colective intelligence from a wide range of domain experts to question and chalenge
current mindsets is preferable. Stakeholder workshops are employed to engage widely
and atall levels, reflecting a critical part of inteligence gathering. Active engageme nt
of policy officials at workshops encourage hHny and create opportunities for
workshop outputs to inform/impact on policy development and other institutional
change in te longt e r m. Finding the right mi x of
should thus, include a wide range of stakeholder and interest groups, e.g. from the
academia, industry, government and-gowernmental organisations, and wider public
entities. Claims of bias or poor representation of expertise in workshops may be
chalenging that ddegitimised outputs, resulting in dissatisfaction with the scanning
processes and/or the outputs of such. Therefore, the selection of experts is critical to
addressoncerns about bias.
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The following factors have been considered important in selection of the review experts
(Rathe et al. 2013):

1 Heterogeneous grouping wide range of expertise defined by different value
systems (e.g. coverage of broad range of interemix of sectors, type of
organisation and demographics).

1 Expertise internationally or nationally recognised expert (e.g. recognition in field;
extensive/recent publications; recognised by professional or trade associations).

1 Interest, familiarity anccommitment to procegsindividuals with a demonstrable
interest in the topic, familiarity and commitment to the process (i.e. analytical,
openaminded thinking among participants is encouraged, and effort is taken to
eliminate candour or rejection of idebhased on participants’ status or association
with an organisation).

4. An application - foresight capabilities in the water sector

The folowing example from Scotland applies scanning approaches to reveal types of
threats and opportunities affecting s in the water sector. More specific, it is
about factors, lke climatehange and landse polcy, and influences on the water
quality (Dunn et al. 2014). Climate and lanse drivers were used to depict possible
future climate and landuse change soarios, and evaluating their changing effect on
the water qualty risks. A simple approach for horizon scanning was thought of for the
implications of these scenarios on the water quality.

The objectives of the study were:

1 To identify key drivers of watr quality in terms of broad characteristics of the
climate that dominate hydrchemical transport and qualtative relationships
between different land uses and various pollutants.

To develop a qualtative spatial methodology to integrate these drivers.

To demonstrate the method by application of a simple set of clmate ardslend
scenarios for Scotland evaluating qualitative impacts on a range of key pollutants.

E ]

Water qualty is for sure affected by a broad range of factors in the environment.
Examples of such are basic physical nature attributes like the soil type, geology and
topography. Together with the climate, properties of these factors determine the natural
chemistry of water draining from an area. Key drivers of the water qualty may be the
climatechange impacts on increased rainfall intensity, with implications on pollutant
transport and bioavailability of the nature.

Whist climatic characteristics are primarily responsible for the transport of polutants
from the land to water bodies, it e 'land use' and its management that largely
determines the sources and availability of polutants. In broad terms, different
polutants can be associated with different land uses, although detailed aspects of
management and site situation can be exenmfluential in determining the risk of
polutant losses. In the study of Dunn et al. (2014), five primary categories of land use
in Scotland were identified: 1) arable, 2) grassland, 3) woodland, 4)natmiall
vegetation and, 5) urban/rural habitatio
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As part of the methodology (Dunn et al. 2014) the impacts of climate and land use
change are taken as interrelated, but a pragmatic distinction is adopted to the
methodology to make it as simple and transparent as possible. The two key data sources
requred are the baselne and future climate, and land use. Two different sets of
groupings linked to the climate change and land use change drivers together form the
basis of a qualtative model of risk, and a series of matrices were developed to translate
the various drivers into a set of polutant responses. Three sets of transition matrices
were developed, which described the relationships between:

1 Key clmate change drivers and expected pollutant responses
1 Impacts of changing land use on pollutant respsns

1 The relative importance of climate change drivers versus land use change drivers
on pollutant responses

A classfification system was used within the matrices:
T2 refer to a large decrease,
Tl refer to a small decrease,

O refer to neutral,

A =" =4 =9

+1 refer to a small increase,

1 +2refer to a large increase.

For each pollutant group and driver, val ue:
based on expert judgement, developed from the lterature and prior knowledge for

the predominant rural land use groups in Scotland. This step was initially undertaken

by kinds of scientists with expertise in the relevant disciplines.

As indicated, changes in land use can havere#ipositive or negative impact on water
gualty. For example, a change from arable land to woodland would be expected to be
primarily positve with respect to water quality. Similarly, whist some small negative
responses would be expected with a changm low intensity serpnatural habitat to
coniferous woodland, a change to arable production is possibly the biggest negative
change that could impact on water qualty. As results, a set of maps are produced
showing the polutant responses to the spediiternative) climate and land use
change scenarios. Reference is made to Dunn et al. (2014) for more details on how the
metrics worked for the different scenarios.
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5. Evaluation and discussion

5.1 Scanningi challenges and gains

The two examples desbed in Section 4 may be characterized as -ssmred
scanning in the way the approaches substantiated the emerging issues. In exploratory
scanning of potential problems, threats, opportunities and likely future developme nts,
a somewhat broader basisdonsidered from the start, e.g. by internet search er text
mining. One restriction seen from the use of internet scanning methods is the fact that
professional scanners may have biases in their searches and interpretation of findings.
These aspects argpically addressed in foresight approaches (Truffer et al. (2008).
While processing of information or expectations depend on individual experiences,
priorities and positions, they are at the same time the result of social interaction. Actors'
expectationsare shaped by their position, but also by the specific social discourses they
are actively or passively taking part in, e.g. particular professional discourses or media
discourses. Some expectations even become very widespread across different actor
groups thereby becoming shared points of orientation. That is, for some actors they
become takeffor-granted presumptions. But even if actors are more sceptical, they
tend to take these widelyeld expectations into account, because they know that others
share hese expectations. Thus, expectations can be subject to strong social dynamics.

Teams of scanners with different backgrounds would help to overcome this kind of
pitfall. Expert surveys can in fact be quite useful in the processing and analysis phases
haung an explicit focus on certain felds and issues. By comparing the SESTI
experience with experiences from other horizon scanning processes, it seems that
surveys are especially useful when areas are specified and the scanning starts from a
wel-defined Eld or sector, such as energy, water supply, or general science and policy
(CzaplckaKolarz et al. 2009; Smith et al. 2010; Sutherland et al. 2010; 2011).
Focusing on a specific field, surveys can deliver additional information on various side
aspects flated to the core issues.

Timing is a general challenge with early signal analysis. Due to the novelty of issues
the evidence basis at the beginning is rather weak while the impact may be tremendous.

5.2 Evaluation criteria

The evaluation of the differe approaches and methods faces several challenges. First,
each of the methods described above has advantages and disadvantages depending on
the specific circumstances under which they are applied. Some methods are better for
the intial phases of the sgamg process, whie others fit better into the analysis phase
(Table 1). Inthis regard, an evaluation across the different approaches and methods is
difficult as their success is highly contextual. However, common criteria can be
identified reflecting theinformation needs and interests of poltgkers, and the

degree to which they are met by the different tools and approaches.

Some criteria were defined by Anamatidou et al. (2012):

1 Connections, clustering of weak signals and degree of relevance dcife sprea
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1 Duration of weakness of signal, also associated with time at which signal is
observed

1 Origin (stakeholder(s) behind them) and novelty of weak signals
1 Rising ethical, legal, societal or cultural issues

1 Existence of a strategy already concerneth vwspeciic weak signal(s) and
emerging issues by a government or industry, poltical party or lobby, or
international organisation

1 Positive and negative impacts and associated policy implications
1 Polcy recommendations

Following the framework of tools nd methods presented in Figure 3, certain
combinations of methods can be created to provide a complete evaluation along the
scanning process. Three combinations defined by Anamatidou et al. (2012) are:

1 A) Twitter/wiki scanning which is complemented by peesing of weak signals.
1 B) Focused expert review which is complemented byrn@xing.

1 C)Focused expert review which is assisted by expert's survey, lterature review and
attending conferences.

In Table II, two of the above criteria are combined with tlierent approaches, and
their appropriateness is addressed.

5.3 Societal contexts of scanning

Horizon scanning is not merely about searching for signals and their factual evidence.
It is also about analysing and understanding the societal contextsl bl entire
process of intiation, communication, (r)evolution and dissemination of issues, as well
as their early recognition and monitoring. That means, not only the evitieses
plausible storyine in the identified future narrative counts. Itse arucial to collect
information about who inttiated the signals or issues, who followed, who opposed them,
when and why. Then we consider the interests, emotions and attitudes of the different
stakeholders as well as experts.

Overal, it can be said d@h the added value of emergisgue scanning lies in the
strategic combination of avaiable tools to broaden the spectrum of possible signals and
to interpret them in a functional way for decisimakers. In addition, the human
intelligence is a valuableecessity, either as a collective, or single experts, especially
for the alerting function of the horizon scanning process.

Another interesting aspect is to see to what degree scanning results are considered by
present policymaking processes comparednodelbased forecasting. It seems that
modelbased forwardooking results are considered a bit more seriously than horizon
scanning results, even though economic models completely failed to forecast the
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financial crisis of 200i72008. On the other hand, fan scanning in the Netherlands
and UK spotted the financial crisis two years before it started.

Table II: Analysis of combined approaches across evaluation criteria (adapted Anamatidou et al. 2012)

Framework/approach | Semiautomated, Semiautomated, Manual combined

(Figure 3) participatory non-participatory

Comb. of methods A B C

Policy implications Medium High High

assessment
Associated policy| Text-mining can show As reported in survey
implications of| the policy related responses andin
emerging issues ai terms. In focuseq literature. As
analysed by expert review| facilitated by
comparing emerging narratives in  thg narratives in focuse(
issues identified withl primary scanning| expert review.
topics in  prevous | usually contain policy
published implications or ever

thematic foresigh{ policy advice of the
reports and policy author.

documents.
A secon(_:iey s_cann'ng Conferences ar
usually gives ideas useful to  recruit
on elaboration 0| potential policy
proposed policies or | \orkshop
of critics. par‘[icipants .
Policy Medium High High
recommendations
Through discoursed Meta descriptions o| As reported in survey
networking, issues can be discsesd| responses and
interaction in  workshops with| in literature. As
with experts. Also via experts anq facilitated by policy
examination of| stakeholders,  whicl workshops.
relevant thematiq usually lead to

foresight reports an{¢ recommendations.
recently published
policy documents.

5.4 Impact on water utilities

Horizon scanning as a strategic approach for esinglater utlities seems to be
chalenging of several reasons. Anyhow, it must be provided as an opportunity for the
business, and resources must be alocated for the scanning process. In short of
knowledge, resources and time in own organisation, it magnbidea for the water
utiities to collaborate on this in sectassociations or similar. Another opportunity is

to engage a third party for the data collection.

Postassessment of the information can however, take place in teams consisting of
operating personnel from facilities in additon to the supporting personnel, relevant
suppliers and others. Based on-pesessments, the most relevant scanning methods
seem to be expert reviews and surveys.

As seen from Dunn et al. (2014), the analysis of datddcbe designed as a tool for
interaction with stakeholders, e.g. for horizon scanning a range of different pollutants
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under different scenarios. In this case, to obtain mapped outputs depicting the
gualitative responses to pollutants. In the example ptiietant responses were based

on expert judgement both in terms of the key climate and land use change drivers, and
the degree to which these drivers could influence the response. Similar approaches may
be applied to other problem areas connected tarwiiiges as well.

6. Conclusion

In the present paper a description of approaches, and discussion of horizon scanning
approaches related to cyhehnysical threats to water utiities have been presented.
Horizon scanning is generally seen as an instrumweth two main functions: 1) the

alerting function, and 2) the creative function. Forthe alerting function, comprehensive
methods are needed to scan and assess early warning signals that may indicate potential
emerging issues. The information origin siam a variety of published information,

media and digital sources. For the more creative function, scanning methods need to be
complemented with tools and participative processes that, on one hand, focus on
clustering and synthesis of the scanned infbiona and, on the other hand, human
imagination and creativity.

As explained, different approaches to scanning, identifying and assessing potential
emerging issues exist. The issues found from scanning processes are however, highly
dynamic, social constrtg that are partly evidendeased, and partly the results of the
imagination, thinking and debating that takes place within different organisations and
segments of society. The applicability to the water sector is therefore a matter of
organisational conee, the abilty to play on some 'extended' knowledge and resources,
both within and outside the operating business.
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Extended Abstract

The present work deals with the development of a new Accident Precursors
Management System, starting from the HFACS taxonomy and the Fuzzy Application
Procedurei FAP, already devised for the industrial risk analysis. The methodology
proposed is composed bydata collection procedure, carried out in situ and that
requires a short interview to the personnel involved in the observed events. Afterward,
a data analysis tool, based on the Fuzzy Logic Approach, allows to obtain the
preventive measures suitable tope with the accident precursors analysed. The
methodology described is generic and it does not depend on the working site type. It
has been tested in a real industrial workplace and the results obtained are shown.

Occupational accident prevention has beébistorically approached by Safety
Managementusinggxost acci dent analysis in differei
from the experienced approach promotes dif
the accidents, as fundamental tools to identifyses and to help of planing the

prevention measurement.

Beside the Accident Analysis, several authors suggest to improve the risk prevention
with an effective Near Miss. The fAiZero Acc
by companies characterizeby few occupational accidents, addressed the Safety
Management activity to support the occupational accident analysis with the accident
precursors identification and reporting. The accident precursors can be defined
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referring to the accident definition the Event Tree Analysis as a truncated accident
sequence. According with this definition, the concept of accident precursors can
include Near Miss event and both Unsafe Acts of personnel and Unsafe Conditions of
working places. The difference between thibsee categories is the closeness to the
complete accidental sequence. A full adoption of a Safety Management system,
including precursors management, according with Zero Accidents Vision, allows a
better control and reduction of occupational risk, meaiva careful control of the
working conditions and personnel acts should prevent accidents and improve
operational efficiency.

Near Miss Management system could not be designed as a simple expansion of
Occupational Accident Analysis System. The numbéteaf Misses is higher than
accidents, and their hidden nature requires a different skill of identification compared

to an accident that shows evident consequences. These factors suggest that a Near Miss
Management system requires higher resources dispkaerto be reported and
analyzed due to the large number of data. Initially, the Near Miss Management system
has been developed in process industry and medical sector, then the system has been
extended to the construction field and the manufacturing ingudtiear Miss
Management system usually is characterized by four steps:

NM identificatiorn

Assessment and Prevention measurement plgnning

=A =4 =4

Prevention measurement application
1 Feedback.

1 This structure is, generally, adopted with two possible approachds: asuthe
bottom up approach and the centralized approach. The first approach entais that
the Near Misses from a plant are reported by the onsite workers and supervisors,
while the Health and Safety office may help in analysis and feedback actvities. In
the centralized approach, instead, the Near Misses are reported by the Health and
Safety personnel or by external personnel that manage all the activities.

1 In this work, a new Accident Precursors Management system has been developed
starting from the struate of the Near Miss Management system based on the
centralized approach. The Accident Precursors Management system has been
developed as a general method for detecting and reporting accident precursors in a
wide range of working actvities. It has beersigeed as a decisional supporting
tool for the HSE service, and it is based on the following structure:

1 Occupational accident precursors identification and reporting (Unsafe Acts
and Conditons and Near Misses);

2 Data analysis;
3 Prevention measurement ping and application;

4 Feedback.
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The first step is performed as a collection of data supported by a methodology based
on the specific taxonomy (HFACS) applied to external personnel and requires also a
short interview to the workers involved. This intemvi has to be performed in order to
identify, as soon as possible, the root causes of the accident precursor observed and it
is completed by a prelminary assessment (classification) of the event. The second step
is based on the Fuzzy Logic Approach: a tobhlly developed for the occupational
accident risk assessment that has been modified to be used in case of the accident
precursor analysis. It alows an aggregate approach to the accident precursor
assessment and leads to the preventve measurenagmingl in accordance with the

HSE service. The last two steps have to be designed case by case, as they are strongly
dependent on the characteristics of the workplace.

The paper is organized as folows: a first a description of the data collection
methoddogy and of the data analysis with Fuzzy Logic Approach is given, then a case
study application is presented and results are discussed.

Keywords Accident precursors; workplace risk management; preventive measures;
risk-based decision making
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Abstract

We present a novel framework to enhance safety imagination in-tegbinical
systems with gamification and conm@tional creativity. This relies on the usage of the
Functional Resonance Analysis Method (FRANM) systemic analysis of soeio
technical system. In our proposal informationtba system structure and organization
both asimagined and aactually donas elicited from shargend operators by means

of a gamified and participatory approach and through an iOS app. Then such
knowledge is organized as a domain ontology compliant with FRAM and is used to feed
a computational creativity system (i.e. Creativity Miae) and to support the analyst

in conceiving FRAM models. Even if the approach is general, here we address a case
study concerning healthcare and, in particular, an accident happened during an
abdominal surgery.

Keywords: Safety, FRAM, participatory nmedichg, healthcare, ontology.
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1. Introduction

Analytical methods for safety analysis of setachnical systems require the definition

of models representing the relevant aspects of the system to be analysed. An example
is the Functional Resonance Analydi$ethod (FRAM) (Holinagel 2012) a recently
developed method for systemic analysis of ste@hnical system, where models
represent the functional relationships amo
large systems, e.g. systems with many hub@sed activities, technological artefacts,

and procedures, buiding these models can be demanding in terms of having a clear and
complete understanding of the system structure and organization hHotgased and
asactualy done. In particular, for undexstling workasdone, information is usually
gathered from informal or structured interviews, observations or other interaction
means. These activities imply the collaboration of various systems stakeholders,
including sharpend operators, who generally balimited time to be involved in a
strenuous knowledge elicitation project and may not be enough stimulated to
collaboration. On the other hand, subjective interpretation of the gathered information
could be error prone or lead to incomplete descriptions.

To deal with these problems, we propose the FRAMbolEEAM-based ontology for
safety Imagination through Collaborative Environneirffamework consisting of a
gamified and participatory knowledge gathering approach to boost engagement of
systems stakeholde and of a formal semantic repository to organize the colected
information, upon which performing automatic reasoning to support users in thinking
unimagined situations that may occur and that are relevant to safety analysts.

Indeed, gamification, inteedl as the use of game design elements ingaone
contexts, aims at increasing users activity and creativity and it is being used in various
contexts, such as training in enterprises and open innovation. The second aspect of the
approach refers to the cdgity to generate coherent conceptual representations of the
users information concerning systems functions and their-deteendencies (e.g.,
couplings in the FRAM notation), including unexpected situations, at various levels of
abstraction, taking admtage of a FRAMbased domaispecific ontology and of
semantics techniques.

The approach is supported by the FRAMboICE mobie app to manage the gamified
information collection process from the users and by a novel software application,
named Creatvity Maune (Coletti De Nicola, & Vilani, 2017)implementing
computational creativity techniques to automatically suggest concepts describing
FRAM functons and realistic situations affecting their performance, selected from the
FRAM-based ontology. This approach is discussed through a healthcare case study,
adopting a safetpriented perspective.

The rest of the paper is organized as follows. Sectionefybdescribes the FRAM
method for safety analysis. Section 3 describes the healthcare case study. Section 4
presents an overview of the safety imagination framework and its components. Finally
Section 5 closes the paper with some considerations onféiye isaagination problem

and some future research directions.
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2. FRAM for Safety Analysis

FRAM is a systemic method to analyse complex staahnical systems. The aim of
FRAM consists in describing the wedsdone in everyday practices as a means to
manaje the complexity and understand where potential criticalities may emerge. Since
the FRAM is a method rather than a model, its first stage of application consists in
developing a model of the specific actvity that is the focus of the analysis. Once
develped the model, the second stage consists in developing instantiations of the
activity for the analysis of the complexity itself.

2.1 FRAM principles and building steps

The FRAM relies on four principles, which acknowledge the need to manadeer
than reducei the complexity of work domain, in line with Safdty and Resiie nce
Engineering(Holhagel 2012)

1 Equivalence of failures and successes. Faiures and successes emerge from a
common source, i.e. everyday performance variability. The variabilitywhit
alows both things go right and things go wrong, depending on local and global
interactions among systemds components.

1 Principle of approximate adjustments. Human beings as individuals, groups (or
even organizations) adjust their performance to ddhl the complexity of the
operating scenario. These adjustments become usualy unavoidable, due to the
variability of work conditions, partly intractable and underspecified.

1 Principle of emergence. In complex systems, it is not always possible to énk on
(or muktiple) linear static causes to effects. More specifically, many events are
emergent rather than resutant from a speciic combination of fixed conditions.
Transient combinations of factors might not leave detectable traces for a posteriori

analyss.

1 Functional resonance. The functional resonance represents the detectable signal
emerging from the unintended interaction of multiple signals. This variability is not
random at al, but it often depends on recognizable behaviours of the agents
involved in the analysis, which act dynamically, based on local rationality.

A FRAM model is generally developed following four steps (Holnhagel 2012):

1 Step 1: define the functions of interest, adopting a functional perspective. In FRAM,
a function represents antmity necessary to produce a certain outcome. The
outcome of this step consists in describing what an agent (individual, group,
equi pment , organization) does, by means
Input (1), Output (O), Time (T), Control (C), Prawtition (P), Resource (R), see
Figure 1.

1 Step 2: identify function variability. Each function has to be explored in terms of
its variability, which can be endogenous, exogenous and/or deriving from
upstrearndownstream coupling (discussed in detail in S3gpThe description of
variability can be expressed by means of different phenotypes (e.g. timing,
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precision, speed) depending on the specific function. The outcome of this step is
the basis for characterising the expected (potential) variabilty of tivityaas
carried out in the everyday work environment (see Step 3).

Example
Function

Figure 1. A FRAM function represented as
hexagon.

1 Step 3: aggregate the variability. This step aims at understanding how system
performance affects and is affected by the couplirgiabilty. The upstreaim
downstream interaction is described exploring the model paths identified by actual
or hypothetical events. For this step, it is possible to use information gathered from
real case sttuations (e.g. an accident analysis), as a r@eanggest one or more
instantiations of the model, i.e. potential aggregation of variability in a specific
scenario. These instantiations can be analysed to find an explanation of why
something happened (as in accident analysis) or a plausible scenatiatanay
happen (as in risk assessment)

1 Step 4: manage the variability. Acknowledging the need for a portion of variability
in complex societechnical systems, this step aims at understanding the most
effective way to manage it, rather than simply elmiing it, as for tradiional
approach labelled as Safdtyapproaches. Depending on the specific scenario,
variability can be damped, amplified or just monitored, addressing the need to add
a safetyrelated indicator.

2.2 Gathering data from developing &FRAM model

Since the FRAM aims to understand the variability of everyday work, it is necessary to
explore the nitygritty of work, developing the analysis in strict relationship with
sharpend operators. On this path, observational studies representnaagmused
technique for acquiring knowledge of a naturalistic context. In particular, for FRAM
oriented analyses, op@&mded naturalistic observations, ie. pure observations, are
adopted frequently to observe work without any preconception as an appgooach
informal conversation with practitioners (Patton, 2002). In addition, for developing a
FRAM model, conversational or sestructured interviews are used frequently (or
complementary to observational studies), even if they require an expert interviewer
able to ask opeended questions (Hackos and Redish, 1998). However, even if these
kinds of data collection techniques are used in FRAM model development, they require
efforts, which usually become tir@nsuming. It is also necessary to underline the
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cerral role of the observer/interviewer, who must have fi®gs to inspect a work
domain with imited bias, and interviewing skills to steer the discussion in a convenie nt
and meaningful direction. For these reasons, developing an automatic er semi
automat technique for data collection in collaboration with sharng operators would
generate relevant benefits in terms of model development.

3. Case Study: Safety Imagination in Healthcare

New chalenges constantly affect healthcare practices, mainly doe twstrumental,

procedural and organizational innovations of recent years (Woods and Cook, 2002).
Furthermore, in everyday actiities, work conditions are underspecified, as well as
functioning principles, d ue patient state,eneed r i 0 0 s
for specific resources, unique case presentation) (Hernan et al, 2015). For all these
reasons, even a simple practice in healthcare is not that simple, and consequently
netther its representation. When the purpose is to describenngedniu | | y a hospit
dynamic relationships, variabilities and agents it is not enough to simply make
unstructured content and data analysis available, rather they must be previously adapted

to a common ontological layer. This latter allows the analystateeg understand and
eventually rearrange those relationships, variabilities and data belonging to the
healthcare domain.

For example,considering the process of administering drbgre areseveral types of

drugs, different for primary goal (e.g., aftii ot i c , sedative, met abol
administration, side effects, and sm In addiion, different healthcare operators

interact with the same drug in a different waye. transferring i, preparing i,
administering it, checking its stateSince me soluton might be understanding
ontologically different data under the lens of FRAM, we must build an ontology based

on the FRAM methodds structure.

For the purpose to explore this possibility, we propose a taxonomy buitt from a simple
pilot case study an abdominal surgery, in which disposable materials might be
forgotten in patient's body. This scenario may represent a typical accident, and thus it
is a valuable candidate as a seed from which developing a base ontology. This
paragraph summarizes a eastudy folowing an example presented in the FRAM
handbook (Holnagel 2012).

As reported, the team included two specialist surgeons: mawmo knew well the
procedurei and assistant surgeon. Both agreed with the personnel management to
operate simulaeously on more than one intervention (event that occurs occasionally
when the faciity is short of staff). In this case, the main surgeon had to leave after the
suture completion to execute another operatikin to the main surgeon, the assistant

had toleave the ongoing surgery twigefrst after atissue sample removal, and second
after stopping an haemorrage. Since during the procedure the bleeding had been
problematic, stopping it had required a multitude of sponges. The scrub nurse always
counts dlthe instruments and material used, but this time had missed a sponge and a
disarp still in the patientds aS8iteothee n, and
patient was participating in a study, the scrub administered a special analgesic to him.
Once the assistant surgeon had removed the didarpsked the main surgeon to suture

the wound by himself, and left the operating room for the second time. Aidimg
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the main surgeon was awaited in another operating room, and in hl@rgtarted

suturing the patient assisted by the scrub nurse, but no one checked materials. During

this, after checked the study's papers, the supervising nurse realized that the analgesic
prepared was wrondhe three present nurses discoursed about which analgase. to

After that the scrub nurse prepared a new syringe with the right analgesic. The
operating roomdbs phone rang to notify to tI
and scrub nurses did a final check of the instruments and realized that a sgbage an

disarp were missingEveryone was summonedyan and the patient, alreadytébated

and whom wound had been suturated, had undergo to a new surgical operation.
Fortunately, after all those mischievous episaithespatientremained unharmed.

The FRAM analysis is continued by describing eadpect of each function identified

above. When the output description of a function corresponds to the description of one

of the five left over aspects of another function a coupling is established among these

two functions, thus the order in which is done does not matter, only completeness does.

The counting of instruments and materials happens twice in the example, one before

and one after the suturing, thus two distinct functions are needed. As depicted in Figure

2, some functions are grey, representing the boundaries of the analysis, they are so

call ed Abackground functionso. For ours ai
placeholders to expand incrementally the underlying ontological framework, and thus,

the taconomized model.

Figure 2. A simpified FRAM instantiation of an
accident in healttare; avaluable starting point to
develop an ontology.

While other techniques and tools may be usetuid a FRAM instantiation sharp

end oper at or sportng abbul thetr goin acevitiesf cammot beeoverlooked.

This problem arisespecifically in healthcareand thus could be overcome through a

gami fied data gathering by means of healt hc

The <check of mo d e Implateness oin & tirexpeasive yssueaai d c o
FRAM method, that with th&RAMboICE appcan be solved letting each of human
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(.e., healthcare operators, ontology master, FRAM analyst) and artificial (i.e., FRAM
based ontology, FRAM designer) agents doing it autmusly repeatedly at several
different points of the model development process. The consistency is ensured
checking that aspects are described using the same names over the distinct functions.
On the other hand, the completeness is checked spanninghtreaad function one at

time assuring that all aspects described in the instantiation can be found at least in two
functions, is to say that no dangling aspect can exist.

4. A Safety Imagination Framework based on FRAM Semantics

Here we present the safetyagination framework aiming at supporting the FRAM
model definition process from the elicitation of knowledge from slkeap operators

(e.g. healthcare personnel) to the design of a FRAM model. The framework includes a
FRAM-based ontology, the FRAMboICE $app, and the creativity machine. The
ontology, which is a formal specification of a shared conceptualizgBmmst, 1997)
(Gruber, 1993) gathers concepts and their relationships modeling an application
domain, as the healthcare.

Figure 3 depicts the whole process for the healthcare case study. The healthcare
personnel provide inforn@n about their domain of interest by using the FRAMboICE
app, which leverages a gamification approach. This relies on the upper model of the
FRAM-based ontology and is fed by predefined ontology concepts (step 0 and step 4).
By means of the FRAMboICE appg-RAM functions are described (step 1) and
collected in a reposttory (step 2). Then the ontology mg&erNicola & Missikoff,

2016) an ontology engineer with decisional role, reviews the functions and updates the
ontology (step 3). Finally, the FRAM analyst buids FRAM models (step 7) by
accessing the tology with semantic queries (step 5) conceived to support creative
activities (step 6), as combination or transformation of functions and their aspects and
similarity reasoning on function aspects.

4.1 FRAM -based ontology for healthcare systems

The FRAMbased ontology for healthcare systems aims at representing knowledge
concerning the healthcare domain structured according to an upper model derived from
the FRAM method. To this purpose we identified the FRAM Ugpexl Model
(FUM) representing the mostelevant FRAM concepts and the ontological
relationships linking them. A FRAMbased ontology is obtained by extending FUM
with domainrspecific concepts. With respect to other existing upper level ontologies,
as SUMO(Nies & Pease, 200Bnd DOLCE(Gangemi, Guarino, Masolo, Oltramari,

& Schneider, 2002) FUM is not general purpose and is caves to support
engineering of FRAMbased ontologies to be used to support the process of designing
FRAM models.
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Collection

FRAMboICE — f°f A
App unctions

i ﬂ @ ﬁ e
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/

Ontology
Master

Creativity FRAM-based

Machine . Ontology for

Healthcare

Systems

FRAM
Analyst

FRAM
Models

*

FRAM
Des:gner

Figure 3. Safety imagination framework based on FRAM
semantics. The numbers represent the sequencing of
activities needed to define FRAM mdsle

The FUM upper level concepts are derived from the FRAM modelling entities. Among
them, FRAM Elementis the generic concept that is specialized Aigent Aspect
Function and Phenotype Then Coupling allows representng how two diferent
functions lirk together andCoupling_effecmodels the corresponding effect, which
could beAmplifying DampingandNo_effect

The FUM relationships are modelled in the ontology as object properties. The
hasAspectobject property relates twhspecs. It is specializedin the hasContro)
haslinput hasOutput hasPreconditionhasResourgeand hasTimeobject properties.
hasFunctionis the inverse relationship diasAspect The hasPhenotypeobject
property relates autput with its Phenotype The hasDownstreamAspeadbjed
propertybetweenCouplingand InputandhasUpstreamAspeobject propertybetween
Couplingand Outputallow to specify the role of the aspects in a couplirmaly the
hasEffectobject property relates th&€oupling concept with the corresponding
CouplngEffect
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Figure 4 shows an excerpt of tlk@inctionconcept specialization hierarchy for the
healthcare case study. This is depicted by using the OWLViz plugin of the protégeée
ontology management systgi@tanford, 2016)

<4 FRAM-ontology (http://www.semanticweb.org/antoniadenicola/ontologies/2017/2/FRAM-ontology) : [CAUsers\Antonio\Dropbox\ADN-ML\FRANNFRAM-Surgical_Incident_ontology..  — O X
File Edit View Reasoner Tools Refacter Window Help

< © FRAM-ontology (http://www.semanticweb.org/antoniodenicola/ontologies/2017/2/FRAM-ontolog || Search...

Active Ontology » | Entities x | Individuals by class = | DL Query = OWLViz =

Asserted ¥ LS R I AIEIE « a7
\ owl:Thing Asserted hierarchy | Inferred hierarchy
Coupling e — =
Coupling_effect ( Suturing_the_wound ) ml
FRAMElement ——
b Agent _—
» Aspect

( Haemorhage p)
B Achieve_haemostasis o
» Administer_drug

B Complete_surgical_procedure

» Count_instruments_and_materials
Excise_tissue_sample
Haemorrhage

Initiate_surgery

Prepare_drug
Suturing_the_wound .
Waking_the_patient P

(" Waking_the_patient )

(: IVAEhIEVE‘?haEmDSIaSIS:) ¢ Freparefdlagnnstmiagemidru'g: Pl
— ,//' — —
— \3-9/ — .

[¢ Exmseftissueisample_\ / x'_r_F'reparef\magingiagemidrug Pl

L

Phenotype --Z:__Funcnon : _
FRAMModel el
[ FunctionRelevance
[ FunctionType

< complete_surgical_procedure > |  Prepare_supplement_drug

_isa-

(. Prepare_drug"%ﬁ—': _F‘"repare_therapeunc_drﬁ‘g_ f:t:::__ |

(:‘_E’Z-nunLinstrumemsfandfmatema‘\'si,«il—‘:‘i—< _i_ﬁiéLnUnslrumentsiandfmater\a\sihefnreisuturifv_g'_,_ >

— o ——lsa B —

< Count_instruments_and_materials_after_suturing >

——— <
-j__Aum\mster_therapeunc_urug_ <3

is-3
T —a— . o —
( _drug «'ﬂ)l e C_Administer_imaging_agent_drug >
T——i_ _""*—743—_3_7_7_7 — —
T - _""*—f—,__ﬁ,_,-— —
T~ sa _Administer_supplement_drug >
<:ﬁ:-A-drminister_diagnastic_agem_dr@‘gi_ pl
4 | »

No Ressoner set. Select a reascner from the Reascner menu v Show Inferences

Figure 4. An excerpt of the function taxonomy for the
healthcare case study.

4.2 A gamified app for elicitation of sharp-end operator knowedge

Our proposal is based on the assumption that sd@dpoperators particiga in the
process of colecting knowledge on a specific domain of interest, as the healthcare. This
is rarely the case as this process could be seen as a strenuoctsonsm@ing and
annoying activity. Hence our objective is to increase engagement afsekyaneans

of a gamification approach supported by a software application where game elements
(Reeves & Read, 2009)e introduced to support knowledge elicitation. We deem that

a gamified application used in a rentertainment context could unleash a broader
participaton of experts and an increased capacity in collecting knowledge. This would
lead to safety, security and economic benefits. To this aim we selected seven game
elements and we adopted them in a knowledge elicitation workfiow. These are: (1)
avatars, (2) pats and leaderboards, (3) feedback, (4) rules, (5) teams, (6) parallel
communication systems, and (7) time pressure.

In the following we describe the game mechanics supported by the FRAMboICE app
We envisage three different roles: the coordinator, theNFRMAction proposer, and
the FRAM function contributor (for the sake of concision we refer to them in the
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following as contributor and proposer). The coordinator is in charge of starting and
ending the FRAM functions harvesting activity, and/or may detsdguration. Indeed,

the FRAMbOICE appprovides flexibility to organize a game session lastihg a few
hours, as in the case of traditional participative FRAM assessment workshops, or
days/weeks to give participants more time to define the functions, mreviedefinite

time, untl the coordinator decides to close the activity. The coordinator is also in
charge of deciding whether a FRAM function should be accepted or rejected. As this
decision affects assignment of points to the participants, this rolddshe given to a
participant trusted by the community of experts. All the participants can be both
proposer and contributor.

The coordinator starts the process by initiating FRAM functions harvesting. Hence,
proposers create FRAM functions by means efl@E app. Other participants can read

the proposed FRAM functions and decide to contribute by modifying one of them or,
simply, accepting it. In case of modification, the corresponding proposer can decide to
accept or reject the update. Once the propdsems that his FRAM function is
valuable, he sends it to the coordinator who may decide to reject it or to use it to update
the colection of FRAM functions. It should be noted that, to perform this decisional
activity, the coordinator can be supportedallyommittee of experts (if available). Once

the FRAM function is accepted, contributors can stil decide to endorse fit.

Both proposers and contributors of the FRAM functions harvesting process win points
by performing the abovenentioned activities. Thelea is that participation is rewarded
and that the larger the participation on defining a FRAM function the more points are
colected by the team members.

Figure 5 shows the interface of the FRAMboICE mobile app.

11:04 AM

< FRAMBOICE FRAM Function

Time Control Phenotype
| S —
Input 1 Output

[ e

Figure 5.User interface of the FRAMboE mobile app.
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4.3 Computational creativity support

The FRAM-based ontology for healthcare systems collects semantic descriptions of
potential functons that an analyst may define when designing FRAM models for
specific healthcare safety analysis probleriisie FRAM-based ontology alows
organizing such function descriptions in a knowledge base that caseddy the
analyst to search information through semanticbased query functions. More
interestingly, such formalized knowledge mayggestinput paramets for FRAM
models leveraging automatic reasoning methods, such as concepts/function models
subsumption relations and similarity/dissimilarity metrics, as well as contextual or
design related constraints. This task is accomplshed by the Creativity Machine
component of the safety imagination framework that implements methods of
computational creativity, a subfeld of Artificial Inteligence aiming at defining
computational systems that create artifacts and ifleallon & Wiggins, 2012)

Geneally, computational creativity methods address the problem of thinking
something new, e.g., a risk situation, by varying and/or combining one or more aspects
of what already exists, e.g., old experiences of incidents or normal situations. For our
applicaton, we intially focus on the folowing method#he transformationmethod,
defined ashe process that modifies the form of some particular features of an existing
design; and the analogy method, defined as the process whepecific aspects ahe
concepual structure of one problem olomain are matched with and transferred to
another problem or domairin particular, we apply tise definitions to the design of a
FRAM function and of its couplings.

Given a coll¢tetviednmn o U n descrimions, dstaskal theafdtyc

analyst is to identify all the functions to include in a model, to define the aspects of
each FRAM function and its couplings with the other functions. Indeed, the information
from the healthcare perswmi could be incopiete, and theyould miss unusual or
abnormal situations that are relevant to the FRAM analysis.

Thus, following the analogy method, support to speagpects of a giverFRAM

function can be provided, for example, by showing to the analyst the aspsiotdar
functions. The description of théuncton Afad mi ni st ealgesics p ehei a l a
abadominal surgery model of Figure 2, with detais like the choice/availability of the
right analgesic as in the case study, coaldigest aspects far a d mi npidsrale r e
anesthetico f un @abor forchidhirth prbcess anal yzi ng

As a FRAM couplng is automatically realized by identifying pair of aspects of
different functions addressed by the same name, whenever two aspects refer to concepts
that are in a sasumption relation in the FRANdased healthcare ontology (i.e., they
belong to the same taxonomy), the system may suggest the FRAM analyst a coupling
between the two functions, or to abstract/further detail one of the two aspects/functions.

The transfomation method can be implemented by suggesting changes to function
aspects or t@woupl n g s . Il n t he e oanmpstrueents find FMategials e 2,
before sturingd ¢ o u |-acbupledEomdis ut u r ioond to sudgestthevanalyst

a sttuationthat may occur that could be taken into account in the analiiststhattask

is forgotten by distraction and not reported, as described in the case study.
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5. Conclusion

Foresight is the process of inferring new knowledge fromepigting one. Enhancing

the knowledge gathering process should be considered as a precondition to improve
existing foresight methods. In this context we presented a novel framework with two
objectives. The former is to increase engagement of-@mmperators by means of a
gamificaion approach and of the FRAM method. The latter is to use elicited knowledge
and computational creativity methods to support safety analyst in thinking out of the
box and in conceiving unimagined situations relevant to safety analysis.

The concrete exgnie of application of this framework in the healthcare sector and a
first posiive feedback from safety analysts demonstrate, from one side, the need of
novel more engaging approaches to collect expert knowledge and, from the other, the
need to further inease the computational creativity support of our framework.
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Strategy and projects for a pred
safety mairExgemamrtd Abstract

Antoni o DOAgostino, Marina Aguado
European Union Agency for Raiways
120, Rue Marc Lefrancq

59300 Valenciennes, France

Extended Abstract

The European Union Agency for Railways is an Agency of the European Union, which
roles and responsibilities have jubieen modified by the new Regulation (EU)
2016/796.

The Agency is moving from being essentially a technical body supporting the European
Commission and, to a certain extent, the railway sector, to being an active player in
the railway system dealing witletification and authorisation processes.

The Agency is in fact becoming an authority.

In the past years, the Agency developed several pieces of legislation aiming at
harmonizing safety management in Europe and trying to support operators and
countries n improving their safety performances. Those regulations were all
supporting a proactive and predictive safety management combined with an approach
based on learning on experience.

1 A specific regulation on risk evaluation and assessment;

1 A specific reguléion on monitoring safety management systems, requiring also the
use of leading indicators;

Today, carrying the responsibilities of its new tasks the Safety Unit of the Agency has
invested human and financial resources in developing projects to pushilthayr
industry towards a more proactive and predictive safety management by:

1. Better understanding of the operational contributing factors:
a. Deeper analysis of the causes of accidents and incidents, by analysing
the work done by the National InvestigatiBodies;
b. More data/information sharing:
I. Safety Alert IT tool
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ii. Safety Information System

ii. Common Occurrence ReportiiigSafety Management Data
sharing
c. ldentification of performance shaping factors in accidents and
incidents.

2. Better understanding on the dgion making process at national level by
monitoring the National Safety Authorities and supporting the peer review of
the National Investigation Bodies;

3. Improving competence and ability in evaluating and assessing risks arising
from organisational, operabhal and technical systems:

a. Develop expertise in the field or railway risk assessment by starting a
collaboration with universities and railway operators;

b. Improving support for assessing and evaluating risks arising from the
Transport of Dangerous Goods.

4. Creating a specific framework on Safety Culture and Human and
Organisational Factors;

5. Investigate the use of data and analytics techniques in railways to support
better management of the risk of accident (akedaita study).

The study mentioned at poinisstill on-going and it is supposed to finish by the end

of April 2018. Currently it is still too early to draw conclusions but, from the first
results it is possible to state that a Asi
and platforms in theailway sector is limiting the possibility to combine data and to

use it for an extensive automatic accidents modelling. The same issue is undermining

a systemic use of data for risk profiling and prediction of accidents. The Agency is
considering potentiadolutions to address the previously identified problems.

It is also possible to report that some doigta projects promoted under the initiative

of single companiesare being stopped/hold due to the insufficient critical data volume
to provide relialke results. A possible solution to this issue is to improve data sharing.
This approach is in line with what the Agency is trying to do.

For the future, the Agency will definitely try to support data sharing and
harmonisation, including all data type whi are not traditionally considered as
fsafety relevanto despite a difficuldt st ar
support and cul tural change, the railway ir
by Abetter using Oleytamalern ldgal fraameworka | | support
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Justifying safety interventions
empirical evidence
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6 alée Emie Monso, ZAC du Palays, BP 34038

31029 Toulouse Cedexdt France

Abstract

Safety interventions suggested as a result of a foresight process are more likely to be
related to norurgent issues, and be affected by a greater level of uncertainty, than
interventions suggested by experience feedback or by regutdiamges. By analyzing

a number of accident cases where proactive foredighed suggestions were not
implemented before the accident, we assess whether the uncertain astdriong
nature of the predictions had a negative effect on the implementationeof th
interventions suggested.

Keywords: foresight, uncertainty, shagrmism, justification, decisiemaking

1. Introduction

Classically, the priorttization of safety interventions (investment in new technical or
organizational barriers, implementation ofgamizational or croserganizational
changes) is mainly driven by two processes:

1 Risk analysis: risks are assessed, fed in part by operational experience feedback,
the effectiveness and cost of possible safety barriers is estimated, and budgets are
allocaed, often with input from expert opinion and decissupport tools such as
costbenefit analysis.

1 Updates to industry standards or obligations imposed by the regulator, possibly in
reaction to recent accidents.

The implementation of foresightased metbds for safety analysis (which we will
define for the purposes of this article as the proactive identification and assessment of
mediumterm threats, based on the idea of plausibility rather than that of probability)
introduces a third source of safetyeivientions. The threats to safety identified using
these methods are lkely to be related to loigen issues and their characterization

is affected by a greater level of uncertainty.
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Research hypothesis The hypothesis examined in this paper is thaketgaf
interventions suggested via foresight processes wil often be ignored, with decision
makers citing lack of evidence, or uncertainty concerning the effects, to justify the
associated financial or organizational effort. Indeed, deersiakers are knowro
prioritize shortterm issues over loAgrm threats, and managers in industry who
regularly change job postion are unlkely to be immune to this bias. Furthermore, the
presence of uncertainty can be used as a justification for prioritizing-tehortisk s

and operational performance over actions to reduce hypothetical rtediunrisks.

Method. We analyze findings from past accident investigations to check for the
presence of ignored safety foresight. We analyze who producesdutmneed safety
conerns and how these concerns have been received in the cases studied.

From a methodological point of view, our cdsg#sed approach which focuses on
accidents (inevitably introducing hindsight bias (Fischhoff 2003)) does not allow us to
obtain a general piote of decisiormaking with respect to foresightased
interventions. By analyzing different cases where the argument put forward based on
foresight analysis seems to have been strikingly strong, we hope to identify some
common patterns that may also app#@ough less vividly, in other decisions on safety
management.

2. Theory

There are a variety of cogntive and motivational barriers to adopting adony
perspective and to spending now on uncertain threats that may possibly occur many
years from today

1 short-termism, or placing more weight on certain upfront costs than on uncertain
and delayed benefits, even if the potential benefits are large. There ikaowih
confict between shoierm and longerm decisiormaking, which leads
decisioamakers to sacrifice longeterm objectives through excessive focus on
shortterm goals. For instance, research shows that deom@ers find it
difficult to take decisions with respect to letegm threats such as clmate change.
Part of the explanation is thdecisionmakers discount future benefits in a quasi
hyperbolic manner (Laibbson 1997), so benefits in 10 years are perceived to have
Ittle value compared with benefts next week. A decisimaker who is a manager
may also adopt a very limited time horizosuch as the number of years until they
expect to change job posttion, when assessing future benefits, whereas significant
organizational or technical safety interventions generaly require a much longer
time horizon to see a return on investment.

1 loss aersion (Kahneman and Tversky 1979), the observation that people tend to
be more averse to perceived costs (for example of safety investments) than to
foregone benefits (such as averted accidents).

1 regret aversion decisioamakers tend to avoid taking act due to the fear that
it may later turn out to have been the worse option (Bell 1982). This leads to a
bias in favour of the status quo.

1 ambiguity-driven indecisivenessan individual may be indecisive between some
options when she does not know the ptalty distributions over outcomes.
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Recent research in experimental economics (Sautua 2017) suggests that regret
aversion and ambiguitgiriven indecisiveness are equaly important (in a
laboratory setting) in generating status quo bias in the presenceentainty.

1 dilution of responsibility in case of major accidents: if a large accident does
eventually appear, it is likely (in the generally safe systems we are familiar with
today) to have resutted from a combination of unusual factors, so accouptabilit
for the accident is likely to be spread across multiple individuals. In contrast, the
responsibility for defending an investment in equipment or the organizational
effort involved in a change in the organization is focused on the person arguing in
favour of the intervention.

We wil analyze a number of cases where these characteristics of detadi@rs
appear to have been combined with multiple and partially inconsistent organizational
goals and incomplete or ambiguous information, generating unfeegtumatcomes.

3. Case studies

We have selected a number of accident cases which are well documented, and where
decisioamakers appear, with hindsight, to have been fairly well informed about the
risks present in their system, on the basis of proactive fordsged analyses. These
analyses pointed to uncertain, mediterm threats to safety.

3.1 Fire at Grenfell Tower

In June 2017, afire in the Ztorey Grenfell Tower block of flats kiled approximately

80 people. The tower had been renovated in 2016, th¢h addition of thermal
insulation on the outside of the concrete structure covered by aluminium composite
cladding. The fre, which started due to a faulty fridge on one of the lower floors, spread
very rapidly to the entire building via the external lmsan and cladding. The material
used for the cladding, which includes a polyethylene core, is very flammable, and is
banned for use in highise buidings in many parts of the world. There is ongoing
debate as to whether the insulation and cladding osete tower are alowed by UK
building regulations, which are somewhat ambiguous on the Hiattéire protection

in the buiding was also lower than in many similar buidings elsewhere in the world
due to the lack of sprinkler systems and the singlecatar.

A significant number of reports preceding the fre could have generated foresight on
the risks posed by the building. After a 1999 fre in Irvine, Scotland, in which fre also
spread via external cladding, a commitee specialized in fre safetyeergm had
warned the UK Parlament that buiding regulations needed updating to deal with new
flammable cladding materials. Similar fres in higge buidings with exterior

16 The regulations do not specifically ban the use of this material (which is cheaper than-the fire
resstant alternative, and |l ed to -rse BiliddsiBuildngvi ng f or
regulations specify three routes to conformity concerning external insulation and cladding, the first being

the use only of imitee&combustibility materialsthe second being a fire test on a mogkofthe proposed

design in which the elements are assembled in the same manner as in the planned work, and the third a
comparison with previous accepted designs. It appears that the two latter routes were nort theed f

refurbishment of Grenfell Tower , which was certifiec

local government authority that owned the building.
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cladding occurred in Shanghai in 2010, Me |
Eve 2015, with many fatalties (White and Delichatsios 2014). A parliamentary 1group

had sent letters to four ministers from the Department for Communities and Local
Government recommending chakigeo buiding regulations. One of the ministers

replied sth i nlghavédineither seen nor heard anything that would suggest that
consideration of these specific potential changes is urgent and | am not wiling to
disrupt the work of this department by asking that these matters are brought farward.

The pariamentar gr oup TrAsacpmsayaercd theigroup wishes to point out

to you that should a major fire tragedy, with loss of life, occur between now and 2017

in, for example, a residential care facility or a purpose built block of flats, where the
matters whicthad been raised here, were found to be contributory to the outcome, then

the group would be boundo.to bring this to

In this case, the stronglyorded warnings from experts and the numerous accidents
elsewhere in the world ilustratinde reality of the hazard were not sufficient to push
ministers to amend building regulations. They did not help the local government choose
the safer, but more expensive, option for refurbishing the building, nor install sprinklers
during the work on thediding. They did not allow the building inspector to request
stronger evidence that the cladding and insulation system was safe forr&éigh
building.

3.2 Air France flight 447

Air France fight 447 was a scheduled passenger fight from Rio de JaBezl, to

Paris, France, which crashed in 2009. The Airbus A330 entered an aerodynamic stall
from which it did not recover, crashing into the Atlant©cean kiing al 228
passengers and crew aboard the aircratft.

The crew flew into a line of thundersitos in the intertropical convergence zone north

of Brazil, making littl e effort to deviate
up in the thunderstorm, causing the loss of accurate airspeed indications. The
atmospheric conditons exceeded the @it tubesd capacity to dea!
for about 40 seconds. The loss of airspeed indications caused the autopilot, flight
director, and autothrust to disconnect, as they require airspeed information to operate.

The airplaneds sthiamgll iango chhrmaged-wireas t he
fight controls degraded from its Normal to Alternate law. This led to the loss of many
automatic protection mechanisms buitt into Normal law, including stall protection. The

pilot operating the controls reggled to understand the situation and maintain aircraft

control, in the process climbing nearly 3000 feet and losing critical airspeed. The
airplaneds stall warning (an audio alar m)
were poorly trained on howo handle such an event at high altitude and seem not to

have heard or interpreted this alarm correctly. They responded by applying full power,

as their lowalttude stall training had taught them, but little addtional power was

available. The airplane bame deeply stalled and descended at high speed into the

17 The All-Party Parliamentary Fire Safety and Rescue Group.

18 The group wbSuwelleowaver wieg yiod alrdady have credible evidence in 2012 to

justify updating a small but important part of the guidance in the Approved Document, which will lead

to saving of |lives, you dono6t need t o speatishceanot her
the research findings were updated, in order to take action?
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ocean. The plane was fully functional as it was crashed into the ocean by pilots who
did not understand how they had lost control so abruptly.

Significant media attention after the accident was paithe faulty pitot tubes, whose

icing triggered the accident. This issue had in fact been detected on previous fights,

and analyzed by the aviation authorities (EASA in Europe), by the aircraft
manufacturer and by the operating company. These pitot tubes progressively

being replaced across Air Franceds A330 fIl
had not yet been made on this aircraft. It had not at the time been made mandatory by

EASA (but did become an obligation after the accident). Lessanadéntion has been

paid to a more sensitive topic, the general airmanship skills of pilots and their training

of pilots on upset recovery, including when the aircraft protection mechanisms are
disabled. The pilots on this fight, despite significant lnemof fight hours on this

type of aircraft, did not understand the situation that they encountered, and reacted very

poorly to the situation. Whereas in past decades, most piots had significant manual

fiying experience either due to their previous @it experience or to personal

experience flying small planes, newer generations of piots of passenger jets tend to

have lttle experience in manual flying. Increasingly sophisticated automation on
modern aircraft have ¢ haniheamdny fightephaseat ur e 0
undertaken on autopilot. The automatic protection systems in Airbus aircraft prevent

many pilot actions that could lead to loss of control, and pilot training includes little

exposure to lossf-control situation¥® (indeed, the reded training costs for pilots

due to the automation is a commercial argument for Airbus). Sessions on a simulator

are fairly predictable for piots, who are familiar with the list of events that may arise

in training. Simulator training does not help prepart hem f or the T#fAstar
triggered by a new and unusual situation for which they have not been previously
trained.

The BEA report i nt o Thé eainidgheyimd for pilots is doe n t st a
designed to compensate for a lack of manual-aigitude flying skills, or for a lack of

experience on conventional aircraft. It also limits the ability of pilots to acquire or
maintain basic airmanship skils. ( BEA 2012). The report incl:
to increase the amount of manual flyingpiot training, to improve training on basic

airmanship skils, to add simulator training on abnormal fight modes, and to develop
training scenarios that expose pilots to t
emotional load!.

Air France haddentified in an internal report that the airmanship skils of some of its
long-courier pilots were weak, and that there was a generalized loss of common sense
and general fying knowledge among its piots, and that pilots often had trouble in

19 In particular, the Airbus flight crew training manual indicates that it is not necessary to train
pilots on recovery from stall at unusual attitudes, the hypothesis beinghthatircraft protection
mechanisms will prevent the entry of such states.

20 For instance, it seems that the pilots were not familiar with the aural stall warning alarm, which
sounded more than 70 times in the minutes before the crash.

21 Recommendations mibered FRAN2012041, FRAN2012045 and FRAN2012-046 in the

BEA investigation report.
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sensemakingafter an equipment faiure (identifying the fault, assessing its level of
severity and possible consequences) (BEA 2012, p. 199).

The industry has made some limited changes to the training regime for pilots to increase
their abilty to respond appropriateln unusual situations. Forinstance, Air France has

added specific training on stalls and upset recovery. EASA launched rulemaking tasks
concerning pilotos 2t and the fidetity of airtraft aimutatora ns hi p
in nonrnominal situations.The FAA has issued an advisory circular pointing out good
practice on stall trainif§, with some related improvements concerning the prevention,
recognition and recovery from stalls. However, it is not evident that the associated
actions are sufficientlyaf-reaching to make significant changes to afairlly desgted

situation of poor basic airmanship skils, deskiling due to the increasing role of
automation on the fight deck, and limited abilty to recover from a loss of control.

This case ilustratedoth a classical risk analysis process which led to a good decision

(experience feedback leading to the decision to change the pitot tubes, even if this
change was not rolled out suficiently quickly to prevent the accident) and apparent
lack of foresightconcerning the impact of automation on pilot skills.

3.3 Xynthia windstorm

In February 2010, a large windstorm named Xynthia struck the west coast of France

during ahight i d e period, killing 59 people and ca
mayor of La Rautesu-Mer, a smal coastal town that saw the largest number of victims

from the storm after a protective dike failed, was found guity on appeal in 2016 of
involuntary homicide and condemned to a suspended sentence of two years
imprisonme .

Under Frenh law, the mayor is responsible for informing the local population of flood
risks, for preparing a local emergency plan, and for approving buiding permits which
did not include obligatory protective measures for flood zones. The mayor of this
locality wes found guity of approving numerous buiding permits in a food zone and
not establishing an emergency plan. Over ayd& period, the mayor had received
more than 40 different documents describing the flood risk and explaining the
consequences in ternag urban development (Cour des comptes 2012). Some of these
letters described precisely the scenario that played out during the storm, with high sea
levels caused by low atmospheric pressure and wind leading to dike?Jaimd the
flooding of areas behih the dike that lie below the sea level. Over the past 100 years,

22 EASA rulemaking tasks RMT.0581 & RMT.0582.

23 FAA Advisory Circular AC126STALL. Advisory circulars are not binding regulatory texs.

24 The first trial in 2014 foundhim guilty of involuntary homicide and endangerment, with a
sentence of 4 yearsodo jail. The findings of the firs
fiThe tragic consequences of Xynthia are not the result of bad luck. [The accusedhteavi®nally
concealed the risk in order to preserve the benefits of this small piece of heaven which provided them
with power and money. They have lied to their constituents, have put their lives in danger, have
considered them as negligible objectsystey in their obsolete certainties. They have gambled that the
known risk would not be realized, butthe seed money for theirgamble was the physical integrity of the
inhabitants of La Fautsur-Mer.0

25 The dike that protected a part of the village waswm to be weak, and several official reports
since 2001 had warned of risks of submersion, internal and external erosion, and general instability.
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5 storms had led to flooding in the area. The mayor had ignored several orders from
the Préfet (a regional representative of the national government) to inform inhabitants
of the risks theywere exposed to. He did not distribute to inhabitants an information
leafiet produced by the regional government describing the flooding risk. He also
ignored alerts sent by the Préfet to his mobie phone and email in the hours before the
storm, warning ofevere flood risk.

A regional government official testified during the trial that in a meeting with the mayor
concerning the establishment of a flepevention plan, he had explained the flooding
risks again and stated, speaking as a former judge, éhbhbvged there was no major
flooding in the future, as otherwise they would be called assassins.

The mayor 6s l egal d e f dance enajeurarglated dodthe t h e n o
unpredictable nature of such a setheere haze
exceptional intensity of Xynt hia [ é] does

accident hazard, whose potential contours were perfectly identified. The statistically
low frequency of an extreme natural phenomenon does not imply that such an event
will never occuo

It seems clear that the uncertainty concerning the lkelihood of such an extreme
flooding event occurring during his mandat
apparent decision to ignore this risk.

3.4 BP Texas City refinery explosion

In 2005, an explosion onthe Texas City refinery in Texas kiled 15 workers and injured
more than 170 others. The explosion occurred when a hydrocarbon vapour cloud was
released during startup the isomeration process unit. The level of liquid insiddea spli
tower overflowed, due to an erroneous level transmitter, a defectiveeigh alarm

in the tower and a faulty relief valve. BP had acquired the Texas City refinery, the third
largest in the USA, as part of its merger with Amoco in 1999.

The US CSBnvestigation into the accident identfied a large number of safety
management faiings on the refinery. Process equipment was not compatible with
current state of practice, due to leegm underinvestment (in particular, the use of
blowdown drums for emgency discharges that vent directly to the atmosphere has
long been replaced by discharge to a flare system). Several -@dfety!
instrumentation and control elements on the tower were faulty. Operators did not follow
the official startup procedure fdine unit, because they were under pressure to start the
unit quickly to avoid production problems. A supervisor was not present during the
startup operations, and during the preceding shift transfer communication between the
two teams was poor. Finally,umerous portable sheds were in use by workers (many
of whom were kiled by the explosion) close to the process hazard, contrary to industry
guidelines and t2% BPO0s own regulations

26 To illustrate the level of nowonformity of the site, after the accident BP paid a fine of 21.3M
USD to esolve more than 300 separate alleged violations of OSHA regulations and allocated 1 bilion
USD to upgrade the site equipment over 5 years.
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A 2001 presentation titled nTexwrsine@i ty Refi
managers stated that without a significant improvement in performance, a worker

would be kiled in the next three to four years (USCSB 2007, 154). A 2002 report
requested by the regional BP manager stated that the Texas City refinery prdsess uni

and infrastructure wer e wvumken andtaieching wi t h f
with important implications for the site, including the integrity of-gming site

operation® . 't al so st adricugs coricdims aibout theepotentiaiberr e
major site incident due to the large number of hydrocarbon reléases USCSB 200 7,
156) . The | eadership culterae 6 bt fdsheérsengeafri che

the implementation of necessary mamanges,
overhaul of the basics3 and increases i n ma USDX Anance S
followup report | at e rthe cumrenttintegrity @rad mediabilyye ar st a

issues at [the refinery] are clearly linked to the reduction in maintenance spending
overtheadstdecade a nd n dhee@ravailindyaulture &t the Texas City refinery
was to accept cost reductions without challenge and to raise concerns when
operational integrity was compromised.

A BP grouplevel strategy documetite x p | i ¢ i t Ilimit the amoaird of dapital

allocated in the Refining SPU due to its volatdity Thi s budget restri
difficult for the Texas City refinery to obtain the investments necessary to upgrade its

aging infrastructure. When considering the possibility afnecting the isomeration

unit to the flare system of a newly buit unit in 2002, the manager of the refinery chose

to avoid the c obankthlefsaviogs in 89989 peroent,of thacasks A
(uscsB 2007, 115) . A 2 ©dtAactioB flems @gyeo nott found
implemented because of budget constramis ( USCSB 2007, 160) . A
culture report made by Taegressune ol productions ul t an't
time pressure, and understaffing are the major causes of accidentsat Titeyp a nd

fiThere is an exceptional degree of fear of catastrophic incidents at Texas.CityT h e

2005 health and safety plan flilsomednein site we
the next 1218 monthsg .

All these observations, with many more repd in the CSB report into the accident,
paint a picture of sitdevel and regional managers who were well aware of serious
process safety deficiencies on the refinery, and of the detrimental impact of budget cuts
on the mechanical integrity of their pess equipment, who had action plans avaiable
for improving the sttuation, but who did not push back at the corporateezhsttion
targets that prevented them from implementing the plans. Corporate -({@oaid
director s-t é&danoh 2% Gdie Safety expertise, were poorly informed of

the safety situation at Texas Ctyand did not appreciate the impact of their €ost
cutting measures on safety.

27 The BP fiManagement Framewor ko describing the co
dated 2003.

28 BP Baker Paneaeport, page xi.

29 Safety was monitored at the board level using the recordable injury rate, a metric which concems

(mostly lowseverity) occupational accidents and which is notorious for not providing information on

process safety. Furthermore, imtel reports on risk at the refinery sent to the CEO did not mention

accidents and fatalities that occurred on the site.
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3.5 Ladbroke Grove train collision

A headon colision between two passenger trains at Ladbroke eGirowLondon in

1999 kiled 31 people and injured more than 400. One of the trains passed through a
red Astopo signal, which was preceded by a
signal that was not respected by one of the trains was known to beodsngere to its

poor visibility, having been passed eight times in the previous six years; the inquiry

into the accident found that the train driver, who was inexperienced, most likely had

not seen or had misinterpreted the si§naFactors that contributedo the accident

include inadequate training for one of the train drivers, poor visibility of the signal
compounded by blinding light from the sun at the time of the accident, and inadequate
response from the raiway control center. The accident couldhala® been prevented

by the systerwide installation of an automatic train protection system. A-besefit

analysis had concluded that the safety benefits of such a system did not justify its high

cost (the cost per statistical lfe saved was estimated 4 MU , compared with
threshold used at the time). A p@sicident analysis confirmed the numbers used in the

study??l.

The signal passed in the accident was known to be dangerous, and the rate of signals
passed at danger in the area was known tiekeeptionally higt??, but no work had

been planned by the raiway infrastructure company to improve its visibility. A report

indicated that the signal was located in a curve, was partialy obscured and
intermittently visible to a driver. An HSEreport hdicated that the signal was partially

obscured by overhead power lines, that a nearby bridge could produce dazzle, and that

the signal wagsisusceptible to swamprnexpgrtrevevoaoi br i ght
the visibility of signals had not been undertakby the infrastructure company for

several years in the area, despite several requests for such a risk assessment. The
operations and safety director of one raiway operating company, Ms Foster, wrote

several letters to the raiway infrastructure compamncerning signaling in the

Paddington area and the specific signal involved in the colision. One letter in 1998

s t a t shalild e grateful if you would advise me, as a matter of urgency, what action

you intend to take to mitigate against this high sgknab . A subsequent l ett
(which r eceive dhis isaleany exgt thg pnanrertinavthiehdto nianage

risk and an approach to which | am strongly opposed. Therefore, | suggest that an

holistic approach is taken to SPAD management inRhddington area and all

changes to infrastructure or methods of working are properly risk assessed. h e

inquiry into the accident found that the Paddington area was characterized by an
fendemic culture of complacency and inacbion( Cul Il en 2001, 137) .

The British raiway system had seen large organizational changes in the past few years,
following the privatization of Britsh Rail and its separation into more than 100 separate

30 The area around Paddington where the collision occurred sees significant amounts of high speed

and bidirectional rail traffic, and ¢hsignals are some of the most complicated in the UK. The signals

were further obscured by a bridge and by recently installed overhead electrical systems (Cullen 2001).

During the Cullen inquiry, a former operations manager with British Rail stated thatver 45 years

in the industry, | have never seen such a confusing
31 However, aless expensive systemcalled Train Protection & Warning System was implemented

in the UK from 2000 onwards.

32 Report by the railway infrastructeicompany in 1993.

33 The UK Health and Safety Executive was at the time the safety authority for railways.
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companies. The resuling interganizational complexity seems to have congtiuto

the accident. The infrastructure company, responsible for the design and visibility of
signals, has an incentive to consider signals passed at danger as a driver error issue,
rather than digging into contributing factors such as signal design. Cibengnquiry,

the infrastructure company defended the design of the signal, indicating that though the
approach was complex, its location should be known to all train drivers. The railway
infrastructure company did not respond to urgent and repeatedtsefjoes a highly

ranked representative of an operating company to improve the safety of a dangerous
signal. The accident, which occurred in close succession with two other railway
accidents, led to major changes in the formal responsibilities for manageandn
regulation of safety of UK rail transport.

4. Discussion

Going over the different cases described, we can identify a certain number of common
features that seem3thave led to safety foresight being ignored:

1 Competing priorities, such as productiorpressure and profit: organizations
pursue muliple goals, and safety is never the primary reason for existence of
industrial activity. The impact of goal conflicts is seen in the decision to use lower
cost cladding at Grenfell Tower, to allow buiding pi#smwithout flood
mitigation measures at La FaiwgarMer, to fiy through the thunderstorms on the

Ro-Paris flight instead of avoiding them
decision to cut maintenance spending without assessing the impact on safety.
Rasmussenoés mi gration mo d e | (Rasmussen 1

effect of production pressure and costting on safety margins.

1 Lack of explicit decisionmaking on the safety issue or proposed intervention.
In some of the cases studied, amfal decision was made not to implement a
proposed safety intervention: a formal decision was made not to install automatic
train protection systems that would have prevented (at a high financial cost) the
Ladbroke Grove accident, and a minister in the fBlleffower case explicitly
decided not to request a reassessment of buiding regulations. Other cases in the
safety lterature of explicit decisions not to implement a safety mechanism (later
highlighted by accidents) include the decision not to redesignFbrd Pinto
gasoline reservoir (Birsch and Fielder 1¢
the central fuel tanks of the 747 prior to the crash of fight TWA 800 in 1996
(Negroni 2000). In the AF447 case, an explicit decision was made by Air France
to progressively change the pitot tubes on their A330 aircraft, as parts became
available, and EASA made an explicit decision not to make the change mandatory
for arines. In most of the cases we have described, however, no formal decision
making processsirecorded as having taken place, with instead letters of concern
not receiving any answer (Ladbroke Grove), or acceptance that no budget was
available to address severely degraded equipment (Texas City), or repeated
brushing away of concerns raised (Lai€ssurMer).

34 Our analysis is based only on the analysis of secondary sources, with no direct interviews of the
people involved in the decisions, making itpiossible to assert precisely which factors were most
influential in the decisions or indecisions.
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1 Status quo bias or inertia in individual decisiemaking, is a well documented
phenomenon in experimental econodiicslt seems to have contributed to the
resistance to change and the lack of a sense of urgency seen in the Grenfell Tower
caseand Ladbroke Grove.

1 Difficulty for decisionmakers to understand the safety implications of their
decisions, due to lack of knowledge or lack of information: this weakness was
present at BP (boatidvel decision to reduce maintenance, misunderstanding of
the relevance of occupational safety metrics).

1 The effect of the complexity of bureaucratic organisations on safety
management and decisiomaking (Vaughan 1999) seems to have played arole in
the Ladbroke Grove accident, where recent privatization ogilay sector and
separation of a previously integrated entity into muliple operating companies and
an infrastructure operator had introduced numerous changes to the organization.

A number of factors frequently identified in the safety literature asilootimg to poor
decisioamaking do not appear to have played a role in the cases studied:

1 Difficulty for safety professionals to communicate risk to decismakers: the
cases studied are perhaps most striking for the great clarity of the messages
delivered to decisiommakers on the importance of changing the status quo.

The suppression of minority viewpoints, or lack of psychological safety.

Groupthink, in which a group of people arrives at a decision that would not have
been reached by any member actmgjvidually.

Our analysis of mediwher m deci sions f ocuesmnedsd0 odie ciagitoem
making (removed from the hazard source), rather than on-shdr@ctivity. A range

of levels of authority of the decisiemaking actors can be observed hwiegionalarea

managers (Ladbroke Grove), dsiswel and corporatéevel managers (BP Texas City),

local government offcials (La FausrMer), regulators and safety authorities

(Grenfell Tower, EASA) and legislators (Grenfell Tower). Adopting a cai&ga n

suggested by (Rosness et al. 2010), the (in)decisions analyzed are poltical, managerial

and analytical.

35 For exampl e, the |legal default in organ donation
and Goldstein 2003), and the default level of savingppsed in retirement investment forms has a
significant impact on their level of saving (Cronqvist and Thaler 2004).
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Figure 1. Classes of decisicprocesses, from (Rosness et
al. 2010)

Our research hypothesis was that safety interventions suggested sighfopgocesses

are often ignored, with decisionakers citing lack of evidence to justify the associated

financial or organizational effort. Our first observation is that in many of the cases, we
cannot identify a for mal cifitdsefayiidgerventiod. made n
Indeed, in most of the cases no safety intervention was developed because the risk was

not taken on board, or put on the agenda, before this stage. In the cases where formal
decisions were made, it does seem that lack of evidehtlee immediate or certain

nature of the hazard played a role in alowing the deemsiakers not to imple ment

risk treatment measures.

5. Conclusion

In the area of financial decisianaking, researchers have suggested (Kunreuther and
Weber 2014) the iplementation of mechanisms that create starh incentives for
longterm thinking. For example, hormvners in floodexposed areas could be
provided with loans to help them implement fliepabofing measures, with the cost of

the loan offset by reduced sirance premums. The lterature on the role of
whistleblowers in raising safety concerns is also very relevant to situations where
decisioamakers refuse to put risks on the agenda or to allocate the monetary or
organizational resources necessary for tiglatment.
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|l s whistlebl owing a pramireincge "
prevention?
Yves Dien
CHAOS,

6, rue Lucien Feuchot

92190 Meudon, France

Abstract

Some industrial accidents show that before their occurrence some persons, called
whistleblowers, raised concerns about the level of safety. Unfortunately theyrate
listened and even sometimes isolated or bullied. From analysis of cases of
whistleblowing, we will figure out features of alerts and whibtivers and how to

take them into account in safety prevention pracess

Keywords:whistleblowing Whistleblowers, Process Safety Alerts, Warnings

flO monstrous world! Take note, take note, o world
to be direct and honest i S not saf e
Shakespeare, Othello, I, ii

1 Introduction

Current, relevant and interesting debates about (industrial) safety call intarmjubsti
relevance of some concepts whose definitions and approaches have seemed, so far, to
be widely shared. One such concept is that of safety. Does safety mean avoiding things
that could go wrong or ensuring that things go right? Are causes of evdrgdoiond

in failures, errors and malfunctioristhe operational dark sideor should we consider

that both expected and unwanted outcomes occur in the same way (Holnagel, undated;
Holnagel, 2014)?

In many ofthese discussionsthe focus of safety appaohes is stil mainly on the
avoidance of adverse events. In spite of undenigibdegress in recent decades, many
experts share the view that safety has reached an asymptote (Frantzen, 2004). Facing
this problem, practitioners are trying to find new wagsorder to improve safety
management.

In this article, we wil analyse if taking account of whistleblowing could be one path
for improvement. First, we wil raise the issue and give a first definition of whistle
blowers. Then, we wil gve a few examplesf Awhi stl e bl owerso. Fr
we wil draw up features of whistle blowers and see what is the attitude of their
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Enhancing Safety: the Challenge of Foresight

organisations (companies) towards them. For concluding, we wil see what is the added
value of whistleblowing in terms of safety.

Because this article aims at the industrial sector, it wil not address the societal domain
which could have been exemplified whistleblowing cases such as the following:

1 Edward Snowden, an American computer scientist who worked bltatienal
Security Agency (NSA) and who disclosed in 2013 numerous classified
documents which proved existence of programsgifbal (ilegal) surveillance
of people;

71 Drlréne Frachon, a French pulmonologist who warned in 2007 against a widely
prescribed medicinal product which had side effects on cardiac valves. Thanks
to her tgdwegh fAsgpeaqgially with pharmaceut
drug was withdrawn in France in November 2809

1 In Apri 2016, someone leaked the-caled Panama Papers, 11 milion
documents leaked from one law frm, Mossack Fonseca, which showed how
some oft he worl ddos wealthiest individuals
shelter their money away from the tax man.

1 More recently, another whistielower, from Appleby, an offshore law firm
based in Bermuda company, has leaked 13.4 milion documents, -tateso
Paradise Papers, to the German newspaper, Suddeutsche Zeitung, which, with
the International Consortum of Investigative Journalists, is leading 95
newspapers in exposing how the rich have been hiding their money, with the
consequence that tax burdfads on the rest of us.

Furthermore, the article wihot tackle subject of whistde | o wer s 6 | egal and
protection.

2 The Issue

Current industrial safety approaches and practices mainly rely on two pillars: risk

analysis and learning from expegen

Risk analysis can be broadly described as the process of risk identfication and
measurement. In that case, risk mitigation is a means to avoid unwanted events or to
minimize the impacts of their occurrence. Quantitative risk analysis seeks answers to
guestions such as the following:

1 What are the events, with negative safety impacts, that could occur?
1 What are their likelihood?
! What would be consequences of their occurresée?

Ri s k analysis a | | notiosally nosmal tstartingl moihtds n ethé t he i
industrial p r init@lecsltarally aveeptedieletyaboiitithe waild and
its hazarde a n dssdciated) predautionary norms set out in laws, codes of practice,

6l n 2011, I r " ne FrachonBlroeweeriov eadwaar di.Ci t i zens Whi st |

37 Qualitativeris kan alys jguses words or colours to identify and enaé risks or presents a written description ofthe_- risk
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mores and folkway®® (Turner and Pidgeon, 1997, p. 72). Because thealeti
knowledge evolves with time, analysing risks is a continuous process.

In spite of substantial efforts in terms of methodology and successes in terms of results
due to risk analysis, some events happen during production. These events are analysed
in order to figure out causes of their occurrence and to determine and imple ment
improvement(s). Industries, especially highsk industries, have set up operating
feedback systems for learning from experience. It is the second piladustrial

safety appraches. Unfortunately, it seems that industries have reached a Imit in terms

of results. They Hancinglayangp on@asymmedtés , ( Ftrhaenyt zeaerne,
2004), meaning that, from year to year, numbers of safety records are more or less the

same( eit her slightly higher or slightly | 0w
experienceo is in a state of persistent de

Occurrence of an event can be described from two different points of view. On the one

hand, theoperating feedback systei responsive (the conventional approach):;, that

I s, an event I's seen as a surprise, as an
(Finn, 2002). Nowadays, safety is more foresgtented, considering a situation as

Afan accident wai wheg we &a&aappéneojng. a@uring
perifodoan event. |l ndeed, #dA[a]l]ny event is g
(such as a techni c a INevdrthelessuits eccurcemce @ntl/arite n  er r
development is considered to be indycéatilitated or accelerated by underlying
organizational conditions (complex factors) and some warning signals exist prior to

theeverm ( Di en, 2006, p . 148). So, goal becom
level in detecting the warning signals, nedsses, andweak signal® | n t hat sens
our operating feedback systems need to becpimactive.

The concept of weak signals exists in several areas such as history, geology, medicine,
acousticsé |t was more r ecentanyfindusiriahed by
safety after the space shuti@hallengerd i s a #\ tweak signaiiis one conveyed by

information that is informal and/or ambiguous, so that its significahcé Js not

c | e @aughan, 1996, p. 355). Essentially, a weak signal is a eympf degradation

of the production system.

Turner and Pidgeon (1997) describe t hese
incubation period, as a fNset of eventso. T
Indeed, unfortunately, even if detecton atrdatment of weak signals seems a

promising way to go, it appears quite difficult to precisely define what a weak signal

is. Its features are (Vaughan 1996):

1 Qualitative (in contrast with quantitative);
1 Subjective;

1 Inconclusive;

1 Giving partial informatia,

38 Emphasis added.

events which a

¥ Accumul ation of a f
t Turner and Pidg:e

unnoticed set o
and the norms for (

n
heir avoidancebo
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1 Ambiguous, meaning several interpretations are potentially possible.

Furthermore, weak signals could be repetitive. In that case, repeatability itself is the
criterion for identification.

Detection of a weak si gnalitiony peiceptioss rathar an e ng
than rational and scientific demonstration. In that sense, a weak signal is not in line

with, it he nor ms of guant o @&/aughane 1996s o. i3%dNt i f i ¢
Indeed, it may even be in confict with such norms.

Furtrermore, often, in terms of safety, a signal makes sense only after an event has
occurred. In other words, the meaning of signs related to safety is not obvious, and
organisations put in place systems for collecting and gathering signs that they do not
reay know what to do with except compiling statistcs on accumulated data.
Furthermore, companies have to cope with two concerns:

T Taking into account and treating a nwro
impact safety), which would lead to waste resesrand time;

1 Not detecting a relevant signal, which would be symptomatic of poor safety
management and could lead to a major event.

So: here is a key question: Is it worth investing in the collection and treatment of weak
signals, especially if we do h@ven recognise the weak signal? And here is another
question: How should we define the relevant and accurate features of a weak signal?
The analysis of major events often shows that, in many cases, they were preceded by
alerts, warnings launched by pems close to (or knowing) how a system functions
technically.

Organisations are generally not a monolithic whole, a homogenous entity. Sometimes,
within the midst of the organisation, some dissident voices alert the powers about
potential safety problems Coul d t hese per seénso,wewhsoom wee lcg
to improve levels of safety? Could they help to meet the challenge of foresight for

safety?
3 DefinitionBlodwé&rwho st e

Before proceeding furt hiek o wd relistetdowidgg. fvi ne t h
The implied definition mainly refers to the societal domain.

For Wi kiwhistldhblosver (also wiitten as whistlelower or whistle blower) is
a person who exposes any kind of information or activity that is deemed illegal,
unethical,or not correct within an organization that is either private or pultic

40 | eg r@member that when engineers of the space shuttle O ring manufacturer raised an alert
concerning the performance of seals in cold temperatures, the NASA detslens challenged them
to prove it byquantifying their concerrs(Vaughan, 1996).

41 httpsi/en.wikipedia.org/wiki/Whistleblower.

191



Enhancing Safety: the Challenge of Foresight

The Council of Europe (2014) considers thatvlastleblower is fany person who

reports or discloses information on a threat or harm to the public interest in the context

of their work-based relationship, whether it be in the public or private séctor

ADIE (2008) added a no-blowernis asyonp We disclosesy t hat
or helps to disclose fraud, i r rbdoganlisar i t i es
not only he one who acts, but also the one who supports.

Chateauraynaud and Tofdy( 1999) make a dprepheisncwh @oane bet
message i s f ut whisdeb |dcew dderauincers) wiao rcdnderfin past

and ongoing events. Nevertheless, in both casesaith is to avoid occurrence of

unwanted events and/or negative outcomes.

4 Some WhistleBlowers

Whistleblowing is a quite recent concept. Nevertheless, if we immerse ourselves in
mythology, we already may find, in tales of ancient Greece, persons whodvihene
compatriots. Perhaps the most famous was Cassandra, Princess of Troy, daughter of
King Priam and Queen Hecuba, who spoke true prophecies. Unfortunately, a curse
struck by Apollo had the consequence that her true prophetic statements would never
bebelieved.

But she was not alone. LaocoonTmjan priest, was not convinced by the story told

by Sinon, an undercover Achaean Greek soldier, about the great wooden horse left by
the Achaean Grdesoldiers after they lifted the siege. It was supposed to be an offering
to Poseidon for safe saiing back home. Laocodn thought the horse was full of soldiers
and cautioned against moving the horse into the city of Troy. He recommended burning
the horseAlas, no one folowed his advice.

4.1 A Committed Nuclear Engineer

Letbébs return to our times, where | wi sh to
January 1996 by the US Nuclear Regulatory Commission (KR®) put the three

units at the Millstone nuce power plant (NPP)in Connecticut on the Watch List. This

action allows the NRC to order the shutdown of a unit and to authorize its restart only

under certain conditions.

This decision was motivated by serious unsafe practices in the operation &frihe p
(during the refuelling process). It was not the consequence of an incident nor did it
result from an investigation or an audit carried out by the Safety Authority. It was the
result of determined, voluntary and pugnacious action by a NPP senioregngiaened

George Galatis. As early as 1992, he became concerned about the management of spent
fuel that did not comply with regulatory safety requirements. He warned his hierarchy
but they did not take his alert into account. In the next two years, nothiagged,

except that Galatis was isolated and bulied within the plant. In 1994, he took the
initiative to directly alert the NRC, knowing that the NRC had been aware of the plant
practices for the previous 10 years and had not taken any corrective BReti@md with

“2They were the first French

ars who tackled th
which means in a wortbr-wo r d transl at ilon t |

s
f aunchero

43 American Nuclear Safety Authority.
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the persistent apathy of the NRC, Galatis decided, in August 1995, and in connection
with a NGO, to petition the NRC to suspend the Milstone | licence for 60 days and
deny the company's request for an amendment of the regulatory requirements
concerning fuel unloading. (Miler, 1995; Pooley, 1996). The pressure on Galatis
redoubled, but the case became public, and the NRC was forced to react.

The fAstubborn crusadedo of this engineer e a
American magame TIME.

4.2 A Product Engineer Involved in Safety

On 3 March 1974, the Turkish Airlines Flight 981 crashed over the Ermenonville
Forest, north of Paris, few minutes after its taking off rom Orly airport. The 346 people
on board of the DE10 airplane died.

The direct cause of the accident an explosive decompression, due to a broken cargo
door at the rear of the plane. It led to a collapse of the passenger compartment floor that
cut all wires necessary to control the aircraft. The plane became uncontradiadble
crashed to the ground.

A similar event had happened two years before. On 12 June 1972, the rear cargo door
of American Airlines Flight 96 DELO blew off whie flying over Windsor, Canada.
Because they were fewer passengers (67 persons), decompressitm (only!) a

partial colapse of the compartment floor with (only!) a partial restricion of the
controls. In spite of the situation, the pilot was able to land safely.

Fiteen days after this event, Dan Applegate, Director of product engineering for

Convair, a McDonnell Douglas subcontractor involved in the IDCGdesign, wrote a
document k Amplegate Menorandwen. A" Appl egate gave it toc
supervisor. In the memo, he mentioned some concerns. The long memo stated (among

other things:

fiThe potential for long term Convair liability has been causing me increasing concern
for several reasons:

1 The fundamental safety of the cargo door latching system has been progressively
degraded since the program began in 1968.

2 The airplane demonstratean inherent susceptibility to catastrophic failure when
exposed to explosive decompression of the cargo compartment in 1970 ground
tests.

[ €]
fiSince Murphy's Laweing what it is, cargo doors will come open sometime during
the twentyplus years of use alad for the DE1L 0 0
[ €]
| would expect this to usually result in the loss of the airoraft

[ e]
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fit seems to me inevitable that, in the twenty years ahead of us1D€argo doors
will come open and | would expect this to usually result in the loss of tlplaned
(Eddy et al., 1976, pp. 18B35)

Applegate's supervisor Cooki déereed ot haetr bf
(Eddy et al., 1976, p. 186)

Convair vicepresident in charge of the DO project convened a meeting to decide
the company'spolicy regarding this issue. Convair management thought that changes
requested from the memo would be costly and it was not sure which company would
pay the bil (Convair or McDonnell Douglas). During this meeting, it was
acknowledged that Applegate wdsser than his supervisor to the engineering of the
DC-10. Nevertheless, the reasoning of the supervisor was preferred and the
A" interesting | egavlasame ywdridieythatfCongdr mestm” o0
not risk an approach to Douglas.  fnastlothe statements made by Applegate were
considered to be welinown to Douglas and there were nothing new that was not
knownto DouglagEddy et al., 1976, p. 1870 Douglas was never officially informed
about Applegatebs concerns.

4.3 A Feld Joumalist

On the night of 2 3 December 1984, a toxic cloud of methyl isocyanate (MIC) spread
over the city of Bhopal, Madhya Pradesh, 600 kiometres south of Delhi. The cloud
made its way especially into and around #i@nty townslocated near théJnion
Carbide India Limited (UCIL) pesticide plant. The disaster eventually created about
600,000 victims, including more than 12,000 deaths.

The cause of the disaster is stil under debate. Nevertheless, we could assume that slack
management leading, among other things deferred maintenance created a situation
where routine pipe maintenance caused a backfiow of water into a MIC tank, triggering
the acciderif. Before the accident, the plant was idling with reduced staff (Shrivastava,
1992; Lapierre & Moro, 2001).

Se\eral serious events preceded the catastrophe. On 23 December 1981, a phosgene
(toxic gas) leak occurred during a maintenance shutdown and caused the death of
Mohammed Ashraf, foreman of the plant. Union Carbide concluded that the causes of

the accident wer two human errors. However, the trade unions claimed that the
accident resulted from a deterioration of
procedure prohibited the storage of phosgene when the treatment unit was out of
service. On 10 February 89, a new gas leak occurred on a phosgene pump: 25 people

were intoxicatetf. Factory workers launched a strike.

44 Emphasis added by authors Eddy et al.

45 Union Carbide Corporatignowner of the planat the time of the accident, claimed it was due to
sabotage.

46 Six other serious incidents, which led to a dozen victims (dead and wounded), occurred before the
disaster. Some of these events were in connection with the MIC.
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Raj kumar Keswani, owner of and reporter f
Weekl yo, was an acquaintance soéathMas.an As hr af
accident or the consequence of internal failures at the pesticide plant. With the
colaboration of plant workers, he was able to visit it ilegally. After consulting
scientific books, he came to thef cbinméasio
(Lapierre and Moro, 2001, p. 264). He also obtained results of an audit carried out in

May 1982 by three engineers from the technical centre of the parent company in the

United States. Its conclusions concerning safety of the plant were alarfhiecaudit

report revealed hundreds of deviations from both operational and safety rules. He also
underined the high staff turnover, the lack of training and insufficient operating
procedures.

With this information at the end of his investigation, Keswaed to alert the public
by writing a series of articles with prophetic titles:

1T APl ease, spare our <cityo, on 171f Septemb
one day misfortune happens, do not say you did not krniow
1 A Bh o pve bre all gitting ontacrater ofavolcand, on 30 September

7 ff yourefuse to understand, you will be reduced toashes on 7 Oct ober

Keswani became a modeday Cassandra. His articles gave rise to indifference and at

worst to denial. Thus, the Madhya PradeshtSta Mi ni st er Thefeismabour s a
reason to worry about the presence of Carbide because the phosgene it makesis not a
toxicga® (Lapierre and26%or o, 2001, p. 266

Bored by the attitude of his felow citizens, the journalist left Bhopal gheftier, but
before the tragedy of December 1984.

4.4 A Conscientious Operations and Safety Director

On 5 October 1999, two trains on the same track colided -beaat the Ladbroke
Grove Junction a few kiometres west of Paddington Station, London. ddige at
cost 31 lives and injured more than 400 people.

A Public Inquiry was launched after the accident and the Investigation Commission
chaired by Lord Cullen conducted a detailed and thorough analysis of the event. The
immediate and direct cause of thecident was a signal (SN 109) passed when it was
red. It brought to light that beyond the direct cause, the accident was rooted in the
shortcomings of organisation and poor management of safety in this raiway sector
(Cullen, 2000).

The investigation shwed in particular that the SN 109 signal had been passed eight
times when it was red in the six years preceding the actidénring this same period,

46 cases of signal passed at red were recorded in the raiway zone of the accident.

471t means that with this singsignal, there is an annual risk of collision of 7.2%, thatis to say, the risk
of a collision every 14 years. It seems that, s 0 met
organisation to make the (right) decisions!
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The Commission ofriquiry noted the existence of a whidtwer in the person of

Mrs. Forster. She was tii@perations and Safety Director of the rail company operating

at Paddington. In February 1998, a train of her company passed the SN 109 signal when

it was red. She wasformed that a train from another company had also passed the

same red signal in early August.

This information worried her. So, she wrote at the end of August to the chairman of a

working group in charge of proposals for improvements in signal safeg.siared

her concerns about the SN 109 signal and s
mitigate against this highi s k signal 07? Il n vi &vof the f t he o
chairman and his move to another position, she wrote to his successor to rbéerate

C onc er na serous @mllem fivith drivers misreading siggalsi n t he Ladbr o
Grove zone. The ne wa fullriskiagseasmaenthrgugh camitusee d her
study that a consulting firm would have to carry out. No contract was ever signed on

the subject and the Anewd chairman of the \
again to the third chairman four months before the accident. Her letter remained
unanswered, the addressee confessing after
re mi t which had been givenod to-18he wor king

4.5 A Seismologist Waming about Tsunami

On 11 March 2011, a powerful earthquake struck Japan, triggering a tsunami and a
nuclear accident. It was an earthquake with a magnitid@.0con the Richter scale.

The tsunami, with waves more than 10 meters, impacted a wide area of the Japanese
northeastern coast. It caused hugamage to buidings and infrastructure. The
earthquake and tsunami caused great loss of life and widesprezstatien in Japan.

More than 18)00 people were kiled, more than 6,000 were injured and, at the time of
writing of this report, about 2,500 people westil reported to be missing.

The tsunamispecially impacted 3 NPPs: From north cost to south, it @asgawa
NPP (3 reactors)Fukushima Daii NPP (4 reactors) anBukushima DaichiNPP (6
reactors). Thantitsunami seawatf Fukushima DaiichiNPP (called Fukushima in the
rest of the section) was 10 meters high, with about 6 meters above the sedhlevel.
15 meters high waves of the tsunami submerged the seawall. WWadesl and totally
destroyed the emergency diesel generatmg every other power generation systems
of the plant. The lossof electricity led to amnsufficient cooling of the reactorsand
nuclear meltdowns in Units 1, 2, andi®m 12 March to 15 Margh Loss of cooling
also caused the pool for storing spent fuoem Reactor 4 to overhealq March). It is
difficult to assess consequences of the nuclear disaster. Iroldeidg radatiors and
life of radicactive elementsare a continuous (endless) process.

In 2009, the NISA? hold meetings with panel of experts to discuss the safety needs of
the Japanese NPPs. During the meetings, issue of tsunamis was never on the agenda.
In 2007,an earthquake with a magnitude of 6.6 impacted the west cost of Japan. It
caused radioactive leaks #&ashwazakiKariwva NPP, owned and operated by

48 fil have commissionedaspe al st udy to determine what causes can
| expect a report in the near future and this will ensure that effective solutions are identified for early
i mpl e me n Haweverpno guoh report was ever produced.

49 Nuclear and Idustrial Safety Agency, the Japanese Safety Authorities.
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TEPCO?, as Fukushima, and water from a pool of nuclear wastes entered the Sea of
Japan. When case of Fukushi NPP was addressed, the panel focused on earthquake
Dr Yukinobu Okamura, a respected seismologigs invited to a meeting in order to
present its findings. It was concerned because NISA did not see tsunamis as likely
enough to be considered in the Bskima area. Data used for preventing effect of
earthquake were taken from the largest earthquake recorded in 1938 with a magnitude
of 7.9. It caused a smal tsunami and TEPCO had buit a seawall able to stop this kind
of tsunami. Okamuraexplained to thgpanel that this earthquake was no the biggest. An
earthquake that occurred in year 869 was more important Ck@imura did not
understand why it was not mentionedhe TEPCO representative said thadid not

cause much damagékamura disagreed and saichdt damage had been severe.
Discussion were focus on earthquakes, not on tsunamis. Furthermore, for TEPCO the
869 earthquake was simply dAhistorical o wit
report for Fukushima was approved. It did not consider8t® earthquake in model

used for updating=ukushimasafety guidelineg(Clarke and Eddy, 2017)

We note thatOkamura was not the only perseaising concerns. For instancea
geologist, Masanobu Shishikura told the governmdagfore theFukushima disaster,
that northeastern Japan waserdue for a huge wav@icKie, 2011)

4.6 Remarks about cases documentation

The role and importance of whistidowers in the domain of safety is not yet fully
acknowledge®!. Forinstance Rajkumar Keswani (see48) is notcited in the accident

analysis seen as a reference by schol&th ( i vast ava, 1992) . Hi s
described in @eneral audience bookdpierre and Moro, 2001). You could not find

the name of Dan Applegaisee 8.3) in the official accident repofGecr ®t ar i at dot
aux Transports, 1976): to know the existence of his warning, you must read a book

written by journalists (Eddy et al,, 1976). The same story has happened to the alert
launched by CarlyleMichelson (see®: it is expressed in a techalcreport drafted for

the NRC Rogovin and Frampton, 198@& n d not i n repdrteof thieo f f i c i al
Presidentés Commission on the accident ( Ke

We have also to note that it is difficult to find documentation about cases for which a
warning was successfully listened and treated.

Taking whistleblowing into account does not belong to a statistical or probabilistic

paradigm. Event occurrence and whistld o we r s belong to the doma
the curveo treat mandeep aslbpdssble auking an egehtfanatysis t o d
to highlight the existence of whistielower(s). We assume that the game is worth the

candle because events would be analysed in a more systematic way and it would allow

us to define more precisely features lerta of whistleblowers.

50 Tokyo Electric Power COmpany.

51 One reason could be because event reports are anonymous (people are not named), disembodied. It
seems that no human being with flesh and blood were present ah¢heftihe event!
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5 Features of whistleblowers and of whistleblowing

In the paper, we addressed only few cases.

We could have talked aboGtarlyle Michelson a nuclear engineer who worked part

time for the NRC and who took, in 1977, the inttiativo study behaviour of the process

in case of amall break in a specific location of the reactor primary circuit (top of the
pressurizer). Results were far beyond design (designers) assumptions, yet few people

read about them. A reviewer in NRC prepasatiemo based on Michelson's concerns

and based on a previous incident that occur
study and the memo did not circulate widely because the issue was not identified as a

generic safety problem for operating plants.efifvally the memo was fled away

(Rogovin, 1980). About one year later, a major accident occurred at the Three Mile

Island NPP (Pennsylvania). The scenario was similar to that imagined by Michelson.

We could also have told about the story of Roger Bojsjolye of the most welknown
whisteeb | o wer s in the Ahistoryo of industrial
Morton Thiokol, the manufacturer of the solid rocket boosters for the Space Shuttle
program. In July 1985, he wrote a frst memo about tivelaknesses, arguing that if,
unfixed, it could lead to a catastrophe. He wrote several other memos on that matter,
but no action was taken. On the eve of the launch of the 25th Space Shuttle fight, on
28 January 1986, he tried with some colleagues tarmen the NASA management to
postpone the fight because of the cold temperature. They felt that this would jeopardize
the safety of the mission, and potentially lose the shuttle. No one listened to them. The
Space Shuttle exploded 73 seconds after Jitdfing the seven astronauts on board
(Vaughan, 1996).

Even if the search for whistkelowers is not yet a major concern of event analysists,
we could stil provide moutine of whistleblowers and of whistleblowing features:

1 Whistleblowing deals wittdegradation of safety and could prevent occurrence of
some events;

1 Duration of an alert is variable: It can last days, months or years;

1 A whistle-blower is either inside or outside the organisation (company / plant), but
he / she is always close to thetrics;

1 The position of a whistilower in the organisation could be from the bottom (e.qg.,
a field operator) to the top (e.g., a manager) and expertise. The -wiustier has
the power of influence, but is not a decisibaker regarding the alert lauech

1 For informing about the alert, the whistdower uses internal channels (within
organisation), or (often then) the Safety Authorities, or the media, or NGOs;

1 Alerts are technically oriented and safety oriented and they can be repeated,
sometimes in @erent ways;
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1 Most of the time, alerts are issued by people close ttethmical field, or having
information from field personnel.

1 We have to stress that alerts adan fexpert 0 p i Rbilower Gs, since
personally involved and committed. gigally, an alert is not a simple denunciation
since the alert is developing. This is not a prediction because an alert relates to the
symptoms of deterioration of safety.

1 This frst set of features might help to make a difference between alerts and
backgound noise, i.e., to figure out relevant safety alerts among the numerous
alerts that are launched.

6 Position of the organisation

As we saw, very often, organisations do not listen to wiiidtlever$2. The two
reasons that lead to this result are onathe hand the inability to identify the relevance

of alert, and on the other hand, the wibtto detect or to identify the alert.

When an organisation is unable to identify or accept the alert, it wil have an attitude
of denial in claiming that whistblowers are dissatisfied or displeased. The
organisation wil deny the risk (e.g., Keswani, Okamura) or engage in delaying tactics
(e.g., Forster).

When an organisation does not want to identify an alert, it becomes obstructive in
isolating or bulying thewvhistle-blower (e.g. Galatis).

In every case, the implicit message is that organisation denies the expertise and
competence of the whistlgdlowers.

We also note that in some cases whistiewers are isolated by their colleagues who
consider ittlhheamoas( eiitgr.a Gal ati s, Boisjoly).

7 Conclusion

It turns out that listening to whistielowers is a way to detect major degradation of
safety level and, so, potentially to prevent major events. Nevertheless, to listen to
whistle-blowers does not mean to egrwith them. However, listening to them should

lead to open debates about safety and its current and actual practices. Debates about
safety could naturally, not to say mechanically, lead to an increase in safety because
the organisation mindset would clgen

Taking account of whistleblowing requires the adoption of a new paradigm: to see
beyond quantitative approaches and to | eav
expertise, which is one feature of highly reliable organisatfo(d/eick and Sutcliffe

2001)

52 Unfortunately, as we already said, we do not have enough data concerning alerts listened and treated.

For differences between fireliabilityo and fisafetyo.
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The solution goes through a bottam approach (i.e., decisianakers listening to the
technical experts) to complement the-tb@wvn approach (i.e., decisionakers asking
guestions), recommended, for instance, by Conklin (2012).

Whistle-blowers cannot be an official position, a box of the organization chart. To be
a whistleblower is a specific moment in a professional career.

The entire safety burden cannot be carried by whidtlevers. Listening to whistle

blowers seems a necessary but nfficeent condition for maintaining and increasing

safety. Whistleblowing must just be one (more) tool in the toolbox for prevention.

Every sign or eventnearmi s gnéist continue to be treated in order to increase safety.

For instance, in the six monthsreceding the accident, 1,000 incidents related to the

cargo door were reported (it means about 10 incidents by D@ircraft in service in

the USA).I't seems to Asi gn osafety flpmedoappraachdséhe y cul t u
aviaton domainat that time So, it is not a big surprisehat warning ofDanApplegate

was | ost i n an fioottesaya n o fi 0 cderdadn f foedr sad e d vy . T
curse of Casandra Ives on.
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From mari tsiemmes omulatli dat asatqut fhiet

prevention of marine acci

Lorenzo Fiamma
European Maritime Safety Agency
Praca Europa 4

Cais do Sodré, 124206 Lisbon, Portugal

Extended Abstract

Multi -sensor based ship tracking

EMSA operates, along with the Member States of thepgearoUnion, the SafeSeaNet,

the vessel traffic monitoring and information system covering the waters in and around
Europe. The platform enables for mariti me
authorities. VHF radio signals are captured from Autométentification System (AIS)

which are installed aboard the circa 17,000 vessels which operate in and around EU
waters. By tracking ships using AIS signals, the system gathers also identity details, latest
positions and other status information in neaaktime.

Data acquired through this channel are correlated and enriched with additional details,
such as the presence of hazardous goods and the number of people aboard, or the ship
track in a given timespan. It can also inform about estimated or aetuaial and
departure times in ports, and to highlight ships with high risk profiles or those that were
involved in accidents and incidents.

Long-Range Identification and Tracking (LRIT) and satelbigsed AIS technologies are
exploited to track vesseloutside the range of AIS coastal networks. This extends the
system to a worldwide coverage.

The European Marine Casualty Information Platform (EMCIP)

The European Marine Casualty Information Platform (EMCIP) is a database application
that provides thaneans to store data and information related to marine casualties
involving all types of ships and occupational accidents. It also enables the production of
statistics and analysis of the technical, human, environmental and organisational factors
involvedin accidents at sea.
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The database taxonomy has been developed by EMSA in consultation with the Member
States, on the basis of European research and international recommended practice and
procedures. EMSA and the national competent authorities op#ratsystem within a
culture of 'no blame, no liability’ and personal data protection.

From reactive to preventive measures

In the course of a technical enquiry into a marine casualty, investigators need to
reconstruct the events that led, or conttid to an occurrence. This often implies the

need to know the whereabouts of the vessel that was involved in the casualty, or of other
vessels that may hold i mportant information
voyage data have been alreadyeddo this end, and has enabled investigators to identify

and understand the peculiar circumstances which very serious or catastrophic accidents

have developed in.

Recent developments have brought to Iife ac
monitoring tools or other automatic alerting features which may be the precursors of

future intelligent and smart agents for the prevention of accidents, rather than for the
mitigation of existing risky conditions or threats.

Kinematic data could beste amed directly form onboard sert
parameters captured from wearables devices-dBith dynamic algorithms may be used

to get the foresight of critical conditions and of dangerous situations and to warn users in
reaktime. Multidimaesional and multisensorial dataacquisition is already a reality in the

maritime safety sector and the situation is pregnant with new possibilities!

Keywords:
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Evolution of remote peréd osmaedcgyg
decision making yteicnfHiareoced clhy Ar

loannis Dagkinis, George Leventakis, Nikitas Nikitakos
Department of Shipping Trade and Transport, University of Aegean
Korai 2a

82132, Chios, Greece

Abstract

Among the objectives of shipping industry are to maintain safety.tAdsmeasuring of
safety in relation to the application of evolutions in operational management of ship's and
developing strategies to avoid future accidents is crucial. So recognizing signals before
an accident occurs and by enhancing with the rightsi@es any operational procedure

is offered the possibility for improving safety.

In this paper, we address the challenge to evaluate the Remote Performance Monitoring

by identify and scrutinize features which may affect the ships safety and must take into
consideration of the decision makers during its implementation. The evaluation performed

by using the Analytic Hierarchy Process and answers the question, how remote
performance monitoring using internet of things and big data, leads in further
improvementn terms of machines performance with safety. The implementation of

met hod for shipdbs safety decision support w
case studies.

Keywords: AHP, Remote Performance Monitoring, Threat Attack, Shipping Safety.

1. Introduction

The shipping industry is on the verge of a new fronter where innovative ideas,
sophisticated approaches and technologies are emerging for ship's performance planning

and verification methods. Also new chalenges are faced such as the sigrifit@ase

in transport volumes, the growing environmental requirements and a shortage of seafarers

in the future. The continued high oil prices and the burden of increasing regulatory
compliance make the development of energy management strategy crdleil owners

worldwide, with continued innovations and the sustainability to be at the heart of the new

targets in the shipping industry. The new objectives focus on improving energy efficiency,
reducing greenhouse gas emissions and other emissions llagaswibe safety which
resulted as the aim of shipdbs new innovatiyv

207

Attribution-NoDerivatives 4.0 International (CC BMD 4.0)



Enhancing Safety: the Challenge of Foresight

The overal compositon of a comprehensive martime lane of the future includes
ambitious plans to develop, refine and implement progressive policies in key areas of
sugainable performance, such as environmental, social and economic.

Global shipping to become viable should organize ships and any other shipping sector in
relation to effective management and operation principles. This wil require the adoption

of new techigues and conversions in companies, ships, systems and manage ment
practices. Overal, the ships qualty wil simultaneously focus on broad and profound

developments such as:

1 Efficiency of logistics and networks, optimizing networks, capacity and speed.

i Efficiency with optimized the vessel operations, like the performance tracking,
economic speed etc.

T Jurisdiction and awareness.

1 Technologies, with innovative components and systems that enhance ship's
operation.

I Contracts and partnerships that representingwBukéding, charter parties,
innovation with suppliers etc.

So, the choice of marine equipment and the optimization of marine systems focus on
factors such as the ship's control and continuous monitoring, low energy consumption,
low pollution, high efficiency, e.g. when assessing the technical index of ships, a high
emphasis should be placed on the ratio of the load factor of the main engine, generator,
boiler etc. as well the effective control of harmful emissions, vibration and noise. Also, a
full control of the ship can be reached from the bridge position, while the propulsion and
auxiiary plants can run from the bridge, giving to the crew full picture of entire ship. This

Is consequence due development, because the coming age of ubiquitous computing
promises to change allot of actvities in significant ways. As we wil see in near future
everyday objects, cars, train tracks and traffic lights, homes (thermostats and voice
activated appliances), and of course consumer goods such as phones, wearabia®, and

wi || become fismart"™ and will/l contain embedd
or operational conditons, react and adapt their functionality to the preferences of the user.
The same happens in some cases today and wil happen in moreirextentuture on

ships, where monitoring sensors adjust the machine and machinery condition in order to
achieve its effective operation. These integrated automation systems could be managed
far away from the ship with data transition through internet mplstation, since future

of technology lies in data transmission and its analysis.

But the data itsef does not produce these objectives that needed for improve the
performance. Solutions can arise from analyzing by combine Internet of Things (IoT) and
the Big Data [1, 2]. The term IoT refers to the networked interconnection of everyday
objects, which are often equipped with ubigquitous intelligence. This increase the ubiquity
of the Internet by integrating every object for interaction via embedded systdma) w
leads to a highly distributed network of devices communicating with human beings as
well as other devices. On the other hand, the term big data refers to extremely large data
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sets that may be analyzed computationally to reveal patterns, trends,sao@tass,
relating to human behaviour and interactions as well data that can be analyzed for insights
that lead to better decisions and strategic business moves. So its combination wil lead in
integrated systems with ability in use for improve the tfleness of vessels lke SCADA

[3].

In this paper, the challenge to evaluate the remote performance monitoring (RPM) is
considered by identify and scrutinize features, which may affect the ships safety, and must

take into consideration of the decision makelhe application of RPM is facilitated by

recent technological i mprovements in big deé
performed by using the Analytic Hierarchy Process (AHP), a-puigria methodology

which is used for a wide variety of cdlsion and other applications. The AHP selected
because the evaluation of remote performance monitoring characterized by structure
complexity and the method is capable to handle measurements on a ratio scale. The
evaluation answers the question, how remméeformance monitoring using internet of

things and big data, leads in further improvement in terms of machines performance,
energy efficiency in ship operation, the environmental management of ships and all these
with safety. The AHP implementation fons p6s safety decision supp
and analyzed with real world case study bas
2. Vessel's performance monitoring and maintenances

The IMO (International Maritime Organization), responsible for standardized regulations
covering all aspects of marine safety, has Special classifications for providing information
on whether the hull and technical equipment of a ship are perfectly seaworthy in all
respects. These strict international guidelines refer to the constructioruremur of a

ship T but also to its maintenance and the conditons that have to be met. Against this
background the reliability of all systems onboard is gaining in importance, and makes it
easy to see why intelligent automation solutions are indispensdiolard modern ships.

In respect to maintenance and performance monitoring model that shipping companies

follow today for their ships and it is defined by international regulations, the engine
components as well the machinery parts which have a certaiatiopelfe cycle, at least

the critical based on manufacturesd specifi
This must be done irrespective from their actual condition and their abiity for further

usage. That means even if a specific parinban acceptable condition and can be used

without a failure risk of vessels operations or affect the avaiability of machinery it must

be replaced with a new one.

In accordance the previous model of inspection and information flow about ship's
machinery, engines and other parts of the ship that inspected are folowed maintenance
models like preventive or condition based. On those models very considerable is the
presence of human factor, since various reports based on data that the vessel crew
recording. A$o it is notable that the communication between the fieet manager and the
engineers is not direct and presents problems. These problems can summarized at the
scheduled inspections and the results which are not aways accurate due to sensors fault
or false measurements by the crew. Hence, the fleet manager has periodical indirect
communication with the captain and the descripton of each case may lack in accuracy
because it depended on captain's approach. That results that the decisions to be taken for
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deermination of repair actions and maintenance by the engineering team on the ship and
the suggestions of engineer's department in the company office are not based on actual
and reatime data, but on incomplete and unreliable data. Moreover, this comnmmicat

and correction mode creates confusion because is dificult to measure the effect of
implementation of various actions.

The consequence of the maintenance models mentioned above are disadvantages like high
cost of spare parts and sometimes incorrechter@nce procedures as wel incomplete
technical reports, which offer limited or unreliable data and cause difficulties in decision
making. Moreover, in most vessels that sails today, except the very synchronous, the
monitoring of engine performance eiththe fuel and ol consumption compared to the
vessel instantaneous performance are absented or it depends on human observation,
something that in many occasions is dubious. So a common policy to manage the ship and
monitoring the performance in order tcake the correct decision is difficult to be
determined. Furthermore, the absence of a prognosis system causes difficulties to
prevention of breakdowns and provokes high cost anddaimeuming repair procedures.
Hence the research experience and operatisalysis of maritime companies indicates
problematic issues due the absence of a complete remote monitoring system of the fleets,
which additionally affects the environmental consequences of vessels operation.

Hence as the maritime industry in our daysfathe lmited crews number, low technical
qualty of the crew due the rapidly innovation which grows by technologies, the big
competition in rates, along with the increasing limitations from regulations, in order to
operate safely the vessels, the netesdi integrated systems is obvious. Moreover, it is
needed to enhance the reliability through right monitoring of vessel performance and
reduce the environmental impact that a vessel creates due to its inherent operation. These
are the basic reasons fatapt monitoring systems, capable of improving decism@rking

based on integrated information resutting from automated systems and that are met by
new technological applications.

These applicatons arise from the advances in wireless communications,| digita
electronics, MEMS (microelectromechanical) technology, miniaturization, low power
circutt design and computing enhanced the effort of developing sensor nodes that are small
size, lghtweight, compact, autonomous, rather cheap, have low power needs,
communicate wirelessly and can process and store the sensor data locally [4, 5]. Those
systems inherent compactness, that can operate efficiently, with low power consumption,
and abiity to big data processing and adequate storing capabiity, which can
communi@ting by wiring and wireless on board and out of board, provide a great leap to
shipping industry for an effective monitoring operation of vessels.

Such system implementation of open architecture for ship's control, alarm and

performance monitoring is tHeupervisory Control and Data Acquisition (SCADA). It is

met in modern ships and is an automatic system control that includes control, alarm and
monitoring system that have access to all process, control stations and can monitoring
them.

210



Enhancing Safety: the Challenge of Foresight

3. Typical SCADA systemand its benefit

Supervisory Control and Data Acquisiton (SCADA) systems are used to monitor and
control plants or equipments in industries such as energy, oi, telecommunications, gas
refining and transportation.

In the environment of a marine plamiany parameters need to be controlled or monitored
that includes temperatures, speed, torque control, voltage, current, machinery status (if it
is on or off), equipment status (open or closed), pressure, level, flow control, and fuels
viscosity. The contl of these parameters on ships in the past was responsibility of the
watch keeping engineers which observe and control the machinery plant. This was
achieved by periodically controls in the engine room and manually inspection of the
conditon each runningnachinery. Often the engineers were totaly dependent of their
natural senses and frequently supported by distributed simple monitoring devices [6, 7,
8].

Today, with SCADA implementation ship engineers and operators be able to use differe nt
number of saens, with different types of man machine interface such that it can display
and control different sensor or system status. These sensors can be voyage data recorder,
wind speed, direction GPS, hull opening, hull stress, radar, ship speed, tank fudliddvel,

and machinery temperature, consumption of engines, propulsion engine conditon and
performance, fre doors control station, etc.

This is achieved because a typical SCADA system consists of one field data interface
devices usualy RTUs (Remote Ternhin@nits) and/or PLCs (Programmable Logic
Controllers) which interfaces to field sensing devices, local control switch boxes and valve
actuators. Moreover, a communication system is used to transfer the data among field data
interface devices the controlitgnand computers in the SCADA central host which is a
host server or more servers [9]. A collection of standard and/or custom software,
sometimes caled HMI (Human Machine Interface) software, is used to provide the
SCADA central host and operator ternhinapplication, supporting the communication
system, monitor and control remotely located field data interface devices. Devices such
as temperature transmitters, power consumption meters, pressure gauges, level meters,
flow meters, and valve posttion transmt er s, provide all necessall
inform an experienced operator how effective the system is performed.

The benefts of SCADA systems provide immediate knowledge of system performance,
improvement on system efficiency and performancegratpnal cost reduction, increase
equipment operational lfe, reduction of repair cost, reduction oHwers required for
troubleshooting or maintenances, expediting compliance with regulatory requireme nts
through automated report generating.

Taking into account the structure of the system that transmit the data which wil enhance
the effective managementf the ship, typical systems that provide connectivity to the
respective corporate IT and SCADA systems onboard vessels are satelite networks,
onboard WAFi and Internet access (which can be used by crew), Radar, Simplex Teletype
Over Radio (SITOR), NAVTE, satelite telephones and other stopshore
telecommunications systems and voice over Internet Protocol (VolP) telephony.
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SCADA systems have been engineered for monitoring performance, enhance reliability,
flexibility and safety, but due to the strueuof data transfer of the system as mentioned
above, security of the ship must be considered, since may disrupted against most advanced
and persistent threats which take place at corporate and industrial networks. Security
threat of any suspicious act crcumstance that could threats the security of the vessel,
marine faciity, port administration or interfaces between vessels or between a vessel and
the marine facility.

4. Scenario of cyber attack and evaluation methodology

The importance of SCADA syst&s as mentioned is the automation. This allows to the
vessel managers a carefully study and anticipate the optimal response to measured
conditons and execute those responses automatically every time. Relying on precise
machine control for monitoring equent and processes virtually eliminates human error.
More importantly, it automates common, tedious, routine tasks once performed by human,
which further increases productivity, improves management of critical machine failure in
reattime, and minimizes #hpossibility of faiures. In additon, SCADA systems monitor

and control a large number of parameters where a vessel may not have enough manpower
to cover. Thus, reliable communication and operabiity of all aspects is critical to safety
and profitability

Hence, a virtual failure caused by cyber attack on vessel performance monitoring system
SCADA is a serious sttuation that must be considered since affects the safety of the vessel
the crew and the environment.

The scenario that is presented in this papeelated to a faiure alarm for high lube oil
temperature of propulsion engine, which affects the propulsion engine operation and its
availability. So the actions that must be taken include the stopping of propulsion engine,
the reduction of speed or toaintain a constant/full speed. These could be the major
alternatives that can a decision maker take in order to avoid unwanted consequences. In
addition, the ship might sail in a restricted area, e.g. a Trafic Separation Scheme where
the ship must keegs operability or in an area where high risk may occur due to pirate
activity or a combination of this two. So, each one of decisions affect in different way the
overall atttude against the risk and the safety of the ship. If this risk includes tiyecfafe

the crew, the ship’'s machinery operability since such failure may cause further damages,
and the cargo safety.

Further defintions about lube oil high temperature failure alarm is that it relates and
affects the operation of the engine and its oetue is liable to cause serious damage and
shut down the propulsion engine operation. The extent of the damage can lead the ship to
a shipyard for further repairs, which means expenses for ship owners as well as losses of
profts. Moreover, taking into aoant the area where the ship is saiing, the vessel meet
risks associated with maritime safety and the lkelihood that the ship and cargo will
captured by pirates with all the unpleasant consequences. So, in any case, technicians of
technical department dnmanagers of the shipping company in cooperation with the ship's
crew wil have to decide on actions that must be taken in accordance with several
parameters. One of these parameters is the possibility of the recorded failure to be result
of malfunctionirg of the automated SCADA control system due a cyber attack.
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In order to evaluate and enhance the decision makers in the possibility of a threat attack
during data transition of vessel 6s monitor.
system operation, @mprehensive support tool is presented. This tool is the anitdir ia

method AHP and was implemented to evaluate different alternatives with specific criteria

in a scenario with a ship which sails in restricted sea and face a possible cyber attack in
monitoring performance transiton system, where the lube oil high temperature failure

alarm belonging.

In accordance with the previous paragraphs scenario presented, briefly, the three
alternatives for decisions against threat attack on SCADA system dasmigsion
evaluated by AHP in this study are the following:

9 stopping the engine and patching the SCADA system in order to fix any threat. In a
landmark study of the Patching for peostease bugs in software, [10] showed that
between 14.8% and 24.4% df ites are incorrect and directly impact the end user.
And i f thatdéds not bad enough, 43% of thes
data corruption or additional security pr
solve the security issues theyere designed to address. Also the patching in SCADA
must be performed by an authorized person and a stopped vessel is sensitive in weather
contritionobés, piracy threats.

91 reduction the vessel speed with slowing the engine til it reaches a safe area. This
aternative may set the ship in danger in relation to pirate actions or potential create
dangerous operating conditions in relation to other ships saiing in the area but alows
the crew without stopping completely the propulsion engine maintain the chigis|
and further investigate the cause of faiure alarm.

9 constant/full speed til the vessel reaches an safe area. This alternative eliminates the
piracy actions threat and weather condition undesirable situations but endangers the
ship and its maching in case the faiure alarm is real.

5. The Analytic Hierarchy Process

The AHP was developed at the Wharton Schoo
powerful and flexible mulcriteria decisiormaking tool and allows decision makers to
model complex mblems where both qualitative and quantitative aspects need to be
considered [11, 12]. The AHP helps the decision makers to organize the critical aspects
of a problem into a hierarchical structure similar to a chart of components depicted in
boxes. The tp box of chart represents the goal of the decision problem, and then is
splitting in lower levels boxes which represent an objective contributing to the goal. Each
box can then be further decomposed into lower level boxes, which represent sub
objectives, ad so on. Finally, boxes corresponding to the lowest levelobjdrtives are
broken down into alternative boxes, where each alternative box represents how much the
alternative contributes to that solbjective. By reducing complex decisions to a series of
simple comparisons and rankings, then synthesising the results, the AHP not only helps
the decision makers to achieve the best decision, but provides also a clear rational for the
choices made.
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Stepby-step the use of AHP procedure is the folowing: Rigt decision criteria in a
form of objectives hierarchy are defined. The hierarchy structured on different levels from
the top (i.e. the goal) down to intermediate levels (criteria anedcitaiia on which
subsequent levels depend) and then to the lolerestk (i.e. the alternatives).

Then criteria, sulzriteria and alternatives weighted as a function of their importance for
the corresponding element of the higher level. For this purpose, AHP use simple pairwise
comparisons to determine weights and ratingo that the analyst can concentrate on just
two factors at one time. One of the questions which arise when using a pairwise

comparison in this paper 1is: how important

Adecision agaimnstabithrepd attachkutagppl in tern
against threat attacko (i.e. the problem g
Aweakly more importanto, etc. The verbal re

a score via the usef discrete 9point scales (with 1 ranking when a criterion i and criterion

j are of equal importance, and 9 when criterion i is absolutely more important than
criterion j). After a judgement matrix has been developed, a priority vector to weight the
elemeits of the matrix is calculated. This is the normalised eigenvector of the matrix.

Since the priorities of the Criteria with respect to the Goal and the priorities of the
Altternatives with respect to the Criteria are known, we can calculate the priattes
Alternatives with respect to the Goal and finally synthesize the final priortties. This is a
straightforward matter of multiplying and adding, carried out over the whole of the
hierarchy and the results give to us the overall priorities and the sofatiomaking the
decision.

6. Hierarchical Decision Model Development

When the AHP hierarchical boxes chart develops, the aim is to develop a general
framework that satisfies the needs of the decision makers to solve the selection problem
of the best decsn against threat attack during data transmission of SCADA system. The
AHP as described above starts by breaking down a complexcnigitia problem into a
hierarchy, where each level comprises a few manageable elements which then analyzed
in another sebf elements (Fig. 1). Considering the critical aspect of this step for AHP,
the structure has been created by experts' suggestions in relevant strategies folowed by
working staff in shipping companies. Then to studied the problem in this case the AHP
hierarchy is developed in three levels. The first level represents the main goal of best
decision against threat attack selection and the lowest level comprises the alternatives
against threat attack. The evaluation criteria that influence the primary goatladed

at the second level and are related to four different risk aspects: Ship's Safety, Operational
conditons, Weather conditions, and the Type of Ship (Fig. 1). These criteria then could
break down into several suiteria.

The circumscription ofthe hierarchy methodology that is described above has been
developed using a brainstorming process [13] with expert's support. Also the judgeme nts
of all the people concerned with failure alarms on board and onshore are included. In
particular, in this sty we include the opinions of maintenance engineering personnel,
On Ship and On Shore who perform the analyses of monitoring performance and develop
the strategies to improve procedures against faiures, the operation personnel who
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manages the failures order to improve the ship operations and the safety personnel who
performs the analysis of factors related to safety.

The relevant factors defining the Ship's Safety and Weather conditons criteria are
identified as the loss of propulsion power, the pdigibof pirates to attack and the
unexpected consequences of bad weather conditions. These are related to the operational
reliability of the ship, the damage to environment due to colision etc, the influence to
personnel safety, taiondThd @peratibnal conditionp arelimkied r e p
to the shipbés availability downtime derive
repair or restoration to operating condition anestaating. The risk concerning the type

of ship factor, relate tthe age of the ship, its size, the hazards of cargo, parameters which

need special handiing.

u
d

7. AHP implementation

Once the hierarchy structure of the most preferred strategy against threat attack problem
is defined, every avaiable data is imported. Thies analytic hierarchy process (AHP)
mathematical solver runs to synthesize the results and normalize the values. The priorities
for the alternatives specified in respect to each of the decision criteria, and priorities for
each of the criteria with respteto their importance to reaching the goal calculated by use
pairwise comparisons.

Then the transfer of the expertsd judgments
AHP matrix, and the processing with software yields the result for the Altermatikn
respect to ships safety and the priority results shown in Table II.

Table . Alt ernatives compared with respect to Shipbés Saf

. 1 Speed 7 Speed Reduction is very strongly important t

Stop the Ship Reduction criterion to Stop the Ship. Weight: 7

Stop the Ship 1 Keeping 4 Stop the Ship is weakly more important
constant/full Keeping constant/fullspeed. Weight: 4
speed

Speed Reductior| 9 Keeping 1 Speed Reduction is absolutely more importan
constant/full Keeping constant/fullspeed.&ght: 9
speed
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Table I The transfer of weights to the matrix.

Stop the Ship Speed Reduction Keeping
Safety of the constant/full Priority
Ship

speed

Stop the Ship 1 7 1/4 0.0649
Speed 7 1 9 0.7846
Reduction
Keeping 4 1/9 1 0.1505
constant/full
speed

The next steps are the pairsdé comparison of
conditons, Weather conditons and Type of Ship. The weights transferred into the
matrixes and solve the AHP. Then the criteria compared with respect to reachgmplthe

and with pairwise comparisons take tiigherranking criterion to achieving the goal.

Table Il Results for choose the best alternative.
Best  decision Safety of the|Operational Weather Type  of
against threat| Ship conditions conditions Ship Goal
Attack in
SCADA system
Stop the Ship 0.0390 0.0100 0.0245 0.0089 0.0824
Speed 0.4711 0.1429 0.0117 0.0609 0.6866
Reduction
Keeping 0.0904 0.0252 0.0895 0.0260 0.2320
constant/full
speed
Totals 0.6005 0.17811 0.1256 0.0958 1.0000

In Table 11l shove the fnal ranking in decisions rank for lube oil high temperature failure
alarm in SCADA monitoring system.
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Best decision against threat Attack

in SCADA system
" Operational Weather _
Criteria Sh'g ;S‘S;Qt*‘ conditions conditions Ty%&nogfssghxp
' 0.1781 0.1256 '
Stopping the Speed Keeping
Alternatives Ship Reduction constant/full speed
0.0324 0.6366 0.2310

Figure 1. The AHP development and the global priority
indices

Based on the expert's choice of decision criteria, on their judgments about the relativ
importance of each one and on their judgments about best decision against threat attack
in data transmission with respect to each of the criteria, Speed Reduction, with a priority
of 0.6866, is by far the most preferable strategy against threat attgukformance
monitoring SCADA system. The decision to Keeping constant/full speed with 0.2311
priority is second in decision and finally the Stop of the Ship at 0.0824 is that with lowest
rank.

8. Conclusions

This paper describes one approach for Risk uataln during data transmission in

SCADA system due a cyber attack in seagoing ships. The application of the AHP method

has enabled modeling of various risk aspects that influence total risk of a ship that faces

a threat attack. Inthe model, eachrisk trer i on had weighting base:t
and introduced in a matrix where calculated and synthesized with pairwise comparisons.

The results of ranking of risk elements provides support to making decisions in order to
prevent the influence of an ingger decision during a possible cyber attack of a certain

risk during vessel's voyage.

The results and satisfaction from choosing a decision against threat attack in SCADA
system derived by using the AHP method and confirms that it can improved andneprese
an effective approach to arrive at making decisions. Through the method implementation
the decision maker could found a tool to enhancing their decisions in order to be able to
elminate the impact of a possible attack on a monitoring control systertheas
implementation is expected to spread in the coming years with the implementation of
smart systems.
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|l ncreased forced unavail abi
economical conditio

H.C. Wels, DEKRA Material Testing & Inspection
Meander 1051, 6825 MJ ARNHEM , the Netherlands
T. Slot, DNV GL Nethednds B.V.

Utrechtseweg 310, 6800 ET ARNHEM , the Netherlands
Abstract

Electrical production must be equal to electrical demand in order to maintain a precise
frequency. When a power plant fails unexpectedly, other plants take up the load as
normally thee is reserve power available to counteract forced unavailability of plants.
Insufficient reserve leads to potential overload of generators which is prevented by
shutting down load to areas, if not a blackout on the electrical grid may occur. Forced
unavalability of power plants may increase due to the present low electricity prices which
are especially low when large wind and sun generation is input in the grid. Such
economical conditions result in minimal maintenance of fossil plants as well as aalotenti
increase in failures due to changing operating conditions. The increase is expected to be
especially present at vintage coal fired plant that was not designed for cycling but it can
also be present in other types of plants. Minimal maintenance is exidectevery plant

at too low electricity prices. Numerical data in the Netherlands as well as from the VGB's
KISSY database show the presence of such effects, however the effect of changing
operating conditions is not so clear as plants operate less ¢estlexposure to for
instance creep) but start more often (increased exposure to low cycle fatigue). These
effects are not taken into account when assessing the probability of grid blackouts by
authorities and grid operators, as well as possible effectstdumperfect mothballing
causing teething problems whenmethballing,

Keywords: Reliability, Security of supply, Power failure

1. Introduction

Reserve power that can instantly be delivered to the grid, for example reserve power plants
in opempatriadn ngho eserveo) for which the powe
be present to keep the frequency precisely at the defined value (50 Hz or 60 Hz). If an
incident occurs that causes forced unavailability of a plant in the system and such reserve
is rot present, electrical load must be reduced by curtaiing the demand of customers. If
not, generators wil shutdown (trip) because of their protection systems and cascade
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effects may cause a blackout. Whie forced unavailability of a plant is a dailyreocer

in a moderate to large system, the probabiity of a demand curtaiment is much lower and
a curtaiment when it occurs is generally not noticeable to the general public. Itis known
that parties have contracts allowing such curtaiment (as they hawepomduction
facilties for which production may be more costly than the grid) have experienced such
events. The general public in the Netherlands probably does not remember the blackout
event of 236-1997. A cascade effect caused forced outage of sepevedr plants that
resutted in having the province of Utrecht without electrical power. Prolonged blackouts
may result in unwanted social behaviour (plundering) and causes financial losses the least.
This event happened at a total installed power to peaiadd factor of about 1.3 and can

be regarded as an incident.

Market liberalization in the Netherlands has led to major overcapacity with many old and
new combined cycle plants and new coal fred power installed, therefore the probability
of such events ithe past has been low. However, due to the so called Energie Akkoord
(Energy Agreement) for climate reasons, old coal power has been decommissioned
recently, discussion on mide and new coal power is ongoing and many combined
cycles have been mothballefor economic reasons. The market is assumed to solve any
future shortages in capacty. If due to a low electricity production market price (even so
caled negative prices have occurred with much wind and fossi power unable to stop
production deliveringsteam to industry, district heating, contract obligations), costs must
be cut further. Maintenance costs are a prime target for cost reduction as there is no
directly felt effect of maintenance cost reduction to operations. Machines wil react later
on intime (in the order of months to years). We have found in the Netherlands that in the
last years of operation of plants, forced unavailability of sucbetdecommissioned
plants increased to 2030 % of time due to cuts on maintenance.

Now, if the forcedunavailability of power plants rises due to cycling and economic
conditons, with plants that are stil mothballed because of prices, and renewables such as
sun and wind are missing (at night, prolonged high pressure zone in Europe), curtailing of
demand bcomes probable.

The paper is set up as follows. At first the signal is given that forced unavailability rises
abroad. Itis probable that this may also be the case for the Netherlands as the reasons are
the same. The amount of rise might be different ghoass the production plant types differ

from abroad. Reasons for forced unavailability are given, one of which is a change in
operating conditons in combination with minimal maintenance. These influence factors
are benign yet as the fraction of renewatitethe Dutch grid is relatively small (it is much
smaller than in Germany). Itis clear the even new combined cycles wil be forced to start
and stop every day. In principle this causes additional stress to its components. From the
point of security of e@lctrical supply it is unwanted that combined cycles wil stay
mothballed with old coal power decommissioned due to the Energie Akkoord causing less
reserve. The effect of the different influence factors is quantified using simple models and

compared wth € nnet 6s Monitoring Report an@ calcul:

European PLEXOS model.
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2. Forcedpowerunavailable before liberalization

From 1976 up to 1996 all forced unavailability data from practically every plant delivering
power to the grid wersent both to Séphand KEMA®® in a longduration project to lower
forced unavailability. By simple addition of these data the total forced unavailable power
can be calculated. An example is given in figure 1.

The figure shows that in the years befoleerklization, total unavailable power varied
between 500 MW and 2500 MW on a system peak demand of about 13000 MW with
about 50 power plants present. On average, about 1600 MW was forced unavailable which
is 12 % of peak demand. This fraction is somewhgh ltompared with the forced
unavailability of a plant which normally is less than 10 %. However, cycling and reserve
plants are not needed al the time and therefore repair time outside the window of need
should not be regarded. Therefore the order ohiteae is comparable. The percentages

indicate that with a reserve factor lower than 10%2% measures are necessary in order
to prevent load curtaiment.

1996 1-st part
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Figure 1. Total power in the Netherland being forced
unavailabé

54 Sep = Joint Electricity Producers

55 KEMA = researchristitute for Electricity, withelectricity production andlistributioncompanies as its
shareholders
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Figure 2.Total forced power unavailable from 19761996

Figure 2 shows the trend in total forced power unavailable up to 1996. The decrease after
1988 possibly is due to the benign effects of the Sep and KEMA R&D project to
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systemdtally gather and analyze faiure data at plants. The increase after 1991 possibly
is the effect of taking over of companies and a change in mind set from a public utility to
a commercial production company. Since, large amounts of data were made atailable
the general public (the smalled Transparency Data) but it can be shown that data quality
has decreased with the amount of data increasing.

3. Developmentof demand

Any analysis of the security of supply must regard demand. The Dutch have up to 1998
presented the demand predictions in the so caled Electricity Plan. Unti liberalization the
total installed power was coordinated by Sep. In the early days a yearly increase in % was
assumed that resulted in very high (exponentially rising) demand cas/eshown in

figure 3. The figure shows that factual demand always has been lower the prognosticated
central or total demand. This appears to be a general tendency also for many projects
today. During liberalization installed power increased appreciablytadiagge coal fred

plants. However, the economical crisis has led to stabilization of the peak demand at about
15.000 MW. Furthermore, due to the increase in wind and solar power in Germany being
supplied to neighbouring countries over the grid, andotiecoal price because of the US
shale gas, overcapacity led electricity producing companies to mothballing of Dutch
plants, even for district heating plants nowadays supplying their customers with auxiiary
boiler heat only. It is to be expected that geak demand wil not be much higher in the
near future unless the demand from electrical automobiles or other new users will
substantially contribute to the peak demand.

Comparison of electricity plan predictions for the Dutch grid with actual max load

m—factual joint producers —— 1260 central 1962 central 1964 central —— 1965 central
— 1972 central ——1973-74 central —— 1974-75 central 1975-76 central 19582-83 central

1983-1984 central 1984-1985 central 1987-1983 central 1988-1990 central —— 1989-1993 total
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Figure 3.Historical peak demand prediction
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4. Present production situation

In 2012t he Dutch MAEnergie Akkoordo between a |
Amongst the measures to take it was decided to decommissioning older coal fred power
plants. I n accordance with thE(663AMNK,&or do t h
81 (645 MW and M\+1 and M2 (each 520 MW) were decommissioned. Targets for
renewable energy and consumption reduction have not been ffet yet

The present generation situation as per Tennet publicly available fles is shown in figure
4. In the Netherlands a systesmists in which producers and grid operators sent the day
ahead power to Tennet in the so called Tprog with Tennet further scheduling generation
and balancing the grid. Figure 4 shows the load duration curve for 2015. Peak demand is
about 18000 MW. Smalproducers (say less than 50 MW) are not included as they are
present on lower (< 110 kV) voltage grids. Base load, the minimum demand that is always
to be produced centrally, is about 4000 MW. Evidently, there is a difference between
scheduled and realizethctual) generation. Also, as figures 5 and 6 show, the difference
between scheduled and Tprog becomes higher at low demands (for reasons unknown to
the authors) and the difference between realzed and scheduled ranges b&df#éeand

+ 30 % (thought tde the effects of unavailability of plants, balancing, etc.)

Generation 2015
20000
18000
16000 4
14000 -
E 12000 - —
fg' 10000 —.______‘_‘___ ScheduledGeneration sorted
£ 8000 —"-"'-:-..:‘:M m—ScheduledGenerationTProg sorted
6000
4000 ‘\:\\‘ RealizedGeneration sorted
2000
a T T T T T !
0.000 0.200 0.400 0.600 0.800 1.000 1.200
Fraction of time

Figure 4. Load duration curve

56 Progress report 2016
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Figure 5. Difference scheduled generation and dénead production needs
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Figure 6. Difference realized and scheduled generation

By estimating a merit ordefor the generation of power based on expected variable
production cost and projecting the cumulative power on the load duration curve, the
fraction of time that a plant wil be operating is derived. Coal power and gas from steel
factorie$” have the lowestost per MJ despite the lower efficiencies of these plants
compared to modern combined cycles (< 40 % for midlife plants compared to >60 % for
new combined cycles). In the Netherlands there is only one nuclear power plant that is
expected to contihnue opdon in base load. Implicit in this model is that when a plant
operates, it operates at more or less constant name plate power. Nowadays even for base
load this is not really the case and average power is significantly less than name plate.
Also, maintenace costs may be larger for new gas turbine types having exotic materials

57 Fired at a low cost price as flaring is on the only other option
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compared to older gas turbines, gas contracts may result in gas prices different from
market conditior® , etc.

If we look at operating time derived from the merit order in 2015 wlithcoal power still

in operation, figure 7 shows that much gas power is in reserve and therefore was logically
mothballed. With ageing coal out of operation and gas power mothballed according to
figure 8 there appears to be a shortage of supply. W@k lgas power denothballed in

figure 9, gas power wil be in weekend stop (especially plant supplying district heating),
cycling and in reserve. For the future, large wind parks wil aid in installed power however
it is well known that for each MW instadle on average only 30 %40 % is available as
generated power is a function of wind speed to the power of 3 and wind speed is not a
constant. Now, many smaller district heating combined cycle plants are expected not be
started again being mothballed withone to minor conservation measures. Larger
combined cycle plants were mothballed with optimized conservation measures for a long
time. One wonders if strategic decision making to increase price may be applicable,
however it takes time to dmothball also(up to a year for deep mothballing) and prices

are volatie.

merit order, ageing coal in ops, large gas plant mothballed
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Figure 7. Fraction of time operating with ageing and new coal
in operation, major gas plants mothballed

58 For the Eems EG3 combined cycles a 1995 S&patoil takeor-pay gasc ont ract (figas for

coal 0) was signed for a 20 year duration

226

t

F



Enhancing Safety: the Challenge of Foresight

merit order, ageing coal out of ops, large gas plant mothballed
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Figure 8. Fraction of time operating with ageing coal phased
out, gas plant mothballed

merit order, ageing coal out of ops, large gas plant
unmothballed
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Figure 9. Fraction of time operating with ageing coal phased
out, gas plant denothballed

5. Emergency power called for

Potential shortages have led to a market for emergency power. Figure 10 shows the
development in the application of such power, galye for 17 2 hours per event at an
average size of 80 150 MW. With sufficient installed power, the companies of plants
having forced outages are able to buy replacement power limiting the duration of them
having to pay for unbalance in the grid reilggr Tennet to schedule and operate reserve
power. In past times, during such periods prices increased to over 1000 EUR/MWhr,
however over the years markets have become more stable. It is thought that this is also the
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effect of grid connections with abrodgigure 10 shows an increase in the application of
emergency power as a function of time. According to Energia, for 2014 and 2015 Tennet
explained this by the commissioning of new large coal fred power (Uniper, Engie, RWE)
during which teething problemsceourred. Yet, a light increase since 2008 seems to be
present.

# emergency power called by Tennet
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Figure 10.Application of emergency power per year

6. General model for forced unavailability of power units

Forced unavailability is partly caused by technical factors and partly by huotorst
Examples of technical factors are teething problems with new types of equipment, cycling
operation causing high stress on components and worsening of the condition of
components by the processes that are inside (for example faiures of GT ciatig,

steam chests). Examples of human factors are management decisions with regard to
minimal maintenance and cost reduction, effects of operator experience, etc.

If one looks at FOR as a time series, the series can be divided into so called High Impact
Low Probability (HILP) failures and Anor mal

HILP failures are faiures with duration of over a month, sometimes in the order of half a

year. Such long duration failures occur once or twice over the life of a production unit. A

description basedn an average value per year is therefore not optimum, HILPs can result

in sudden increases in the yearly average FOR of a power unit. HILP faiures can occur
at many components of a production unit, are difficult to predict and are therefore dificult

to fight. HILP failures can be managed up to some extend by carrying out a Faiure Mode
Effect & Criticality Analysis (FMECA) and making sure that the actions in this FMECA

to counteract the HILPs are taken. HILPs cannot be totaly prevented however.

ANoromaflail ures for a power production unit
of time. After a period with teething troubles, the bottom of the bathtub should be in the
order of less than 10 faiures on a yearly basis and less than 10 % FOR atfaethiper
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plant. Not all failures are full outages. Average repair times are in the order of 40 hrs.

Now, while these values are averages, one strives for O failures and, without massive
financial investments in the technical and human area, power plabaséload have

shown O faiures for 1 or 2 years in a row. It takes however human investments to arrive

at such lTow values! Forced unavailability
value for coal fired plant, for combined cycles this should Jam dower. Generally, the

number of failures per year stays constant oris getting lower each year even up to 25 years

of operation due to betterment projects, operator and maintenance actions unless
minimum maintenance is applied or the way of operasnghanged.

When one studies the pattern of failures, one finds that a fraction of the faiures is of a
repetitive nature. For some components, it can be shown that 30 % of the faiures, with
per definition moderate outage times, is on average repeatea Witveek.

Large differences in mean time between failures can occur between units that are
contributable to differences in geometry and systems (older types of combustion
chambers, teething problems with advanced Low Nox burners, etc.).

These influencefactors are detailed in the next chapters. International as well as plant
specific faiure data allow modeling the patterns developing in the generation portfolio
both from teething problems as well as ageing.

7. Planned unavailability

Maintenance costsplanned unavailability and forced unavailability (FOR) are not
independent. Planned unavailability (overhauls, inspections) is carried out in order to limit
and, if possible, elminate FOR. It is possible to reduce both and find a cost minimum.
Several eurces of information show a (irregular) picture of both lower forced
unavailability and lower planned unavailability (as a proxy for maintenance costs).
Examples are shown figure 11.
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Figure 11.Semirandom walk for planned versus unplanned

unavailability
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The classical relation fAless planned mainte
unplanned maintenance (forced wunavailabilit
known however that without or with minimum maintenance in 3 years the forced
unavailability wil easily reach 20 30 %.

In the Sep period planned unavailability was scheduled in the summer window in such a
way that LOLE?® did not vary too much over the year. It is not known whether Tennet still
coordinates insuch a way. The author understands from German coleagues as wel as
from a Tennet meeting that a plan is to be submitted against which the grid operator may
object.

In the simple load duration curve used to assess the fraction of time plants areng@perati
it is assumed that planned unavailability should be taken into account for base load only,
as cycling plants should be able to shit operation to periods with lower demand. Also for
LOLE calculations based on simple modeling for weekend stop and g;ygilanned
unavailability can be shited to favourable periods and is therefore not taken into account.

8. Modelling FOR to take account of differences in plant type

On the level of components given by 3 letters KK de (1l et dés -calll t h
component)the forced unavailability FOR can be described by a bathtub curve for the
expected number of failures per operating hr together with an average downtime. The

FOR wil be different per phase (teething troubles, bottom of the curve, ageing period), as
concetually shown in figure 12. Supeomponents result in an effective description

gven the differences in failure characteristics:

1. The boier especially that of a coal fred unit, especially when fans & auxiliaries
are included, causes normally a significamumber of failures for a production
unit. However, not all failures are ful outages. The heat recovery boier of a
STAG® plant normally has fewer failures than a conventional boiler.

2. A steam turbine normaly has significantly less faiures than arpoidile
planned maintenance is carried out at larger intervals. The failure parameters of a
generator are similar to that of a steam turbine, but a generator failure compared
to a steam turbine failure is expected to show a more gradual degradation
behawur before occurrence of the failure.

3. A gas turbine normally has the largest number of faiures per unit operating time
for a production unit. Especially for gas turbines, teething troubles in a new design
may be present.

4. Steam turbines, generators and gabines (blade faiures) are susceptble to
HILP type of failures.

59 OLE: Loss of Load Expectation in hrs / year

60 A STAG plant is built from one or morgas turbins, heat recovery boilers,sdeam turbinend one or
more generators. A conmgonal gas or coal fired plant is not equipped witas turbineexcept in a few
cases for feedwater heating. The boiler is much larger and ofathstruction tlan that of a STAG
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Supercomponent characteristics can be inserted into more detailed reliability analysis
taking redundancy, common cause faiures and failure mechanisms in account in order to
model a powr plant as precisely as possible. Reliability block diagrams as shown in figure
13 alow modelling for example differences in feedwater pump configuration, gas turbine
configurations (1 GT, 2 GTs, effect of # of generators, etc.).

For (large) STAG plantghe failure characteristics of a steam turbine and generator are
not different from coal fred plants, however the boier is certainly different. Therdfore

one notes an increased FOR for coal fred plants this certainly cannot be directly copied
to STAG plants. As stated before, the majority of the portfolio in the Netherlands is STAG
with aged coal plant phased out.

unavailability
ﬂ unavailability due to "normal” failures
infant martality period ageing period

time

/f —

unawailahility due to HILP failures

{ better described by Monte Carlo events)

Figure 12.Bathtub curve for superomponents
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Figure 13. Part of detailed reliabilty block diagram for a
power plant (feedwater syem)

9. Operating conditions

A baseload unit is most easy to describe: operating hours are all calendar hours in which
no planned availability or FOR as a result of ful forced outages is present. The FOR
description for notbase load plants is prefelalextended by assessing the postponement

of repairs to periods with lower unavailability costs, for instance the weekend or the night
and not counting any repair hours outside the window of need of the plant. Postponement
of repairs is especially applicab for cycling units although especialy for new plant
postponement is less than for old plant due to automatic tripping. However, cycling
induces additional loads on components (for instance thermal fatigue) causing a higher
number of failures per opemadi hour. Also, a failure probabiity per start should be
included, the effect of which for a base load unit on ayearly basis is negligible sinee base
load plant only starts after an overhaul or after a FOR event. For cycling units with
suficient operatig hours, the effect of calendar time (for instance due to corrosion) on
failures is expected to be minor compared to the effect of operating time (for instance due
to high temperature creep). However, it has already been found that there is a change in
conponents that are dominant in FOR (for instance dominancy of LP preheaters was
found for one plant operating as a reserve plant, which is somewhat unusual).

Forced unavailability can be splt into FOR during which the untt is necessary and FOR
during which the unit is not necessary given its windows of opportunity. Bilington and

Alan (1984) already presented the IEEE 4 state analytical model on the basis of Markov
analysis. One is inclined to use Monte Carlo simulation given the ease in modelng and
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the aliity to see the spread in values next to the average. However an analytical model is
decidedly faster than Monte Carlo although it usually only shows averages. Using the
IEEE 4 state model as per chapter 14, the modeling parameters are extended with
opemting hours per year, starts per year and only a fraction of repair time which results in
unavailability costs. By assuming the different failure mechanisms to be dominantly

dependant either on starts, operating time, calendar time or combinations, Mese airr

FOR as a function of operating conditions.

10. Life extension

It has become customary to operate old plants longer than say 25 years as there is margin
in the technical lfe of components and because power companies try to avoid large
investments de to uncertain market circumstances. Experience has shown that with
modest investments one can operate such plants longer without excessive rise of neither
unavailability nor safety consequences. Failure data analysis shows which components to
investigate when intending to operate a power plant longer than say 25 years.

On the basis of Reliability Block diagrams (RBD), the faiure rate, average repair time
and forced unavailability was calculated for sister plants Al and A2 for a set of Life

Extension inve t me n t scenarios. The RBDOS were base

failure data gathered since the start of operation of these plants. A reference model for the

Obottom of t he bat htub curveo with histor |

unavaildility well, with a low 2.5 % equivalent forced unavailability (EFOR)A model

with historical failures extrapolated to the future without investment indicated EFOR in
the range of 24 %. The reference model EFOR as well as historic EFOR is shown in figure
14. Please note the appearance of High Impact Low Probabiity (HILP) falures with the
reference model only showing the average expected EFOR. Over the years before the
investment scenarios, FOR increased due to minimal maintenance in combination with
changed operation (cycling not designed for) indicating the importance of these influence
factors.

=

= W

= *

B

= )
g " . # unit
= * W umit 7
= am

- T [
T T b :

=] [ o

= ‘: :.l‘ll ! T

year
Figure 14.Reference model compared with Unit A1 and A2

historic realization

Failure data were derived from plant records over a period of 23 years as Wweihahe
VGB KISSY database and discussed with plant experts. Components not present in either

61 The gap in the data in figure 14 is caused by a management deoisthisfplant to no longer to gather
data as enaf-life appeared imminent

234



Enhancing Safety: the Challenge of Foresight

database were estimated using DEKRA databases. Trend analysis of G1 and G2
unavailability records showed that for these plants only for a few components ageing
terms of an increase in the number of failures per unit time was present. Minimal
maintenance was, despite the age of the plant, certainly no applied due to the need for the
DH grid.

The unplanned forced unavailability FOR as a function of time waxdsted for the
scenarios 1) DO NOTHING on LTE but continue with maintenance as usual and 2) carry
out LTE as per planned measures. The result is shown in figure 15, clearly showing the
time behaviour both in the historical data as well in the modelling.

The results show that ageing can be efficiently counteracted by investment in certain
components. It was however assumed that such investment leaves only 10 % remaining
failures for these components.

Do NOTHING scenario

History

Block1
Block2

Model
block1

Forced Unavailability

— block 2

Year

LTE activities scenario

History
Block1

w—flock 2
Model

=—=block1

Forced Unavailability

block2

Year

Figure 16.Result for yearly expected forced undahility as
a function of time
11. Failure patterns in practice

Finally, to make clear that during the life phase of plants typical patterns are existing in
practice, figures 121 show some theses faiure patterns for 3 power plants as a function
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of time from the start of operating in the -T8s untii decommissioning. Itis thought that
such patterns wil also exist today. Al plants are combined cycles (hot windbox
repowering) from the same company with wel known historical information. Units Y1
and YZ2are identical with 2 Frame Type gas turbines each. Unit X has 1 larger Frame Type
gas turbine. The figures show clearly:

a) teething problems for all plants after newbuilding (figure 16)
b) teething problems for all plants after the hot windbox repows(figgre 17)
c) High Impact Low Probabiity problems HILP after a design error (figure 18)

d) High Impact Low Probabiity problems HILP also without this error, for example
due to GT blade problems (figure 19)

e) The effects of cycling unit X, units Y1 an? are not cycling. Unit X is also subject
to minimal maintenance (figure 20)

f) Al units have less operating hours per year and show less faiures because of the
low hours (figure 21)

It would be interesting to see if teething problems are present (mitgy duration)
mothballing. Reasons could be corrosion at unexpected places or difficulties finding an
experienced crew.

infant mortality period 1

6.00E-03

5.00E-03
: 4.00E-03 | B b S —4—unity1
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% 0.00E400 : . : ‘ :

0 5 10 15 2 %5 30
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Figure 16.Unavailability of units: teething problems
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gasturbine hot wind box power project
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Figure 18.Unavailability of units: HILP design error
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Figure 19.Unavailability of units: HILP failures
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start stop cycling operation in combination
with reduced maintenance budget
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Figure 20.Unavailability of units: cycling operation and minimal maintenance
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Figure 21.Unavailability of units: reserve

12. VGB KISSY database availability module

VGB operates 2 databases to gather the unavailabilities of power plants, known as KISSY
= Kraftwerksinformationssystem. Part A, the called Availability module contas the
planned and unplanned unavailabilities, fraction of the time operating, etc. for a large
number of plants on a yearly basis. In the last decade many international plants entered
the module therefore it should not be regarded as German only. Pie Becaled
Unavailability module contains the planned and unplanned unavailability as events with
KKS = Kraftwerk Kennzeichensystem component coding. Evidently for the plants in
module B total unavailability can be calculated and compared with modiigrésent

there also. As not every plant due to age or because of internal company coding uses KKS,
module B contains fewer plants and relatively has a larger number of German plants. Both
modules are operated with stringent coding instructions for dsatopdefine planned
versus unplanned (planned if known 4 weeks before the outage). The different plants in
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A module clearly shows a systematic increase in foreevailability in time while the B
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module does not show such systematic increase clearly.

For the paper we have used the most recent (2016) type A data from the yearly report that

is avaiable from VGB. Figure 22 shows clearly that on average the foregdilahility,
especially the nepostponable part, has risen from artiale low in 19961997 of 3 %

to values above 10 % in 20-2016.

Time range: 1994 - 2016

100

B0

Y

&0

50

40

| —s—[Energy Availability =—#—Energy Uiilization |

70

m

20

%
=]

190 | 198 | 200 | 218 | 216 | 240 | 240 | 243 | 240 | 242 | 313 | 315 | 318 | 319 | 37 [ 311 | 215 | 326 | 327 | 331 | 240 | 258 | 252
1804 | 1205 | 1006 | 1007 | 12068 | 1900 | 2000 | 2001 (2002 | 2003 | 2004 | 2005 | 2006 | 2007 | 2006 (2008 | 2010 | 2011|2012 | 2013 | 2014 | 2015 | 2016
Number of Units [ Year
Time range: 1994 - 2016
UA planned UA postponabile =LA not postponabile
190 (193 | 200 [ 218 | 218 | 249 | 240 | 248 | 240 | 242 [ 213 [ 215 [ 218 | 219 | 317 | 319 | 115 ) 326 | 327 | 331 | 289 | 258 [ 2532
1804 (1205 | 1206 | 1907 | 1008 | 1200 | 2000 | 2001 | 2002 | 2003 | 2004 | 200G | 2006 | 2007 | 2008 | 2000 | 2010 | 2011 | 2012 | 2013 (2014 | 2015 (2016

The same pattern appears to be present for other subsets of the detdmsaly for the
fired pl ant ATwed0 MW size.s Howeveri forithe Dutchh e
combined cycles are important as they suppl® migrit order power. The

coal
portfolio,

Number of Units | Year

Figure 22.VGB KISSY availabilty data
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KISSY availabilty data are given in figure 23 also for combined cycClé® forced
unavailability rises from about 2 % in 2013 to about 7 % in 2015. The value of 9 % in
2009 is caused by some outage extensions, which under the VGB KISSY definitions are
unplanned (if known less than 4 weeks before the actual outage). Thenpilwe is that

the number of plants in the category combined cycle is international and tfverse
therefore the agregate data should not be used without care.

13. VGB KISSY database unavailability module

Using data from the part B unavailability module Research Projéétwas carried out in

2014 to directly arrive at reliability indicators using the layout of every plant in the
database as for instance the faiure rate = failures per operating hour for generators should
be corrected for the number ofngeators in the plant, which is not necessarly 1 in a
Combined cycle plant. The data from this Research Project were used to assess ageing in
the components of STAGs based on KE&Iing (Kraftwerk Kennzeichensystem). The

level of detail shown in figure Lis 2 letters KKS pinpointing major systéthsEach data

point in figure 24 generaly is representing 10 years of operation. The figure shows:

MB = gas turbine. Trend shows ageing, however it is known that the plants that were over
20 years had difficultyin acquiring the spare parts for the aderivative gas turbines.

From other projects it is known that given spare parts and proper maintenance, no ageing
should be visible in the data

MK= generator. Trend shows ageing however this is fuly caused biRa #ipe failure
at one of the plants (2100 hrs outage).

HA = heat recovery boiler. Trend shows ageing with an appreciable amount of spread.

MA = steam turbine including condenser. Trend shows ageing, again with an appreciable
amount of spread.

62 plants that have a gas turbine in the feedwater system, hot windbox repowerings and STAG plants all are
called combined cycles

63 Reliability Indicators with KISSYi VGB Research @ject 361, ISBN 978-86875751-4

64 We are able to calculate failure rate, average repair time, unavailability, postponement, trips, etc. to a
level of 3 letters KKS which is sufficient to consistently model differences between plants
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B.1.1.5 Combined cycle units, 200 MW = nominal capacity < 600 MW
(47 units, AT, DE, FR, LV, NL, PT)
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Figure 23.KISSY Combined cycle data
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Figure24. Failure rate (per operating hour) and forced unavailability (calendar hours)

14. IEEE 4-state model

It is customary to present forced unavailability on the basis of calendar hours. However
forced unavdability should be defined in such a way that it is the probability that the
plant is not theravhen neededA first approximation is a simple -&ate model (the plant

is either operating or unavailable) however for plants in reserve this is too congervati
The |EEE 4state model already given in Bilington and Allan (198%)is more

65 Reliability Evaludion of Power Systems, Bilington & Allan, 1984
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appropriate however it needs as additional parameters the frequency per hr that the plant
is needed and average duration of that need in order to assess the fractionr ahrepai

that is outside the period of need.

2 - statemodel

FOR=/*qg/(1+/ *q)

/ =failure rate(/ operatinghr)

MTBF =1// = mean timebetweerfailures
g = averageepairduration ( calendarhr)

4 - statemodel

FOR=f*FOT/(ST+f *FOT)
f=Ug+1T)/(UD+Uqg+1/T)

g = averageepairduration ( calendarhr)

D =averagelemandduration (calenderhr)

T =averageeserveshutdownbetweerdemandgcalenderhr)
FOT = totalforcedoutagetime (calendethr)

ST =operatingtime (calendethr)

A series of test calculations was carried out with the KISSY plants present in the VGB
Research Project 361 data to estimate the effect. The results show thafetbe abf
between forced unavailability on a calendar time basis and on operating time basis in
either the 2 or 4 state model is important for Combi plants. The STAGs within the total
subset of Combi plants are comparable to the STAGs in the Dutch pottiaowill
operate in cycling mode more and more as the result of renewable generation in the grid.
It was proposed to VGB to further analyse thstdte model for the large number of plants

in the KISSY Avaiability database (type A), a decision on theppsal is pending. As
shown in figure 25, evidently the difference between the models disappears for base load
and is the most important for reserve type single cycle gas turbines.
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Figure 25.Four state versus two state model

15. Loss of load expectabn

Again, when too many power plants are forced unavailable, load has to be reduced. If not,

cascade effects may result in blackouts.

In Bilington and Allan (1984) a method (originally from Schenk and Rau) is given based
on a Fourier transform method talculate the loss of load expectation (LOLE). This
method appears to be valid when the distribution of capacity outages can be approximated
by a normal distribution. For the Dutch system with 50 + production units over the period
1978-1986 this appeardd be the case despite varying sizes of production units between
about 15 MW and about 700 MW. The distribution of power plant size however is not a
normal distribution, with average size about 240 MW but with some large units > 600
MW. It is quite commonthat both average size and size of largest power plants increases
over time therefore it is expected that the normality requirement is stil met today.
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Figure 26.Results of simple LOLE calculations

The results of the LOLE calculations are shown inrég 26. The relevant results are given

in column E of figure 26 with only forced unavailability taken into account. The results
indicate that as long as the forced unavailability of the power plants stays as per typical
historical values, LOLE is less thdime 4 hrs per hr that has been defined as acceptable by
Tennet. However, when large forced unavailability occurs (for example due to economic
condttions as per figure 27),the LOLE rises appreciably. The results in column D indicate
that it is really necssary to centrally coordinate planned outages in order to keep LOLE
to acceptable values.

What does a LOLE of 4 hrs per year realy mean? Essentially it is a probability having
both a frequency component as well as a duration component. An averagecireqtien

once per 10 years with an average duration of 40 hrs leads to the same LOLE as a each
year on average 4 yrs or 4 times per year 1 hr. Evidently the last LOLE is less acceptable.

However, the frequency is not defined by Tennet. When such an accefsgolency
would be defined we would like to refer to the agé d

100

year

waveo

shipbuilders used as input to define the strength of their ships on. The expected frequency
of blackouts should be such that during a professional career afeé ahonaximum have

had this experience once. Please note that a nuclear incident target frequency is defined
as once per hundred thousand years up to once in a milion years per plant operating year
which is much lower.
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16. PLEXOS calculations

As suggeted by DEKRA, DNV GL has tentatively investigated the impact of increased
forced outage rate on the generation adequacy of the Netherlands using its PLEXOS
model for the European electricty market model for single deterministic simulation runs
of 2018.

The European market model contains detaled representation of the generation,
transmission, demand and reserves. Generation capacites in the core countries are
modelled on individual basis with detailed tecl@epnomic characteristics (e.g.
flexibility parameters, combined heat and power characteristics, bid curves, renewable
availability profies). Renewable generation takes volatility into account through the use
of historical or reanalysed timeseries of e.g. windpeeds and sofaradiation data for
different locations. It contains a flexible diision of detailed core countries and an
aggregated representation of remaining European countries.

Two market simulations have been performed: one with the traditional forced outage
fraction assumptions and om&h higher forced outage fractions. The combined cycles
already mothballed in 2017, based on thecsal | e d ATransparancyo
mothballed. Al aged coal fred plants in the Netherlands are out of operation in 2018.
Based on these two simulat®, a comparison is made between the hourly reserve
margins. The forced outage fractions used are given in figure 27.

Old coal (from before 1995) 7% 16%
New coal 7% 13%
Lignite 7% 7.5%
Nuclear 1% 10%
CCGT 2% 8%
GT 2% 4%

Figure 27.Force outage fractions used in the PLEXOS runs

The hourly reserve margin is defined as the total hourly available genersjoarcity
minus the hourly electricity demand. The total hourly avaiable generation capacity
includes wind and soldPV that is adjusted for their availability, but excludes generation
capacity that is in maintenance or in forced outage event. The &vaigneration
capacity does not distinguish between dispatched capacity awtispatched capacity.

The results for the hourly reserve margin are given in figure 28.
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Figure 28.Hourly reserve margin in PLEXOS runs

In addition, the impact on the impegkport balance of the Netherlands and the amount
of hours with unserved energy is assessed.

Taking into account the higher forced outage ®fateeduces the total avaiable capacity

by on average 800 MW. This lower total available capacity reduces thlg heserve
margin. In the case of higher forced outage rates, the number of hours with 1GW or less
increased from 2 hours to 26 hours. Note that in both cases of traditional and higher forced
outage rates, there occurred no hours with unserved energyNetherlands in the single
deterministic run. Incorporating a higher forced outage rate Ewwa®e reduces the net
import position of the Netherlands by 7 TWh (30%), that is: the Dutch are more dependent
on the grid connection to abroad that howevet ithable to deliver less.

The exact number of hours depends on the maintenance schedules, timing of forced outage
events and renewable patterns. Forced outage events preferably are calculated using a

66 Forced outage rate actually is not a rate (frequency) but the equivalent fraction of time a plant is
unavailable weighing deratings with the power not available
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large number of Monte Carlo runs, however as a singkerahinistic run for the European
model already takes about 4 hrs, for the present modelling this was not feasible.

17.Compari son with Tennetods Monitorin

Each year since 2006 Tennet presents the so called monitoring report that shows the risk
oninsufficient power to meet demand. The report available for the paper is the 2016 report
with 2017 in the making but not yet available.
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Figure 29.Peak demand in Tennetds 2016 monitorin

The reference peak demand scenario for 2017 or 2018 nepbet is about 18 GW with
a more or less linear increase of 1.8 % on a yearly basis. The calculations in chapter 15
are in accordance with this peak demand.
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Evidently the installed power is important. Figure 30 (figure 3.7 from the 2016 report)
shows the large contribution of gas power (Combined Cycles) together with coal
supplying between 7000 MW and 5000 MW. The figure abkows that a large fraction

of gas is mothballed. This in more detail gven in figure 31 (figure 3.8 from the 2016
report) which shows that on a demand of about 15000 MW market overcapacity has
resutted in 4500 MW conserved = mothballed power. Even newempdws been
conserved. About 3000 MW is thought to be feasible femdéhballing, evidently only
when economical conditions are favourable. As yet there is no capacity market in the
Netherlands that pays for keeping power in reserve. Furthermore it tevwsome 7000

249



Enhancing Safety: the Challenge of Foresight

MW are fAmissingo in the calculations i n cha
clear that this is industrial power, not incorporated in the large traditional utlity power
that 1is listed on Tennetospphssituaten isdependdre nt | y

on the behaviour of a large number of smaller producers, making their own financial trade
offs for generation (etther produce it yourself or depend on the grid).
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Evidently

t he

unavai

labi lity

nitoring reports

of plants

is i

based on figure 4.2 of the 2016 report and its earlier versions shows over the early periods
a systematic underestimation by electricity darction companies of the unavailability of
their plants of about 2.1%. The companies have been too optimistic. Inrecent years (2013,

2014, etc.) the forecast of companies for unavailability appears to be more random with

less underestimation and even eatimation.

Finally the basic result of Tennets monitoring report is shown in figure 33 (figure 4.3

from the 2016 report). This figure shows that from 2017 on the Dutch are depending on

import from abroad. The formal Tennet LOLE allowable is defined has per year. The
dependency increases when realized unavailability is considered instead of the predicted
unavailability by the companies involved.
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Figure 33.Results for LOLE in Tennetods Monitorin

It appears that for electricity there is mmlependent checking of both realzed and
predicted unavailability whie for distribution there is independent checking by certified
audttors. It is recommended to carry out such checking, which was disbanded with the
introduction of liberalization. Beforéberalization Sep and KEMA were working together
collecting data from plants, discussing the data at plants, etc. By showing the interest of
decision makers into (forced) unavailability it appeared that the forced unavailability was
decreasing!

The authes had a meeting with Tennet discussing trends for confrmation purposes. It is
hoped to continue discussion with Tennet to have power plants modeled as realistically
as possible and in order to improve data quality for unavailability data. The VGB KISSY
database can be used as a tool, however inputting data is by VGB members only and no
obligation exists to do so.

The simple Billington mo d e | I's consistent
typical forced unavailability not taking an increase daonomic reasons into account, it
shows that LOLE is negligible. However if a fraction of large combined cycles continue
to be mothballed in the situation that the aged coal fred plant81(AVV-1-2, G-13,

BS12) are out of operation as per the Energiekodkd, large forced unavailability for
economic reasons leads to an unacceptable LOLE in the Bilington model. Connections
to abroad wil dampen this effect however abroad similar conditons may exist. Also
increased wind power wil only dampen this effes out of every MW installed only 30

i 40 % is available on a yearly basis as windpower is a function of windspeed to the third
power and conditons without much wind may occur over Central Europe for a week or
more.

The detaled PLEXOS model is consiste with Tennetobs Monitorin
shows the increased dependency on the grid connections with abroad. However it also
shows that blackouts occurring say next year are unrealistic. It is recommended however
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to repeat the calculations over a dargtime horizon and somehow incorporate the
statistical uncertainty of both forced outages as well as wind conditions.

18. Conclusions

Minimal maintenance is thought likely to occur in the Dutch production situation when
prices are low due to overcapacity combination with more renewables in the grid. As

yet, there is no reserve market in the Netherlands that pays for the costs of keeping power
plants in reserve. As a consequence, the forced unavailability of plants wil increase which
is not desirable safossil power is the replacement of renewable power when this is not
present (no sun or no wind) as long as there is no storage.

The security of supply and the acceptable Loss of Low Probabiity LOLE appears to be
not immediately at risk. However, the Bitwil be more depending on abroad precisely
when the grid connections with abroad are less dependent as the same economic situation
for fossil power plants is present abroad as well.

It is recommended to improve the quality of availability data from pomlents by
applying stringent definitions as per the VGB KISSY database, visting the plants to
discuss and valdate the data and model the plants taking teething problems for new plants,
ageing for old plants and High Impact Low Probabiity HILP probléms account.

Forced unavailability should be defined on amesed basis rather than on the basis of
calendar time. Simple models on this basis are in existence for decades.
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Abstract

Accident investigation techniques have remained essentially the same for many decades,
yet the recognition that complexity is increasing in most organizations denaaratided

form of inquiry. The Learning Review, first adopted by the U.S. Forest Service, explores
the human contribution to accidents, safety, and normal work. It is specifically designed
to facilitate the understanding of the factors and conditionsitiilaence human actions

and decisions by encouraging individual and group sensemaking at all levels of the
organization. The Learning Review introduces the need to create a narrative inclusive of
multiple perspectives from which a network of influencep caa be created. This map
depicts the factors that influence behaviors and can aid the organizational leadership to
effect meaningful changes to the conditions while simultaneously helping field personnel
to understand and manage system pressures.

Keywods: Accident investigation, complex systems, investigation models organizational
learning, sensemaking.

1. Introduction

The Learning Revie®¥ emerged from organizational necessity, as the prescriptive model
of accident investigation used by the U.S. Fofsrvice was unable to effect postive
change to its most important element: the human. From 1995 to 2015 the Forest Service
lost over 400 widland frefighters in active fre operations. Theseol#uty deaths
affected our community and our organiaatiemotionally, yet no substantive changes in
operation or polcy resulted from the investigations that followed these accidents. The
investigative model in use was delineated by the Serious Accident Investigation Guide
(SAIG), which was formalized in 20@¥hitlock, 2001). The SAIG was an amalgamation

67 The Learning Review is the process thatfally replaced the Serious Accident Investigation Guide in
2014. 1t is the outgrowth of seven years of experimentation and research in alternative methodologies.
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of the most common investigative tools in use; however, it did not provide widland
firefighting operations with the information needed to prevent accidents. Forest Service
investigations often pointed to thaiure of people, without understanding why they
faled or what faiure realy meant to the system. In addition, the accident rates were
trending upward.

The need for a new approach was also deeply felt at the field level. The results of

investigations, c al | e d 6factual reports, 6 -bededonicl ec
perspective of the investigation team. Secrecy surrounded the process as the team
collected Oevidencebo and treated the incide

criminal implcations. Lurking beneath the surface of each causal statement was a sense

that the frefightersintendedto err, as almost al the listed causes in reports were
counterfactual and did not provide the O6har
uncowered. Distrust brewed in the widland firefighting ranks following the release of

these reports, and people became less wiling to share information or take positions of risk

in the agency.

The SAIG was revised in 2005 with the best intent; however, it amadaptation of
several tools designed for the analysis of linear events that displayed straightforward
causeandeffect relationships, such as those developed in machines. These analytical
methods of investigation are referred to as linear becausdotbey a straight path from
problem detection to problem solution. The model can be useful when dealing with strict
mechanical problems; however, it is not useful in husemered work environments.
People do not handle problems in a linear faghion fad, their solutions are often the
antithesis of linear. The tools described in the SAIG worked well for the analysis of
mechanical failures, but it did not help us to make sense of the complex human interactio ns
that make up widland fre operations.

The SA G6s approach is not uncommon in modern
consider that workers are balancing conflicting goals, messages, rules, regulations,
direction, and even laws in their everyday encounters with complex work environme nts.
In contast to the SAIG instruction to create a timelo@ntric narrative, we recognized

the importance of buiding context around decisions and actions. This approach focuses
on the correlation between the behaviors and the influencing conditons whie avoiding
any unintentional implication that workers intended to do harm, which is rarely the case.
English is a particularly agentive language; this means that by language alone we can
inadvertently name a person as the agent of an action, even if that was pamauly
intention. The words that people use to describe everyday actions can carry with them
powerful implications that can lead to causal explanation of the event(s) (Vesel, 2012).
Thus, accident investigators must be mindful of language throughouprdizess of
gathering information and creating a report.

The SAIG process is designed to measure performance against an unreasonable
expectation that work as designed fully represents the work required by the operational
environment. Compare and contrasinsoof the expectations we have of our experts with
those of novice workers (See Table ). We expect our novices to have knowledge of and
to follow prescriptive policies, yet we expect our experts to adapt policies and direction
to meet the challenges thdgce. We expect our novices to comply with instruction,
direction, and procedures, yet we expect experts to improvise solutions. We expect
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novices to use knowledge of basic rules, regulations, policies, and procedures to navigate

all work situations, yet & expect our experts to use complex adaptive problem solving

and critical thinking skills to achieve results.

Table I: Comparison of Expectations, Novice to Expert (adapted from Pupulidy, 2005).

We expect our novices to:

We expect our experts to:

Have krowledge of prescriptive policy.

Apply rules to situations and adapt ru
as needed.

Comply with instruction.

Know how to to meq

operational goals.

improvise

Know basic rules, regulations, policy,
procedures.

a Use complex adaptive problem solvi
or critical thinking skills to achiev
results.

Know and follow the plan.

Use intuition to know when to chan
the plan.

The basic
decisions.

goal is t

o The basic goal is to

facilita
Afempower ment . 0

The fundamental differencés we expect to control the behavior of our novices while

simultaneously faciltating the empowerment of our experts. When the expert is
successful, we reward the innovation (rule bending, outside the box thinking, risk taking,
etc.). However, when the mome is adverse or negative, the tendency is to hold the expert

to the expectations of the novice.

2. Designing the Learning Review

We (Pupuldy, 2015) identified the need to recognize the differences between key system

types and the corresponding needdview accidents through the lenses provided by each

of these systems. Three systems were identified: simple, complicated, and complex (See

Table 1I). This classification helped us to shape an understanding of the origin and
application of traditonal mbods of investigation. The identification and mapping of

these three systems also helped us to understand the limitations of the traditional methods
of investigation and forced the development of an additonal set offtodMidland

frefighting is a umgue laboratory, as the work is largely conducted in the absence of
simple and complicated components. Simply put, wildland firefighting takes place almost

entirely in the realm of complex system operation, and as a resul, traditional tools were
stretchedto the breaking point and a new set of tools had to be developed.

The first step was to understand that simple and complicated systems had some

fundamental commonalities. Simple systems are made up of parts th@eerennected
andinteractive Each parhas a unique and specific role to play in the functionality of the
machine. Think of a simple mechanical wristwatch in which each part, spring, or gear
interacts in a specific and predictable way with its countépthis is required for time

68 See t he us

https://www.wildfirelessons.net/HigherLogic/SystenyDownloadDocumentFile.ashx?Docu mentFile Key=b

Forest Service

e30b1280565c151-2c68cbe70daeOb 85&fae Dialog=0
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to be accuately captured and depicted. If a part breaks, the system fails in a very
predictable way. Parts can be inspected, deficiencies found, and the part(s) can be replaced
in a very procedural way. In a simple system, the cause and effect relationship @& direct

for every cause there is a single effect. Trending failures can result in processes that can
reduce the likelihood of failures at unwanted periods of operations. This has resulted in
increased safety margins for a number of industrial applications.

Table II: Simple, Complicated and Complex Systems (Components list adapted from Page, 2011).

System Components Frame Pathway Characteristic

Name

Complex The parts ardOrganic i Thesg Sensemaking, Unlimited numbe
interconnected, |systems cannot k] improvisation, of questions with
interactive, broken down and learning |an equally
diverse, anq without losing thg developing unlimited numbe
adaptive (they ability to [ adaptations in reg of answers.
adapt, ofter] understand time. Requires
predictably). interactions. sersemaking.

Complicated [ The parts arqSystemici These Directional flow|Each question ha
interconnected, |systems arq relationship® a limted numbe
interactive, anqcomposed ol cause and effed of discretq
diverse, nested sul connections exs|answers.

systems. with a limted sel Reacts well td
of outcomes. analysis.

Simple The parts arg Mechanical. Cause and effed Each question hd
interconnected connections ar{one discret
and interactive. strong@ problems|answer.

can be solved. |Reacts well tg

analysis.

Complicated systems share some commonalities with simple systems; the parts are
interactive and interconnec@dowever, we can add diverse to this list. In this case,
diversity represents the system design qualty of multiple defenses in depth aad/or th
inclusion of redundant systems. This type of diversity strengthens the reliability of the
system because in situations where there is a component failure, other parts of the system
can compensate, allowing for continued operations. Processes of thisargpaten
depicted as flow diagrams where a malfunction can be identified, isolated, and bypassed,
alowing other parts of the system to take the place of the faled component. This design
generally allows for falures to occur gracefully (without majarnsequence) and
catastrophic failure to be avoided.

Complicated systems exhibit cause and effect relationships that are as diverse as the
system being analysed. For every cause, there can be a lmited number of effects. The
number of effects is limited tdhe number of system permutations (normal system
variability). This type of system drove the development of many of the current models of
accident investigation, such as the Sv@dwese, Fishbone, and the SHELL models.
Analysis of complicated systems adten effectively conducted using these and other
engineering analytical models.
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Complex systems share the frst three components (interactive, interconnected, and
diverse); however, there is a very dynamic additi@adaptation (Page, 2011). Complex
systers exhbit qualties of adaptation and can opportunistically change based on
innumerable variables, or they can intrinsically change based on conditions, perceptions,
and perceived stimuli. These systems are dé&aming systemsComplex systems defy

full predicton or control (Morin, 2008). More data can help to refine predictions;
however, these predictions are always fraught with some uncertainty. Human interaction
with a complicated or simple system often evolves into a complex system. In these cases,
it is challenging to avoid being seduced into mechanical or engineering models of accident
analysis, which can only describe simple or complicated systems.

Adaptation is demanded by the uncertainty inherent in complex systems. Cause and effect
relationshig are norinea® for every cause there can be an unimited number of effects.
This quality directly affects prediction and places the organizational abilty to both control
the system and control reactions to the system, out of reach. In the case of ysigEen
interaction, the expectation on workers should be that they recognize when the system is
delivering t h povelsiwatiens, pegperts eedognize tHe meed to perform
outside routine, exemplifying an understanding of compxityat no me can write a

rule or process to fit every situation. The requirement on workers is to create safety in

these situations. Professor Reuben McDaniel
expected to make sense of the situation, learn in the mommhtimprovise solutions,
much |ike a jazz musician during i mprov ses:¢

November 2015).

The need for workers to improvise actions when faced with novel situations places the
investigator in a very difficult situationJudging actions as right or wrong can only be
accomplished when the outcome of the situation is known. This information is not
accessible to workedsworkers do not know the outcome of their innovation.

Pupuldy (2015) recognized that complex systems reeedique framework for post
accident learning, which we refer to as sensemaking. The actions of people are often, if
not always, complex. People do not perform precisely the same way in all sttuations. This
is the result of individual heuristics, uniquearaing, and biases. As no two humans will
perform in exactly the same way when placed in identical situations, system analytics that
rely on trending frequently fail. Our research shows the use of system mapping can be
more useful to the sensemaking praces

3. Human Actions in Complex Systems

The way that people react to situations is influenced by many factors or conditions. If they
are familiar with the work and the system is delivering the expected conditions, then
routine responses are appropriate aitidoften work. In these cases, the routine response

is also usually the most effective and efficient response (Klein, 1999). When the system
delivers the unexpected and the worker follows a routine, success is not guaranteed. In
this case, the routiner procedure is being applied to a situation that is outside the original
intent or design. Routine processes, when appled to unpredicted or unexpected
conditons, might work if the worker is lucky. Our research has shown that routine actions
appled in neel situations can make the worker more vulnerable, as the routine response
can result in increased risk exposure (Saddleback Fire Fatality Learning Review, 2013).
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When the system is delivering the unexpected, the situation wil require that the workers

make sense of the conditons, learn in the moment, and innovate actions (McDaniel,

2007). With practice, this skil can be improved through coordination with others and is
referred to as AGroup Sensemakingo KKWeick,
tmecritical situations, sensemaking I's ofter
(Gigerenzer, 2010; Simon, 1956). This means that workers often find solutions that meet

the minimum needs of the conditions they perceive in the moment; workeastiased

on the limited information they have at hand. Satisficing is efficient; however, it represents

actions driven by the need for efficiency, which can result in a loss of thoroughness
(Holnagel, 2009).

Satisficing can also be seen as a bleridaation (intuitive response) and delberate

decisions. Our research indicates that this is common in widland frefighting operations

and i's supported by Professor Gary Kl ein
Acting/deciding is a natural human endeayoand it takes place in a ndmear way.

Every person tends to process information in his or her own way. The resulting responses,

or action/decisions, are related to the perceived conditions or stimulus, and these can vary
considerably from one person the next (Panther Fire Fatalty Report, 2008).

Work systems are becoming more complex daily, and this complexity brings a level of
uncertainty. This uncertainty equates to greater risk in the system. If workers can equate
uncertainty to risk, Professalohn Adams suggests they wil naturally react to create

safety in the work system. This is something we see every timgowetexperience an
accident in the workplace (what we wi || cal
to not only expect workerto create safety; we have to learn how to encourage it. Our
research demonstrates the importance of recognizing the role of the worker in the creation

of safety and the corresponding need for the worker to innovate solutions in complex
situations.

4. Action/Decisionil t 6s More Than a Choi ce
ATo err or not to err is not a choiceodo (Dek

Folowing an accident, it can seem that some of the actions of workers were careless or

even negligent. In fact, discussions with investigators reveal thadthet fAist upi do i s
casualy used to describe these actions. These labels are common to events where the
outcome is known. Leaders express this form of hindsight bias when they ask questions
such as, fAiwhy didn't theylowophe arul @WKy dih
way to respond to this Iline of inquiry is t
to be an accident, they would have stopped
quite unfairly, asks the investigator top&@n something that did not happen. The

Learning Review process recognizes the shortcomings of this approach and directs energy
toward wunderstanding what actwually happened
wor ker to do what 006)tisssane ling of ce@soning( iDadsd dpelied, 2

to the leadership of the organization in order to begin to understand their motivations.
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5. The Learning Review

The Learning Review is not designed to replace traditonal accident investigation tools;
ratheg it is a fuly developed process designed to explore the social contribution to
accidents and to relate the resulting learning products to normal work operations. The
process, whie designed to review negative outcome events, has been used to understand
the pressures and conditons in work that resulted in a desired outcome or what we call
normal work

The fundamental goal in producing alearning product is to move the reader from judgment
of action to understanding the conditons that influenced peoplengd the
mission/operation. The foundation for understanding an event emerges from the
recognition of these conditions. Leadership is asked to manage conditons in order to
create a workplace where workers can be effective (Reason, 1990). Scenarios can be
presented to workers under the premise that they explore the ways conditons can
inluence decision and actions in normal work environments.

5.1 The Leaming Review began with operating principles:

9 Forest Service employees are well intentioned and wihioworganizational systems
to meet the expectations of leadership and the system.

1 Accidents and incidents can be aprpduct of the uncertainty inherent in complex
systems.

1 Enhanced accountability:

o Prior to incidents, leaders and managers are resjonib knowing how the
organization functions. At this point, traditional forms of accountability can be
valuable.

o Atfter the incident, prevention is based on learning. The organization becomes
accountable to learn all it can from the event.

i Actions anddecisions are consequences, not causes. Following an event where the
outcome was a surprise, the goal is to understand why the action or decision made
sense to those involved at the ti me. Thi s
make sense to theemt t he t i me, they would not have

1 Condtions shape decisions and actions; revealing these conditons wil aid the agency
and personnel in understanding how to recognize, change, and react to conditional
pressures.

These principles led to theedelopment of tools and techniques specifically designed for
the Learning Review. One tool is the complex narratve, which includes a delberate
emphasis on reducing the inadvertent bias of language. We realized that human
recollection is fundamentally ioaurate, no matter when the story is gathered. This
knowledge allows us to approach interviews in a different way. The stories shared by
participants are captured and recorded as perspéctves don't attempt to create a
factual account from the narrativas a plausible single view of the incidé@ntvhich is
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what most investigative processes demand. Instead, we recognize witness accounts as
perspectives, and we try to capture each as accurately as possible, but with the
understanding that these accounts tmayn confict with one another. This confiict is an

i mportant part of the narrative, as it ma y
the participants recognize their di fference

communicate that understhn n g ? 0

The complex narrative is paired with a network of influences map, which is a
representation of the conditions that influenced decisions/actions. It is similar to
Ra s mu s s e-mé@pswith Asonee i striking differences. For example, it is based on
influence rather than cause. Searching for causes restricted our teams from exploring
some very critical aspects of our organizational culture and prevented us from asking hard
questions regarding the perverse nature of some of the influences we discovared. Fo
example, we had trouble making the case for the influence of overtime pay on the behavior
of our crews. We had recorded admissions of workers indicating that overtime played a
role in decisiormaking and risk acceptance, but we could not prove a cabsaSimply
shifting the conversation to O6influencebod
dialogue to begin that could explore the possible ways that overtime nudged decisions.

The inttial network of influences map represents the interactidwelea the conditons as

they were perceived during the incident; however, our goal is to move quickly into the
normal work environment. Prevention is forward looking, and our processes were all
retrospective. Our traditonal techniques kept us rooteadinfys that led to causes and
then to recommendations, with each needing a direct tie to the accident. This method
prevented us from examining the influences in normal work operations, which is where
safety realy starts. We now present the complex naratind the network of influences

map to focus groups, which helps us understand how the conditions noted during the
accident are perceived in normal work environments. If the focus groups indicate that the
conditions are common in normal work, we focuserdibn there. If the conditions are
unique to the incidents, we place them in another category.

Conditions are a currency for change. We have found it best to divide the conditions into
four categories to facilitate organizational acceptance and learning:

1. Condtions that are outside the control of the agency leadership.

2 Conditions that wil have meaningful impact but wil take time to change (these are

usually cultural issues).

3. Conditions that wil have meaningful impact on the operations and eahangd
quickly.

4. Conditions that, if changed, would lkely have a negligible impact.

It is a fallacy that simply attending an accident investigation course suddenly imbues the
investigator with the abilty to directly create social corrections dcstistem. We used to
develop recommendations that were meaningless or impossible to put into action. Instead,
the Learning Review Team humbly engages those closest to the work to help craft
recommendations. Recommendations are now a collaborative efforfield personnel

who provide input through focus groups.
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6. Conclusion

The Learning Review was specifically designed for complex systems, particularly those
involving people. The Learning Review is fundamentally a social sensemaking activity
that reviewsan accident, incident, or even normal work for clues as to where workers
contribute to the safety of operations or where the system inhibits this capacitty.

This approach describes a new way to view the human contribution to work and safety,
one that stres to understand the context of action. This context is converted into
dialogues that serve as opportunities to share stories that chalenge deeply held
assumptions about the way things are supposed to be done. The goal is to place learning
above correctp and fixing. This moves us from judging actions as right or wrong, and
inadvertently, people as good or bad, to a forward looking exploration of our system.
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Abstract

This study aims to point out potential contribution of system safety principles adopted in
risk management for supporting the prioritization and @wamalysis phase, which
usually characterize neaniss management systems at hazardous establishments. System
safety principles are domaindependent and technologically agnostic; they are based
on a small set of general rules from which many safety mesisusually adopted in the
design and management phase of a plalgnive. The most relevant are thaiFsafe,the

Safety margins, the DefengeDepth and the Observabilipm-Depth principles. Usually,
system safety principles can be translated adopsed in many different ways as safety
measures to deal with a broad range of hazards in different contexts. The idea is that
safety principles shall offer a new lens by which to anadyse prioritize nearmiss
events: thus, one important result is tingarmiss data can be classified and interpreted

in light of safety principles violated, and that safety interventions can be particularly
effective when organized around such findings. The model proposes to analysessear
eventd but also minor accidetsi by measuring quantitatively how much one (or more)
safety principles were be violated for each neass events. This model could be adopted

to support the prioritization process of neatiss data and the causal analysis by
underlying the generatingnechanism of a given precursor or neaiss, not just its
immediate cause or symptom.
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The model has been validated by using data aboutméss events and minor accidents
recorded in a hundred of chemical companies working under the Seveso direttdhe in
and collected by the Italian National Institute for Insurance against Accidents at Work.
Data regards both process plants and storage facilities, characterized by different
dimensions and organizational models.

Keywords:Near-miss priorization, sysim safety principles, Seveso Inspections.

1. Background

The background of the work is described at first aiming to outline the main scope of the
proposed research. The work rises from an operational experience developed by INAIL,
which participates the ipgction activities at Seveso plansstter the implementation of
Seveso Il Directive for the control of Major Accident Hazard in 1999, the lItalian
Competent Authority @opted a gide for the inspections at Seveso establishments. It was
based on a detailecheck list, with about 150 points. Before scrutinizing those points, the
inspectors were required to discuss the operating experience, including near misses NMs,
in order to prioritize the points in the check list. The guideline was revised in 2008 and in
2015, due to the implementation of Seveso Il Directive in the Italian Legislation. The last
release of the Inspection Guide is more fiexible than the first check list, as it recognizes
the importance of discussing the operating experience and comparmgh itthe
preventive and protective safety barriers, astified in the risk assessment. Thus, in
recent inspectionsthe focus is often on the study of accidents a@drmiss events The
approach based onearmiss discussion, compared with safety ls is usually
considered mor e fArisk baseahlissuesofthd safetys abl e
system In ltaly, the practice of exploitingnearmiss eventsfor assessing the global
eficiency of asafety management systems, presented year®wafon pioneergl], is
becoming more and more common today. The 2016 campaign of Seveso Inspections
developed by theMinistry of the Environmenthas been the first after the Seveso Il
implementation and the new guideline has been applied for thanfiestby the inspection

teams participated by INAIL, ivironmental Agencies, and Fifighters representatives.

[ n many case the &gs poeeo preférred fand theék Reddsass e d 0
managementhas been, consequently, stressed indeed. Accordingsgiezion guideline

near misses and accidents recorded in the previous five years must be discussed, at the
beginning of the inspection. For each event, a form must be filed in by the operator and
provided to the inspectors. The 2016 campaign involved of38e over 450 upper tier
establishmats; abouB00 records of operating experience have been gathered. Accuracy
of the documents is not homogenous and interpretaticam efent as a neamiss varies

from one establishment to another (which is also pacaly problem in neamiss
identification) On the other hand, neamiss events colected by inspectors during the
annual campaignnclude anomalies, unsafe situations, failures and trivial eridns

sample has been used to develop the study actilitgse records, even heterogeneous,

are important, as they are providimgsearchers as wel asgulators with a realistic
picture about the actual management level of safety in Seestblshmentdocatedin

Italy.
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The goal of the present paper is taerstand how to exploit in a more formal way this
valuable information treasure, in order to get knowledge and address, consequently, the
safety of the Italian Process industries. &ma is to provideto theltalan Seveso sector

a fast but effective metodology to manage neamisses gathered during the annual
inspection campaign. The present paper is the first step in this directions. Its objectives
paper are:

1 identifying a method fonearmiss management, suitable for higher hazard industries,
faling under Seveso legislation;

1 demonstratingthe suitability of the method by experiencing it on a subset of data
extracted from the 2016 campaign.

Obtained esults wil be usedy inspectorsto better address the issue of rg@gses in
the annual inspectioicampaign.

2. State of the art about NMS

Nearmiss Management Systems (NMSs) have been demonstrated as important safety
tools for addressing, in a more effective way, safety interventions. This tool could
contribute to the application of a new approash dafety management, which aims to
supporthigh-hazard organizations in managing efficiently system saflly the secalled

High Reliabilty Organization (HRO) paradigrf8]. The HRO paradigm outlined the
importance of integrating a prevention with alies® approach for an effective safety
management in complex organizatiofd]. Two main pilars characterize HRQS]:
prevention and resiience. Firstly, preventing accidents byatilsg the cause analysis

of paential negative events i.e. accideh precursors- wil provide a more effective
prevention strategy. laddition, the second basiclgul of an HRO is & capabilty to speed

up the reovery process thugh a more resiient organikan. In order to prode high
reliability, the orgamiation has to maintain or recover a dynamically stable state, which
allows it to continue operations in the presence of a continuous stress and/or after a major
mishap [6]. By focusng on the presntion strategy in the HRO paligm, NMSs represent

a valuable tol to support it. One critical process is to design the NMS aiming to maximize

its effectveness. This work aims to ewate the potential contribution of system safety
principles in degning effective NMSs. Theseoncepts integrate traditional risk arsty
methods in providing design or operational guidelines and principles for eliminating or
mitigating risks. System safety principles are dormmependent and technologically
agnostic, and from which many safetyeasures derive. A small set of generalety
principles can be translated and adopted in many different ways as safety measures to deal
with a broad range of hazards in different contexts. It has to be noted that safety
interventions- especially when unsafe acts or behaviours are targe@dbe particularly
effective when organized around safety principles.

2.1 NMS:levels of adoption in the process industry

NMS are concerned with the broadest definition of ymiases andnclude adverse
conditons (defined also asaaent pathogens),ngafe acts and procedures, and adverse
events or sequences of events At hat precede
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aspects constitute an important source of knowledge when their safety implications are
properly understood7]. Learning from nar-misses is less costly than learning from their
fully developed more destructiveimilar events i.e. accidentd8], [9]. The inherent value

of aNMS is in the learning loops it provides within and across organizations, in improving
accident prevention nal sustainment of safetytO] [11], [12], [13]. NMS consist in an
organizational structure and function with people, processes, and IT support or
infrastructure, and whose objective is to collect and prioritize aypoana precursor data,

to inteipret andassess their risk implications, and to transform this data intanfiskmed
interventions and safety improvements and awarefHs Its end objective is to help
improve accident preventioand sustain safety from difamt (technical, operational, and
organizational) point of views. The system teases out the failure generating mechanisms
in and the risk implications of, anomaly and precursor data and refiects them back to the
organization in a variety of ways to have them addressed. The design artbropata
NMS varies across industrieel5] - e.g., for a marfacturing company or an airline
operator , and depending on whether it is implemented within a company or at the
regulatory level overseeing an entire industnyusl designing a NMS usualy inves
several factorssuch as industrial context, frm organization, in order to manage correctly
information from the field and spreading knowledge to prevent accidents. No reference
guideline has been defned as a standardized approath moueffectiely work in
different contexts. Several studies had faced with this probj&6]. proposes an
interesting analysis of neaniss reporting system for the chemical sedtbr] described

a research project in the marine oil transportation industry for aptgninearmiss data
management: the focus is to reduce human and organizational errors due to oil spills
during tanker loading and discharge operati¢hS] proposed an approach basedamet

of indicators for identying and checking neamiss events:he aim is to recovery critical
information derived from opetianal field.

2.2 Basicelements of a NMS
Main processes usually characterizing a N[¥& are:

1 Event identification and reportingirst adivity is usually developed by workers
which highlight an event as an accident precursor ¢(ngiss, unsafe act, or unsafe
condition). A brief analysis about the event dynamics could developed directly by the
signaller, who represents Nt he knowl edge
information and databout the event are usually reported in a predefined form;

1 Event assessmentext, event information are usualy transferred to analyss.
from the Health and Safety Department (H&Skhich have to carry out cause and
consequence analyses. If the hem of reported events is higher, a prioritization
activity is essential in order to support an efficient planning of urgent measures at the
workplace. Root cause analysis wil be also developed to deeply analyzed main factors
contributing to the event oaoence;

1 Prevention measure identification and applicati@orrective and preventive actions

are the main output of the event assessment phase. Thus, a program ofiniesve
is developed for supparg their application;
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9 Follow-up actions finally, anexpost analgis is carried out after the intervention
applicaton phase aiming to both verify their effectiveness and to propose gusdeline
to avoid in the future the oarrence of similar events.

The focus of the paper is to develop an efficient metlgy to support the event
assessment phase: the idea is to evaluate, in a quick way, main elements, which have led
to the neammiss events thus allowing a priorization of events.

3. System safety principles: a brief introduction

Detailed guidelines ardefined for each industry and for dealing wiifferent hazards

(e.g. electroution, fire). In contrast with this proliferation of safety measures, there exist

a small set of safety principles, whichre domaiindependent and teablogically
agnostic, ath from which many safety measures derive. Mals set of general safety
principles can be trartbd and adopted in many diéet ways as safety measures to deal
with a broad range of hazards in different contexts. Basically, the system safety principles
are buitt on the notion of hazard level (and escalation) and accident sequence. Athough
these safety principles are not meant to be exhaustive, they adoroad range of safety
corsiderations, and many detaled safety measures derive from or canduklesk to

them. The analyzed system safety principles wil be derifrech (Saleh et al, 2014): the
Fai-safe the Sfety margins,the Defensen-Depth (DID) and the Odervabilityin-Depth
principles (OID). The Fail-safe principlerequires design featuresuch that the failure of

a component in a system wil result in operational conditons that preventing potential
harm or damage by blocking an accident sequence from further advancing, and/or freezing
the dynamics of hazard escalation in the system. Asxample, if the principle has been
adopted for designing a critical device in an industrial plant, when a failure does occur,
the device wil tend to fail in a predictable manrera safe state. Thus, tl&il-safe
principle represents a particular forof robustness and failure todgce. Onthe contrary,

if the Fail-safe principleis not implemented, ac@gmo ne nt 6 s Idf aggravater & wo u
stuation by futher escalating the stem hazard level, thus intiag an accident sequence

or leading to an aadént. The adoption of safety margins originates from the civil
engineering sector, where structures are designed with a safety factor to account for larger
loads than what they are expected to sustain, or weaker structural strength than usual due
to variols uncertainties. Th&afety margin principlextends beyond civil engineering

and is more diverse in its plementaion than the particular form it takes for structures.

It requires a preliminary estimation of a critical hazard threshold for accidentreyuoey

and an understanding of the dynamics of hazard escalatianparticular situation. The
Safety Margin principlerequires that systems adopted to maintain the operational
conditions and the associated haczimated | evel
critical hazard threshold or accideriggering threshold. Safety margins are one way for
coping with uncertainties in both the critical hazard threshold (a randorblefrand in

our abiity to estnate and manage the actual operational conslitin a system, such that

their associated hazard level does not intersect with the real critical hazard threshold. The
Defensen-Depth principle derives from a long tradition in warfare by virtue of which
important positions were protected by multipleed of defences. The principle has several
pilars and requires that () multiple lines of defences or safety barriers be placed along
potential accident sequences; (i) safstyould not rely on a single ®esive element
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(hence the fdeip);t (i) dhe specessive fbarders shoulkd beDdiverse in
nature and include technical, operatibnand oganizational safety driers. The various
safety barers have different objectives and perform different functions. Theskstof
barriers, or lineof defense, is meant to prevent an accident sequence from intiating.

Should this first line of defense fail in its prevention fng a second set of safety
defenses should be place to block the accidentcgeence from further escalating. Finally,
should the first and second lines of defense fail, athird set of safety defenses shauld be
place to contain the edent and mitigate its consequences. This third line of defense is
designed and put in place based on the assumption thatdiieent wil occur, but its
patential adverse consequences should be minimized. These three lines of defenses
constitute defens@m-depth and its three functions, namely prevention, blocking further
hazardous escalation, and containing the damaggigating the ptential consguences.

The Observabilityin-Depth safety principleonstitutes an important complement to QD
without which the latter (DID) can devolve into a defebéed safety strategy. OID
requires and is amacterized by the set of premins, technal, operational, and
organizational designed to enable the monttoring and identification of emerging
hazadous conditions, accident pagems, and adverse events in a systengliminate

safety blind spots that might be introduced in the system bec&ld® or other hazard
concealing mechanisms. It requires that all sadetyrading events or states that safety
barriers are meant to protect against be observable. Thissintpé vaibus tools have to

be adopted to observe and nwnithe system sta@nd breaches of any safety it and

reliably provide this feedback to the proper stakeholders (operators, users, engneers,
managers, etc.). OID seeks to: () minimize the gap between the actual and the assumed
hazard levels, and (i) ensure thathat hazard levels associated with the breaching of any
safety barrier, these two quantities coinci
and a temporal dimensiorand it charactées the abiity to idntify adverse states and
condtions far upseam (early) in an accident sequence. It refiects the abiity to observe
emerging accident pathogens and latent faiures before their effect becomes manifest on
the systemobs out put or behaviour, or befor
accidentsequence

4. Contributions of system safety principles
4.1 Assessing the potential contribution of system safety principles

The safety principle discussed in the previous @t could be effectively adopted to
design the NMSthey can helpto inform andgude the two cemal phases in these
systems, ie. the event assesst and the preventon measure identfication and
application phases alfthough a contribution could be also outlined for the two other phases.
Following, a critical analysis about the ¢doution of applying system safety principles

in the two central phase characterizing NMBw basic issue of the fahfe principle is

to define systems (e.g. physical devices, procedures, etc.) to block the actident

Thus, its main contridion could be oriented to prioritize precursor events that are more
critical as they are closest to an accident or they the blocking line for an eident
occurrence. A similar contribution could be outlined for the safety margins principle: its
main aim ist o A d ithe rmccelentoby adopting orgeational as wel as technical
Aspacerso. By D eprmeiplley ¢hé¢ ipategtial tafibation Dio the event
assessment phase in NMS could be also to prioritize events, but it could also contribute to
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define the consequences due to the event occurrence, thus outlining if such defense lines
have blocked or not the accident chain. By analyzing the OID principlbas wider

impact comparing the other three principles as it integrates a stfateggsigning afety
systems with tools for controling their performanc&ithough they operate on differe nt
levels of abstractions, it can be said that NMS is one of thes pdié the implementation

of OD. The two other pill ar sandeonire méhatudt i g @d,gn a
Apea odi c i nspectionso. T-beatsceandarpantrtwsaan foe s ar e

detect, and assess adverseddioms and hazardous occurrescin a system before they
escalate into ful blown accidents. They operate though Iredit means and over
different time scales as we discuss next.

4.2 The adopted approach for priorizating nearmiss events

Nearmiss are unexpected hazardous events with no consequences for workers as wel as
plants. Knowledge derived from their analysegards only causes: usually, accidents and
nearmiss have common causes, thus, outlning -néss causes shall be effective for
preventing accidents. The basic idea is that if a-ngars s is occurred,
system has occurred. Based on a dfimgdl hypothesis that adopting safety principles
could prevent accidents, the fault shall originate from three different cause categories:

9 Case 1: No safety principle has been adopted in the safety design process: several
reasons could lead to this ocamce such as an underestimation of the criticality level
of the equipment and/or the procedure;

1 Case 2: A safety principle had been adopted, but the system introduced (e.g. a
redundancy, or a new procedure) has not already worked thus causing hazardous
corditons out of normal control;

1 Case 3: A safety principle had been adopted and the system introduced has worked,
t hus Aconfiningo hazardous e-miss nan plaatn d |,
operations.

Based on these assumptions, each-miss eventcause could be analysed to prioritize
most critical events: if case 1 is highlighted for an event (or a a set of events), the highest
priority is assigned; if case 2 or 3 are pointed out, a medium or low priority is assigned
respectively. The fow diagrarof the proposed procedure is in Figure 1.

The proposed procedure aims to support a quick but effective assessment-roiseear
events based on #Ansss meneritseabe precursoe aof :an aecident,ntkea r
absence of adopting a safety principlelioes a high proximity to an accident. Otherwise,

if a safety principle has been applied aiming to turn away a potential accident, a fault in
the equipment and/or procedure outlines a less but stil critical condition to be analyzed.

Finally, if no fault occurred, the event has been stopped by the adoption of a safety
principle; thus, it could provide feedback for continuous improvement rather than for
urgent interventions. In the next section, the proposed methodology has been tested using
a real datasedf nearmiss events collected during Seveso inspections in Italian process
plants.
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Start evaluating near-miss
main cause

Has any safe

principle been applie No N
in the safety design i
process?
as there a failure inthe No Assign

application of the adopted
safety principle?

" LOW PRIORITY
(LowP)

Assign
MEDIUM PRIORITY
(MediumP)

Figure 1.The flow process for analysing nemiss event causes

5. Thetesting case
5.1 The datasetin analysis

The analysis has been developed through a randalactiot of neamiss documents
gathered during the 20Ir&pectioncampaign, described the frst part of this workThe

data regard both process plants and storage faciities. The dathgkts about seventy
reports of neamisses or minor accidentshared between process industry and storage
faciities in the chemical sectorCompanies operate in different industrial sectors,
including chemical, pharmaceutical, and metallurgical fields. The chemical process plants
provide basic products for industti purposes. The storage facilties considered refer to
chemical, toxic, petroleum products, and liquefied gaddesrmiss events have been
collected by usinga similar form, containing the following information: a description of
the event and the condibs under which it occurred, the actions undertaken and those
planned. Although the form is the samtbe level of detal adopted by each Seveso
company could be differentThe dataset is a consistent sample, since the main industrial
sectors under Sevedegisiation have been evaluatedand refers to a large variety of
industrial activities and situationdrom industrial depots to more complex planihe
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most frequent occurrences deal with the faiure or rupture of an equipment or its
component (34%) anduring the transfer and the load/unload activities (21%). A 14% of
the dataset refert® nearmisses detected during daily controls or safety walks, whie 11%
during planned inspections or technical tests. Other near misses refer to actvities
involving transport vehicles or handling hazardous substances (9%), or maintenance
activities (8%). The dataset reports also a few cases concerned to adverse climatic
conditons (3%).

5.2 Results discussion

A sample of events has been extracted feodataset of ewts collected in the annual (i.e.
2016) inspection campaign developed by the Itallan Authority. The analysed sample
includes data collected for different establishments in the process industry sector: event
information belong to storage facilities heamicd depos, oil terminal, toxic dpo) and
process plants (romhemical plant metallurgical and gharmaceuticalones).

Next, after the sample definitioh composed by 55 eventeach neamiss event has been
analysed based on the methodology proposedciiosed.2: results for storage faciities
and plants are reported in Table 1 and 2 respectively.

By analysing data for storage facilities, data shows a low presence of most critical events:
about 17% of events have been classified under the highest dwzardtegory (defined

as HighP). The largest group (about 74%) refers to events where a safety principle has
been adopted in the design phase and it was revealed effective during operations, thus
reducing consequence of the event at the low level, i.allysie event has caused no
consequence for safety at the Seveso establishment where it has been colected. Similar
trends is outlined for the process plants: the HighP category is the largest one together
with MediumP category; it is confrmed the lowestlue for events without adoption of
safety principle (HighP).

Table 1: Event classification reportedased on plant type and safety principles for analysed storage
facilities.

Chemical depot LPG depot Qil terminal Toxic Depot
Bent Type # # # # Total
HighP 4 1 0 2 7
MediumP 1 1 1 0 3
LowP 5 8 8 8 29
Safety Principle # # # # Total
Failsafe 2 1 1 2 6
Safetymargins 2 2 5 0 9
DD 2 6 0 5 13
OiD 0 0 0 1 1

For storage facility clusters, the Fsdfe principle has been outlined for all evemden

the MediumP cluster; in 29 events under the LowP group, DID represents the largest
category (with 37%) and the Safety margins principles represents the second one.
Differently for process plants, the largest category (about 76%) of safety princgdde un
the MediumP group is defined by the Fsalfe principle; Safety margins and DD are the
folowing two groups respectively.
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Table 2: Event classification reportdzhsed on plant type and safety principles for analysed process plants.

Chemical plant Metallurgical Plant Pharmaceutical Plant

Bvent Type # # # Total
HighP 3 0 0 3
MediumP 4 5 4 13
LowP 3 5 5 13

Safety Principle # # # Total
Fail-safe 2 4 4 10
Safetymargins 2 0 0 2
DiD 3 5 2 10
OiD 0 1 3 4

Finally, by evaluating the LowP diter, most of events (about 92%) have appled DiD
principle n safety design process.

Finally, the proposed methodology has provided a quanttative priorization of events,
grouped in clusters: this classification could allow safety managers as well asanspe

to analyse firstly most hazardous precursor events (i.e. ones included in HighP groups),
thus allowing to concentrate efforts on analysing most critical events and defining quick
resolutions for them.

6. Conclusions

Nearmiss eventsrepresentan inportant source of information for both companies about
and competent authority to increase knowledge about actual safety levels at workplaces.
One of the main problems in neaiss management system design is to define an efficie nt
met hod t o fedgettos endnté mainncauses lead to the event. The study
proposes a simple methodology to point outymears s events that are mo
criticality level has been estimated using system safety principles: if the main condition
that has leadotthe event is the absence of adopting a safety principle at the design phase,
the event is classified under the most critical category; otherwise, if a safety principle has
been appled but the system adopted has not worked, the criticality decreases. The
methodology proposed has been validated based on a dataset regardmisnesents
collected during annual inspection at Seveso process plants in Italy. The methodology
could also be adopted to support inspectors during their campaign to supportiesmpan

in analysing neamiss and defining more effective prevention activities.
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Abstract

This paper concentrate®n assessing events described in hazardous industry's
incident/accident reports using the Event and Causal Factor Charting technique. Event
and Casual Factor Charting (ECFC) is a process that first identifies a sequence of events
and aligns the events withe conditions that caused them. It is used to visually give better
insights and emphasize important points.

Events and respective conditions are aligned along a time line. After the representation
of the problem is complete, an assessment is made biitig/athe chart and asking if

the problem would be different if the events or conditions were changed asking the
guestions: What went wrong, how and why? Which deviation occurred? Which rules were
transgressed? This leads to identifying causal factorsiwduie evaluated. This approach
provides basics for brief risk assessment and can reveal some hidden warning signs in
related event reports.

The use of ECFC has proven to be a valuable tool for accident investigators and a clear
and concise aid to understding of accident causation for the report readers and
stakeholders. This paper also suggests using a more standardised approach in presenting
events by graphical tools for greater effectiveness in accident investigating and reporting.

Keywords: foresight, safety, investigation, weak signals, risk assessment,
incident/accident report

1. Introduction

The key evidence in the most of incident/accident investigation is colected early in

investigation phase [1]. Beside collection and preservation of physidgnee, it is

equally important to collect all actors' statements, i.e. their perception of the event or parts

in which they were involved [2]. Unfortunately, the most of operational event safety
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assessments experts are not present on the site andcaotant with the actors involved

in incident or accident. Therefore, written statements and preserved evidence should be
used for assessment. Final reports should provide all findings, analysis and
recommendations, but, depending on the authority's resuits [3], which are usually
legally defined, reports could cover only part of the whole event.

From other side, the authority, interested in the event (internal or from other similar
organisation), may miss important information that could be used faratendefinition

of actions. Fortunately, some weak signs, often presented in reports, could trigger
additional investigation on their existence and result in measures for their elimination.
Therefore, helping stakeholders to find these signs is of highortemce in
incident/accident prevention.

For the purpose of detecting weak signals, visualisation of event evolution could be used.
Using Event and Causal Factor Charting (ECFC) technique [4] can help in detection and
amplification of these signals, andrsequently give appropriate level of attention.

ECFC technique is used in event investigation. The process first identifies a sequence of
events and algns the events with the conditons that caused them. It is used to visually
give better insights and @mmasize important points. Events and respective conditons are
aligned along a time line. After the representation of the problem is complete, an
assessment is made by use of other investigation tools, such as Cause and effect analysis,
Interviewing, Taskanalysis, Change analysis, Barrier analysis etc. [4]. The main purpose

is to understand accident causation and reveal causal factors that can be eliminated to
prevent occurrence of similar events.

Use ECFOdiagramin presenting event provides basics faetrisk assessment and can
emphasizes some hidden warning signs in related event reports. By this paper, author will
try to justify usefulness of ECFC in detection, amplification and elmination of latent
weaknesses by two concrete examples from NuclearePPlant (NPP) event reports.

2. Warning Signs in ECFC

Due to strict reporting criteria, the original incident/accident report (e.g. Licensee Event
Report) has to provide relevant information to regulatory body or other authority, but does
not need to gldcitly address all Causal Factors that could be found in thorough event
analysis. Event and Causal Factor Chart (ECFC) can be of practical use to show the other
possible Causal Factors. These factors could be latent weaknesses of the reporting
organisatn, but because of weak transparency, some of them present Weak Signs of
decreased safety.

2.1 Example 1

Often, Operating Experience Feedback (OEF) process efficiency is not explicitly
addressed in event report's action plans, although deficient useFot@dle contribute

or result in decreased safety of the operating plant [5]. The US Nuclear Regulatory
Commission Licensee Event Report [6] "Loss of Coolng to the Unit 1 and Unit 2
Shutdown Board Rooms due to Faulted Chiler Collsghlighted part orfFigure 1) can

be used as example, because it does not transparently address OEF process weakness as
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contributor to the event, but suggests that the affected NPP had similar problems in the
past which resulted in unsuccessful actions (‘lack of existing actoraddress natural
phenomena affecting plant equipment").

Figure 1: 15tcase

The additional causesN'o conditional wal kdown r &quireme
and 'CB CHLR Equipment Reliability Classification for PRA calhtions needed +e

evaluation” (Control Buiding Chiler Equipment Reliability Classification for
Probabilistic Rauld give A sign ¢hat someaaknés3es exist in the

area of Management Directions and/or Equipment Environmental Qumlific@tocess.

2.2 Example 2

The ECFC of second example "Unit 1 'B' Inboard Main Steam Isolation Valve,
HV141F022B closed during surveillance test which caused a SCRAM on Unit 1"
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